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Introduction
Our project focuses on testing the Firewall application, Malware Protection, 
and DNS Filtering to verify if it accurately keeps the computer system safe 
from cyberattacks on ParrotOS

Using Nmap and Wireshark we study if Firewall is a reliable cybersecurity
technology to have to protect a computer system

We discuss about Malware protection using Metasploit, Wireshark, and 
Nikto to test if Malware protection is a reliable cybersecurity technology to 
have to protect a computer system

We also discuss about DNS filtering where the tools VPN and AnonSurf are 
used to test/bypass it in order to study if DNS filtering is a reliable 
cybersecurity technology to have to protect a computer system
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PROCEDURAL STEPS FOR: FIREWALL

A Firewall monitors network traffic and decides what 

should be blocked based on the security guidelines that 

comes with the firewall

It can be used to block data and ports while still being 

able to access safe data that is needed for the task

It can avoid sending responses to suspicious behaviors 

sent by hackers and detect any suspicious activity going 

on in the network which will notify the user
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Nmap:  A tool used for mapping and tracing networks 

so it can find hosts on a  network, port scan, 

OS detection, etc

Wireshark: A tool used to capture network traffic

CYBERSECURITY TOOLS USED TO TEST FIREWALL
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At the terminal as root, install the 

Firewall application by entering the 

command:

apt install gufw

Next, ran the gufw command, the 

Firewall Graphical Interface pops up 

where it is enabled

FIREWALL INSTALLATION
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First Method of Testing: 

A SYN scan in stealth mode with a decoy 

IP address and a target IP address

(nmap –sS –D 10.7.1.80 

192.168.94.129)

Wireshark demonstrated Firewall 

blocking the communication of the 

decoy IP address by sending an RST

shown in red (next slide)

Firewall can detect and block false IP 

addresses 

METHODOLOGY AND RESULTS
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METHODOLOGY AND RESULTS
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Second Method of Testing: 

DoS vulnerability test to the target

(nmap --script dos –Pn scanme.nmap.org)

DoS (Denial of Service) Attack: An attack 

to slow down or close off the user’s 

system by sending a ton of network traffic 

to crash their server

As a result caused some of the ports to be 

filtered, whereas, other ports remained 

open, which means the Firewall was able 

to stop the DoS attack to flood through 

most of the ports

METHODOLOGY AND RESULTS
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Final Method of Testing: 

An FTP bounce scan to bypass Firewall 

(nmap -p 22, 25, 135 –Pn –v – b 

192.168.94.129 scanme.nmap.org)

FTP Bounce Scan: Allows a user to connect 

one server to a third party server to sent 

files to 

As a result Wireshark shows that the 

Firewall was able to detect the bounce 

scan attack in black and block the 

communication to the target IP address 

(45.33.32.156) with an RST shown in red

METHODOLOGY AND RESULTS
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METHODOLOGY AND RESULTS
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Background of Malware Protection

• Malware protection - Stops all kinds of malware 

threats where it uploads the suspicious programs 

to the cloud for scanning so that your system can 

run smoothly

• Two examples of Malware protection are 

signature-based detection and behavioral 

analysis

PROCEDURAL STEPS FOR: Malware Protection
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• Metasploit is an Open-Source platform intended to make 

hacking a simple and important tool for Pentesting, which 

automates and gathers all the information, detection evasion, 

and access 

• Wireshark does three things: packet capture, filtering, and 

visualization  

• Nikto is a test web server for multiple items such as program 

files, checking for outdated version for specific problems on 

server, and server configuration items

CYBERSECURITY TOOLS USED TO 
TEST MALWARE PROTECTION
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To install malware 

protection ClamAV, 

one must go to the 

terminal and enter 

the command:

apt install clamtk

With the above 

command, it will 

successfully be 

installed onto the 

device as shown 

MALWARE PROTECTION INSTALLATION
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METHODOLOGY AND RESULTS

Wireshark Detecting and Blocking the DoS Attack
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The Figure shows the 

command:

nikto -h webscantest.com

This means that we are 

detecting and scanning 

the website 

webscantest.com for any 

vulnerabilities

It also shows the result of 

all other vulnerabilities

METHODOLOGY AND RESULTS: 
Detecting the Web Server Using Nikto
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Background of DNS Filtering

It is a strategy that protects the user by blocking access to certain 

websites and IP addresses that is considered a threat to you 

and your computer

This method ensures the protection of data, keeps it secure, and 

allows companies to have control over what their employees 

can access on a company managed networks

Not only companies use this but public schools have DNS 

filtering, their sole purpose is to protect underage personnel 

from browsing the Internet

PROCEDURAL STEPS FOR: DNS FILTERING
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VPN

• is a tool that can protect a user from hackers by protecting 

the network traffic

• It Gives online privacy and creates a private network from a 

public Internet connection

Anonsurf

• A tool to navigate through the Internet and being protected 

and hidden at the same time

• By routing each and every packet through the TOR relay 

which change/mask your IP address 

CYBERSECURITY TOOLS USED TO 
BYPASS DNS FILTERING
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• Search on the Internet for “https://protonvpn.com” and once in 

the website create an account

• After the account selection is over on the left side bar select 

download option and there you will be able to select any VPN 

for free in Japan, U.S., and Netherlands

• Before downloading, make sure you select the proper platform 

and protocol

• After this step you are ready to install it in your computer ur

• On your computer open up your VPN connections and select to 

configure VPN and create a new one

VPN INSTALLATION
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• For connection type click on “Import and save VPN 

configuration” and the window will pop up, navigate to your 

download folder and click open the VPN file you downloaded

• You will be brought to an editing window for the VPN. Here you 

will need to input username and password for this VPN. You will 

find this information in the website you were earlier

• Go back to it and on the left side bar click “account” and then 

click the selection that says “Open VPN/IKEv2 username”. There 

copy the username and password and put in the info unto the 

authentication section. Once completed the info click save and 

you are finished

VPN INSTALLATION (Continued)
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• Open up the terminal

• Type in “anonsurf” the menu of anonsurf will pop up

• Before you can continue you must on the root command by 

entering: “sudo su”

• Now type in “anonsurf start”

• A small question (as superuser) will pop up asking you “Do you 

want anonsurf to kill dangerous applications and clean some 

application caches?. Click yes. Now you will officially have 

anonsurf up and running

ANONSURF SETUP
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Using the DNS leak test website to see current IP address having the VPN on

METHODOLOGY AND RESULTS: First Method of Testing for VPN
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Using the DNS leak test website to run a standard or extended test, to see if there are no leaks 

in the VPN connections

METHODOLOGY AND RESULTS: Second Method of Testing for VPN
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Typing in the terminal “anonsurf myip” will show your masked IP address

METHODOLOGY AND RESULTS: First Method of Testing for AnonSurf
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Using  the IP Location Finder website to enter the IP address the AnonSurf provided us to 

discover the IP address details like location, region, hostname, provider, etc.

METHODOLOGY AND RESULTS: Second Method of Testing for AnonSurf
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Conclusion

• We tested Firewall using Nmap, simulated DoS vulnerability 

test, and FTP bounce scan where the network activity was 

observed through Wireshark

• We implemented multiple methods for bypassing malware 

protection using Metasploit, Wireshark, and Nikto

• We learned that DNS filtering is a strategy that protects the 

user by preventing threat attacks to a computer system

• We learned and tested both tools VPN and Anonsurf to 

navigate through the Internet and be protected/hidden at the 

same time
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