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FIREWALL :
MALWARE PROTECTION
DNS FILTERING




Our project focuses on testing the Firewall application, Malware Protection,
and DNS Filtering to verify if it accurately keeps the computer system safe
from cyberattacks on ParrotOS y

Nikto to test if Malware protection is a reliable cyk 5 ' / te chnology to
have to protect a computer system e

We also discuss about DNS filtering where the tools VPN and AnonSurf are
used to test/bypass it in order to study if DNS filtering is a reliable
cybersecurity technology to have to protect a computer system



A Firewall monitors network traffic and decides what

should be blocked based on the security mlelmes that
comes with the firewall K

It can be used to block data and ports wh e still being
able to access safe data that is needed for thetask

It can avoid sending responses to susplc:lous,behawors
sent by hackers and detect any suspicious activity going
on in the network which will notify the user



A tool used for mapping and tracing'networks
so it can find hosts on a network, pot can,
OS detection, etc

A tool used to capture networl'traffic



Firewall
Profile: Home v
Status: l

4

Incoming:  Deny v

Outgoing: ~ Allow v

. Rules Report Log
Getting started

An uncomplicated way to manage your firewall,

powered by ufw. Easy, simple, nice and useful! :)

Basic

If you are a normal user, you will be safe with this

setting (Status=On, Incoming=Deny,
QOutgoing=Allow). Remember to append allow
rules for your P2P apps:

Firewall enabled

At the terminal as root, install the

Firewall appllcatl/o?fb"\egtermg the

command:

apt install

Next, ran the

ey, £
command, the

Firewall Graphical Interface pops up
where it is enabled



Debian 1 e Warkstation 16 P 0 nercial use only)

First Method of Testing:

Player ¥

A scan in_stealth mode with a decoy
IP address andia‘target IP address

(nmap -s 3 1071\8\
192.168.924.129)

Go Capure

54 s!! + JBU 5 [RSI ACK]

e Wiresh ‘ HATEEN
blocking the comn ‘mca ion of the
decoyll'-'ﬁ dres: ing an

Firewall can detect and block false IP
addresses

A (assuperuser) En




Debian 10.x 64-bit - VMware Workstation 16 Player (Non-commercial use only)
oyer = 1l - & T 1

m &) @
[ N Capturing from ethO (
File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

RO QAenEF LS HQAQRQE

Time Source Destination Protocol Lengtt Info
97.491652280 VMware_94:30:1d VMware_f2:30:68 ARP 42 wWho has 192.168.94.27 Tell 192.168.94.129
97.492177689 VMware_f2:30:68 VMware_94:30:1d ARP 66 192.168.94.2 is at 00:50:56:T2:30:68
112.293048230 192.168.94.1 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
112.925608590 192.168.94.129 1@4.16.248.249 TLSv1.2 93 Application Data
112.926316468 104.16.248,249 192.168.94.129 TCP 60 443 . 42274 [ACK] S5eq=40 Ack=79 Win=64240 Len=0@
112.945937846 104.16.248.249 192.168.94.129 TLSv1.2 93 Application Data
112.945996413 192.168.94. 104.16.248.249 TCP 54 42274 _. 443 [ACK] Seq=79 Ack=79 Win=64028 Len=0
113.294436920 192.168.94. 239.255.255.2560 S5DP 216 M-SEARCH * HTTP/1.1
114.297478488 192.168.94. 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1

.208824347 192, .94, o .255.258 S5DP 216 M-SEARCH " HTTP/1.1

.520686140 192. .94, o .94.2 DNS 87 Standard query @xae2l PTR 129.94.168.192.in-addr.arpa

.528180250 192. .94, o -94.129 DNS Standard query response @xae2l No such name PTR 129.94.168.192.in-addr.arpa

.492831904 192, .94, o .94.2 DNS Standard query @xe9d5 PTR 129.94.168.192.in-addr.arpa

.498503069 192. .94, o DNS Stal esponse @xefd5 No

7223780 192.1 ; : 1. TC : E CK] Seq=1 Ack=
752 192.
192.
192. . g AGEL" , ACK] Se
46 142.F ) 192. .129 8 - TCP 4 44 = £ IST, ACK] Seq=

» Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ethe, id ©
v+ Ethernet II, Src: VMware 94:30:1d (©0:0c:29:94:30:1d), Dst: VMware f2:30:68 (00:50:56:12:30:68)
+ Address Resolution Protocol (request)

0P 50 56 F2 30 683 00 Oc 29 94 30 1d 08 06 00 ©1
08 00 06 04 00 01 00 Oc 29 94 30 1d c@ ad 5e 81
0g 00 00 00 00 00 c@ ad Se 02

@ # etho: <live capture in progress> Packets: 1069 * Displayed: 1062 (100.0%)




No.

Time: Source
46886 9569.0683755.. 192.168.94.129
4GBBT 9569.0684277.. 192.168.94.129
46668 9569.0684927.. 192.168.94.129
46869 9569.0685446.. 192.168.94.129
46610 9569.8685074.. 192.168.94.129
46611 9569.0666483 . 192.168.94.129
46612 9569.0687179.. 192.168.94.129
46613 9569.0687972.. 192.168.94.129
46814 9569.9688627.. 192.168.94.129

45317 9560, 8632030, %5.33.32.156
46018 9509.0633039. 45.33.92.156

192.168.94.129
192.168.94.129
192.168.94.129
192.168.94.129
182.168.94.129
182.168.94.129

use only

ngtt I

58 52868 - 587 [SYN] Seq=8 Win=1824 Len=b MSS=1458
58 52860 - 3306 [SYN] Seq=6 Win=16824 Len=B N35=1468
58 526860 - 5908 [SYN] Seq=6 Win=1624 Len=B MSS=1468
58 52868 - 111 [SYN] Seq=0 Win-1024 Len-B MSS-1468
59 52868 - 22 [SYN] Seq-8 Win=1624 Len-§ MSS-1460

58 52868 - 1728 [SYN] Seq=6 Win=1624 Len=B M33=1468
58 52860 - 139 [SYN] Seq=8 Win=1824 Len=b MSS=1458
58 52860 - 443 [SYN] Seq=0 Win=1024 Len=0 MSS=1458

24

58 52850 - 445 [SHN] Seqd
0 250 - 52860 [RST, ACK] SeqeL A
5 23 . 52860 [RST, ACK] Seq=t Ac
59 993 _ 52860 [RST, ACK] Seqe1 Ac
59 1723 . 52860 [RST, ACK] Se
59 25 _ 52860 [RST, ACK] §

59 8489 _ 52860 [RST, ACK] Se
59 3380 _ 52860 [RST, ACK] Seqe
59 21— 52860 [RST, ACK] §

& (as superuser)

Second Method of Testing:

vulnerability.test to the target

(nmap --sci; pt,dos -Pn s anme.nmap.org)

DoS (Denial of Service)/Attack: An attack

L 2

on of network traffic

system b
to crash t

As a result caused some of the ports to be
filtered, whereas, other ports remained
open, which means the Firewall was able
to stop the DoS attack to flood through
most of the ports



Debian 10.x 64-bit - VMware Workstation 16 Player (Non-commercial use only)

Capturing from ethO (as supe
File Edit View Go Capture Analyze Statistics Telephony

% Q&= = QA Qif

Source Destination Protocol Length Info
.B6@3755.. 192.168.94. .33.32.156 TCP 52860
.B6R4277.. 192.168.94. .33.32.156 TCP 52860
.0604927.. 192.168.94. .33.32.156 TCP 52860
.0605440.. 192.168.94. .33.32.156 TCP 52860
.B605974.. 192.168.94. .33.32.156 TCP 52860
.B606483.. 192.168.94. .33.32. TCP 52868
.B607179.. 192.168.94. .33.32. TCP 52860
.B607972.. 192. .94, .33.32. TCP
.B608627.. 192. .94, .33.32. TCP BB8BB [SYN] Seq=0 Win=1824 Len=0 M55=1460
TCP 445 [SYN] Seq=0 Win=1024 Len=0 MS5=1468
TCP 52866 [RST, Le
TCP 8 R
TCP 993 5
TCP 52860 [RS
TCP 860 [RS
TCP : 52860 [RST,
TCP 52860 [RST, Al
TCP [RST, ACK] Se
TCP J 3 T, ACK] Seq=1 Ack=1 Win=i
Frame 46738: 137 bytes on wire (1096 bits), 137 bytes captured (1096 bits) on interface eth@, id @
Ethernet II, Src: VMware_c@:00:08 (00:50:56:c0:00:08), Dst: VMware_94:30:1d (08:8c:29:94:36:1d)
Internet Protocol Version 4, Src: 192.168.94.1, Dst: 192.168.94.129
User Datagram Protocol, Src Port: 5353, Dst Port: 57427
Multicast Domain Mame System (response)

587 [SYN] Seq=0 Win=1024 Len=0 MS5=1468
3306 [SYN] Seq=0 Win=10924 Len=0 M55=1460
5900 [SYN] Seq=0 Win=1024 Len=0 M55=1460
111 [SYN] Seq=0 Win=1024 Len=0 MS5=1468
22 [SYN] Seq=0 Win=1024 Len=0 M55=1460
1720 [SYN] Seq=0 Win=1824 Len=0 M55=1460
139 [SYN] Seq=0 Win=1024 Len=0 MS5=1460
443 [5YN] Seq=0 Win=1024 Len=0 MS55=1460

L

ff 11 f6 7e cB a8

B 67 Oc c9 g1 Sq

B9 57 73 65 TG _ services
73 64 04 57 G4 _dns-sd - _udp-lo
08 01 c@ Gc Gc cal

Ge 69 2d 6c 67 _ni -logos-_
Gc 0B Gc OO Be tep-#

70 ce 44 _http- D

B0 50 56 cO 00 0f ) o DERIEN E
{ ~ A

eth0: <live capture in progress> Packets: 48815 - Displayed: 48815 (100.0%)

el - 1 3 . 9. ot al [ peruser)



Final Method of Testing:

An bounce scan to bypass Firewall

(nmap -p 22, 25 T35.-Pn -v - b

192.168. 94. 11/29 scan ‘é.\':map.org)

FTP Boun llows:ajuser to connect

one servelr to a third party server to sent

T e

files to e

e

A

As a result Wi
Firewall was able to detect the bounce
scan attack in black and block the
communication to the target IP address
(45.33.32.156) with an RST shown in red

fenu ¥ [Firewall (2s superuser)] 8 Parrot Termina £ (assuperuser) ]Eﬂn




Debian 10.x 64-bit - VMware Workstation 16 Player (Non-commercial use only)

Capturing from ethO (
File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

® X = A q ]It

Source Destination Protocol Lengtt Info
4062631, 192.1658.94.2 192.168.94.129 DNS 87 Standard query response @xaZeb No such name PTR 129.94.168.192.in-addr.arpa
L4066442.. 192.168.94.129 45.33.32.156 TCP 47426 . 21 [SYN] Seq=0 Win=64240 Len=0 M55=1468 SACK_PER TSval=378208684 TSec
) 45 [TCP R on] 47 T ) W1 8 Le 14 C_PERM=1 T.

. 45 7426 [RST,

.. VMware_94:30:1d _ ARP Who has 192.168.94.27 Tell 192.168.94.129

. VMware_T2:30:68 VWMware_94:30:1d ARP 192.168.94.2 is at 00:50:56:T2:30:68

. 192.168.94.129 192.168.94.2 DNS Standard query @x885T A scanme.nmap.org
.4199273.. 192.168.94.129 192.168.94.2 DNS Standard query 8xed54 AAAA scanme.nmap.org
.4384277.. 192.168.94.2 192.168.94.129 DNS Standard query response @x@85f A scanme.nmap.org A 45.33.32.156
.4882971... 192.168.94.2 192.168.94.129 DNS 103 Standard query response @xed454 AAAA scanme.nmap.org AAAA 2600:3c0l::f@3c:91ff:Tell8:bb2f
.4902158.. 192.1658.94.129 192.168.94.2 DNS 85 Standard query @x62bd PTR 156.32.33.45.1in-addr.arpa
.6577667.. 192.168.94.2 192.168.94.129 DNS 114 Standard query response @x62bd PTR 156.32.33.45.in-addr.arpa PTR scanme.nmap.org
.5808713.. VMware_94:30:1d VMware_f2:30:68 ARP 42 wWho has 192.168.94.27 Tell 192.168.94.129
.5812108.. VMware_T2:30:68 VMware_94:30:1d ARP 60 192.168.94.2 is at ©90:50:56:T2:30:68
.7584364.. 192.168.94.1 239.255.255.250 S5DP 215 M-SEARCH * HTTP/1.1
.7633968.. 192.168.94.1 239.255.255.250 S5DP 215 M-SEARCH * HTTP/1.1

Frame 1: 75 bytes on wire (680 bits), 75 bytes captured (600 bits) on interface eth®, id @
Ethernet II, Src: VMware 94:30:1d (©00:0c:29:94:30:1d), Dst: VMware T2:30:68 (00:50:56:72:30:68)
Internet Protocol Version 4, Src: 192.168.94.129, Dst: 192.168.94.2

User Datagram Protocol, Src Port: 48219, Dst Port: 53

Domain Mame System (query)

0@ 50 56 T2 30 68 00 OC 1d 08 0D 45 @0
08 3d 67 60 40 G0 40 11 ad 5e 81 c@ a8
5e B2 bc 5b B0 35 GO 29 f6 601 00 60 81

o360  [ENEE 00 80 00 60 06 73 Gd 65 @4 Ge 6d
G1 70 @3 6 72 67 @0 0O

) ¥ etho: <live capture in progress> Packets: 488491 - Displayed: 488491 (100.0%)




Malware protection - Stops all k malware
threats where it uploads the sus(plcmu; }arograms
to the cloud for scanning so thét you' .:_s.:ﬁtem can
run smoothly ',..

Two examples of Malware protectia

signature-based detection and behavioral
analysis

13



is an Open-Source platform intended. to make

hacking a simple and important tool for Pef;n/‘é:s‘fi'hg‘, which
automates and gathers all the informatiorﬁﬁetecti\) evasion,

and access

does three things: packet capture,’ Ites
visualization T}
is a test web server for multiple item: such as rogram

files, checking for outdated version for specific problems on
server, and server configuration items :

14



(XX Parrot Terminal
File Edit View Search Terminal Help
]-[root@parrot|-[~
#apt update

Get:1 https://mirror.parrot.sh/mirrors/parrot rolling InRelease

Get:2 https://mirror.parrot.sh/mirrors/parrot rolling-security InRelease

Get:3 https://deb.parrot.sh/parrot rolling InRelease [14.4 kB

Get:4 https://mirror.parrot.sh/mirrors/parrot rolling/main amd64 Packages [18.1 MB

Get:5 https://deb.parrot.sh/parrot rolling/contrib Sources [93.3 kB]

Get:6 https://mirror.parrot.sh/mirrors/parrot rolling/contrib amd64 Packages [152 kB]

Get:7 https://deb.parrot.sh/parrot rolling/main Sources [14.9 VB

Get:8 https://mirror.parrot.sh/mirrors/parrot rolling/non-free amd64 Packages [260 kB]

Get:9 https://deb.parrot.sh/parrot rolling/non-free Sources [155 kB]

Get:10 https://deb.parrot.sh/parrot rolling/main amd64 Packages [18.1 MB]

Get:11 https://deb.parrot.sh/parrot relling/contrib amd64 Packages [152 kB]

Get:12 https://deb.parrot.sh/parrot rolling/non-free amd64 Packages [260 kB]

Fetched 52.1 MB in 95 (5,808 kB/s)

Reading package lists... Done

Building dependency tree

Reading state information... Done

2422 packages can be upgraded. Run 'apt list --upgradable' to see them.

root@parrot -~
#apt install clamtk

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
Libxml-dom-perl libxml-perl libxml-regexp-perl

Use 'apt autoremove' to remove them.

The following additional packages will be installed:
clamav clamav-base clamav-freshclam libalgorithm-diff-xs-perl libapparmor-perl libapt-pkg-perl libapt-pkg6.0 libb-hooks-op-check-perl libcairo-gobject-perl libcairo-perl libclamavd
libclass-c3-xs-perl libclass-load-xs-perl libclass-xsaccessor-perl libclone-perl libcommon-sense-perl libcpanel-json-xs-perl libcrypt-ssleay-perl libdata-messagepack-perl
libdatetime-perl libdatetime-timezone-perl libdbd-mariadb-perl libdbd-sqlite3-perl libdhi-perl libdevel-callchecker-perl libdevel-caller-perl libdevel-lexalias-perl libdevel-size-perl
libdigest-crc-perl libdigest-md4-perl libemail-address-xs-perl libfcgi-perl libfcgi@ldbl libfile-fentllock-perl libglib-object-introspection-perl libglib-perl libhtml-parser-perl
libio-pty-perl libjson-c5 libjson-perl libjson-xs-perl liblinux-epoll-perl liblist-moreutils-perl liblist-moreutils-xs-perl liblocale-gettext-perl libmath-random-isaac-xs-perl
Libmoose-perl libmouse-perl libnet-dbus-perl libnet-dns-sec-perl Libnet-libidn-perl libnet-pcap-perl libnet-rawip-perl libnet-ssh2-perl libnet-ssleay-perl libnetsnmptrapd40
libpackage-stash-xs-perl libpadwalker-perl libparams-classify-perl libparams-util-perl libparams-validate-perl libperl5.32 libperlio-gzip-perl libposix-strptime-perl libreadline8
Llibref-util-xs-perl libsereal-decoder-perl libsereal-encoder-perl libsnmp-perl libsnmp4@ libsocket6-perl libsub-identify-perl libsub-name-perl libtern-readkey-perl

libterm-readline-gnu-perl libtext-charwidth-perl libtext-csv-perl libtext-csv-xs-perl libtext-iconv-perl libtext-levenshteinxs-perl libtext-xslate-perl libtfml libtime-moment-perl
Tihtune.tinv.ys.narl Tihtunec.cerialicar.nar]l Tihunirnda.linehreak.nerl Tihunicnde.utfR-nerl Tihinid.nerl Tihvariahle.manic.nerl 1ihyml .1ihyml.ner]l 1ihyml .narcar.nerl Tihyetrina.nerl
% Menu  ® Parrot Terminal 2]

To install malware

of of =)

sucCcCe

- ; .‘ < <
device as shown

15



File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

R[E ] &= —EaaaqT

Time Source Protocol Lengtt Info

1 - 54 - r - 8e
39948 128.978147069 233.77.30. 192.168.94 54 29778 Seq=0 Win=3295 Len=0
39949 128.979089986 233.77.30. 192.168.94 . Seq=0 Win=4046 Len=0

39959 128.988717885 233.77.30. 192.168.94. 54 32297
39960 128.989667440 233 192.168.94 54 27356

39962 128.991727376 233.77.30.13 192.168.94.254 TCP 54 51883 Seq=0 Win=3017 Len=0

Frame 1: 326 bytes on wire (2608 bits), 326 bytes captured (2608 bits) on interface eth®, id @
Ethernet II, Src: VMware_94:30:1d (80:0c:29:94:30:1d), Dst: VMware_f7:b3:5F (@0:50:56:f7:b3:5T)
Internet Protocol Versionm 4, Src: 192.168.94.129, Dst: 192.168.94.254

User Datagram Protocol, Src Port: 68, Dst Port: 67

Dynamic Host Configuration Protocol (Request)

00 Gc 29
48 11 42
01 24 40
cl a8 5e
00 Bc 29
00 00 80
00 00 80
00 00 80
00 00 80
00 00 80
00 00 80
00 00 80
00 00 80
00 00 80
00 00 80
0e 00 ee
00 00 80

L B Packets: 62086 - Displayed: 62086 (100.0%) Profile: Default




LN N Parrot
File Edit View Search Terminal Help
+ requires a value

Note: This is the short help output. Use -H for full help text.

root@parrot /home/user
#nikto -h webscantest.com -p 80
- Nikto v2.1.6

+ Target IP: 69.164.223.208

+ Target Hostname: webscantest.com

+ Target Port: 80

+ Start Time: 2021-04-30 01:08:19 (GMTO)

Server: Apache/2.4.7 (Ubuntu)

Cookie TEST SESSIONID created without the httponly flag

Cooklie NB SRVID created without the httponly flag

Retrieved x-powered-by header: PHP/5.5.9-lubuntu4.29

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect ac
The X-Content-Type-Options header is not set. This could allow the user agent to render the cont
No CGI Directories found (use '-C all' to force check all possible dirs)

"robots.txt" contains 4 entries which should be manually viewed.

Apache/2.4.7 appears to be outdated (current is at least Apache/2.4.37). Apache 2.2.34 is the EC(
[+ Web Server returns a valid response with junk HTTP methods, this may cause false positives.

S+ttt o+ o+

+ 0SVDB-3092: /cart/: This might be interesting...

+ OSVDB-3268: /css/: Directory indexing found.

+ 0SVDB-3092: /css/: This might be interesting...

+ 0SVDB-3268: /images/: Directory indexing found.

+ OSVDB-3233: /icons/README: Apache default file found.

+ /login.php: Admin login page/section found.

+ /.gitignore: .gitignore file found. It is possible to grasp the directory structure.
+ 7789 requests: 0 error(s) and 16 item(s) reported on remote host

+ End Time: 2021-04-30 01:17:20 (GMTO) (541 seconds)

+ 1 host(s) tested
root@parrot /home/user

i3 Menu 5. [Parrot Terminal] #2 Parrot Terminal

-

It also shows the result of

all other vulnerabilities

17



It is a strategy that protects the user by bloec':}?\ceess to certain
websites and IP addresses that is considered a tme\at to you

and your computer U

This method ensures the protection of dai!a, ep: 'ﬂﬂcure, and
allows companies to have control over what their employees
can access on a company managed networks ¥ S

Not only companies use this but public schools have DNS
filtering, their sole purpose is to protect underage personnel
from browsing the Internet

18



e@tecﬁng

is a tool that can protect a user from hack
the network traffic

It Gives online privacy and creates a private. nety
public Internet connection 2

S
A tool to navigate through the Internet and g protected

and hidden at the same time -
By routing each and every packet through the TOR relay
which change/mask your IP address

19



Search on the Internet for “https://protonvpn.com” and once in

the website create an account T
@"a select

R 4

Before downloading, make sure you ’;;—’fcheﬁc ar platform
and protocol '_ €71 /4 ata

After this step you are ready to install it in your computer ur

After the account selection is over on the |
download option and there you will be a
for free in Japan, U.S., and Netherlands

On your computer open up your VPN connections and select to
configure VPN and create a new one

20



For connection type click on “Import and save VPN

configuration” and the window will pop up, wgate to your

download folder and click open the VPN f| e you Eknloaded
Vv

You will be brought to an editing wmdow chr the Here you
W|II need to mput username and passwoﬁﬁor this VPN You will

b QzéiJ a nd then
click the selection that says “Open VPN/IKEv2 username”. There
copy the username and password and put in the info unto the
authentication section. Once completed the info click save and

you are finished

21



Open up the terminal

Type in “anonsurf” the menu of anonsurf wi

Before you can continue you must on the
entering: “sudo su”

Now type in “anonsurf start”

A small question (as superuser) will pop upaski
want anonsurf to kill dangerous applications and'cle
application caches?. Click yes. Now you will offluglly have
anonsurf up and running

22



Using the DNS leak test website to see current IP address having the VPN on

9 Applications Places System t) : & Q . s Lh By ¢ O = ThuMarii, 20:13
LN N ) DNS leak test - Mozilla Firefox
@ https://www.google.« X DNS leak test = 1+
6- > G o © & htt dnsleaktest.com - © v ¥y IN 0O @ 2 s =

) Getting Started @ Start @ Parrot 0S @ Community @ Docs @ Git @ CryptPad | ESPrivacy E5Pentest Ejlearn | @ Donate |

DNS leak

y ~ —
tesb.com What is a DNS leak~ What are transparent DNS proxies~ How to fix a DNS leak

Hello 89.39.107.196

from , United Kingdom ==

Standard test Extended test

Whats the difference

about | link to this site | privacy policy

32 Menu t) DNS leaktest - Mozilla.. @ Network Connections 1z E 23




Using the DNS leak test website to run a standard or extended test, to see if there are no leaks

in the VPN connections
e.ﬁpplicatiO'w Places System '-}, > .

_ . = 4 ] = ThuMarll,
e DNS leak test - Mozilla Firefox
@ https://www.google.c x DNS leak test x +
< - C @ © & https:/iw dnsleaktest.com/re i me- % g YDz - s

) Getting Started @ Start @ Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy B3 Pentest EJlearn | & Donate |

DNS leak : ;
? ?
Gest.com What is a DNS leak® What are transparent DNS proxies= How to fix a DNS leak

Test complete

Query round Progress. .. Servers found
1 Sac oo 1

[ o Hostname ISP Country

89.39.107.196 None WorldStream B.V. United Kingdom ==

What do the results of this test mean?

= The servers identified above receive a request to resolve a domain name (e.g. www.eff.org) to an IP address everytime you enter a website address in
your browser.

» The owners of the servers above have the ability to associate your personal IP address with the names of all the sites you connect to and store this
data indefinitely. This does not mean that they do log or store it indefinitely but they may and you need to trust whatever their policy says

= |f you are connected to a VPN service and ANY of the servers listed above are not provided by the VPN service then you have a DNS leak and are
rhnnginn tn tret the mamare nf the ahnue eameare with voar nrivata data

about | link to this site | priv / policy

i: Menu £} DNS leak test - Mozilla .. @ Ne

(4]
P
f
f
A

24



Typing in the terminal “anonsurf myip” will show your masked IP address

L N
File Edit View Search Terminal Help

]—[user@parrot
$anonsurft start

]J—[user@parrot
$sudo su

t@parrot home
#anonsurf start

(Gle=lgigens home /u
#Fanonsurf status

@parrot
#Fanonsurf myip
You are connecting to Tor network
Your IP is 185.220.101.144

@parrot

Parrot Terminal
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Using the IP Location Finder website to enter the IP address the AnonSurf provided us to

discover the IP address details like location, region, hostname, provider, etc.

@) Applications Places System '1) = @ T — = &) 4 O & FriApr30,01:29
® e IP Location Finder - IP Lookup With Detailed Geolocation Data | KeyCDN Tools - Mozilla Firefo
<7 Account - ProtonVPN e DNS leak test X IP Location Finder-IP L. X
s AR - —
= - C o & keycdn.com B -9 % n 0O ® & - s =

*) Getting Started @ Start @) Parrot OS @& Community & Docs & Git @ CryptPad | B3 Privacy B Pentest EjLearn | @ Donate |

="
lQZkEyCdn Features Solutions v Network Pricing Q Support Login

Tools

IP address or hostname

IP Location
Finder

Country Germany (DE)

Continent Europe (EU)

Coordinates > (lat) / 9.491 (long)

Time 30 ©3:28:41 (Europe/Berlin)

IP address 185.220.101.144
Hostname
Provider

ASN

o t Te 23 IP Location Finder - IP L.. 2] @ |
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We tested Firewall using Nmap, simulated DoS vulnerability
test, and FTP bounce scan where the networkaet vity was

observed through Wireshark ‘[/ ‘>
We implemented multiple methods for assin N alware
protection using Metasploit, W:reshark,rzmd i;lft

We learned that DNS filtering is a strategy.tt pre tects the
user by preventing threat attacks to a com r syst

We learned and tested both tools VPN and Anonsurf to
navigate through the Internet and be protected/fndden at the

same time

ry



