Ransomware - Readiness, Response and Recovery
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MALWARE TYPES
IT IS IMPORTANT TO
UNDERSTAND THE TYPES OF
MALWARE. THERE ARE
SEVERAL TYPES OF MALWARE,
THOUGH TO BE HONEST,
MALWARE OFTEN FALLS INTO
MORE THAN ONE CATEGORY.

MALWARE IS CATEGORIZED

USING A NUMBER OF
FACTORS INCLUDING THE
DELIVERY METHOD OR TYPE
OF ATTACK, THE GOAL OF THE
ATTACK, AND THE TARGET
AND TECHNIQUE OF THE
ATTACK.

ADWARE

WORM

VIRUS

TYPES
OF MALWARE

BOTNET

DROPPER

TROJAN

ROOTKIT

SPYWARE

Types of Ransomware Attacks

https://www.ibm.com/topics/ransomware

TOP RANSOMWARE GANGS
Percentage breakdown of ransomware types observed in 2020 – July 2021 | Source: IBM Security X-Force

Double Extortion:

Revil

Occurs about 60
percent of the time
attackers couple
ransomware with
stealing data

Ryuk
Nefilim
RagnarLocker
Netwalker
Maze

Ransomware pays:
We estimate
Sodinokibi/Revil
alone earned
$120m

CLOP
Waiting

Shift to
Ransomware-as-aService:
Affiliate or franchise
operations, enables
multiple infection
vectors using the
same ransomware

SNAKE/EKANS
PJX
Phobos
Medusa
Locky
Egregor
Crysis/Dharma
Cerber
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Business is
booming:

Ransomware could
be a billion-dollar
industry
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ATTACK VECTORS AND GENERAL
GUIDANCE

THE DEFINITIVE GUIDE TO RANSOMWARE:
READINESS, RESPONSE, AND REMEDIATION

https://www.ibm.com/downloads/cas/EV6NAQR4

General Ransomware Attack Vectors
Infection Vectors
–

Spearphishing

–

Stolen
credentials

Move Laterally
–

Remote
administration
tools (RDP,
PowerShell)

–

RDP

–

–

Software
vulnerabilities
(occasionally)

Automated
credential
theft/use

–

Domain Controller
("Up and Over")

–

Hunt for strings
containing PII

Encrypt
–

Use symmetric
encryption initially
for speed

–

Then use
asymmetric
encryption for
security/convenie
nce

–

Algorithms vary,
but all are
mathematically
legit

Exfiltration
–

Compress data

–

Send to
download site
(conventional
and
unconventional)

https://attack.mitre.org/matrices/enterprise/

REDUCE RISKS TO RANSOMWARE WITH SECURITY BASICS
•

CYBER AWARES TRAINING

•

ENABLE MULTI-FACTOR AUTHENTICATION

•

HUNT FOR MALICIOUS ACTIVITY WITH AN ENDPOINT DETECTION
AND RESPONSE TOOL AND PARTNER WITH X-FORCE THREAT
MANAGEMENT

•

ENCRYPT DATA

•

PATCH RAPIDLY WITH INSIGHTS FROM A VULNERABILITY
MANAGEMENT TEAM

•

TEST BACKUPS AND CONFIRM THEY ARE NOT CONNECTED TO THE
IT ENVIRONMENT

•

TEST YOUR INCIDENT RESPONSE PLAN

Ransomware operators
target organizations with
the weakest security.
The basics mitigate risks to
drive attackers to another
environment.

NIST CYBERSECURITY FRAMEWORK

https://www.nist.gov/

https://www.nist.gov/cyberframework

The Urgency of Response
When a ransomware attack is discovered, every second counts. Uninterrupted, time is the ally of the
attacker. As time passes, more data and files are encrypted, more devices are infected, ultimately
driving up both cost and damage. Immediate—yet methodical and informed—action must be taken.
Alerting IT security teams and allowing them to launch the incident response process that they have
prepared to combat ransomware should be a first step. If you have a retainer contract with a third
party provider it is advisable to engage them as well.
Other parties to consider contacting are federal law enforcement and regulators, depending on the
local requirements for the geographies in which your company operates.

MALWARE COURSE

MALWARE TYPES AND ANALYSIS

THREAT VECTORS AND KILL CHAIN

FRAMEWORKS, MITIGATIONS AND CONTROLS

EXTENDED DETECTION AND RESPONSE(XDR) AND AI

The prolific Conti ransomware group announced through its official website that it has shut down
operations as of May 19, though activity from its affiliates continues. Internal conflict erupted after
the group publicly announced allegiance to Russia during the onset of the war against Ukraine,
causing the Conti brand to be synonymous with the Russian state. This allowed the United States
to enforce Office of Foreign Assets Control regulations and sanctions policies, prohibiting
corporations from paying ransom demands. Shortly after, a former affiliate publicly posted vast
amounts of internal chat logs and source code, further crippling the group’s efforts.

The group has rebranded before and is an offshoot of Ryuk. Conti dominated over other
cybercrime groups due to its organizational system and business model, collecting highly skilled
operators and building partnerships with other malware syndicates. For at least the last two
months, Conti began creating subdivisions before dismantling and continues efforts via affiliates,
forming
alliances
with
BlackCat
(a
rebrand
of
DarkSide/
BlackMatter), AvosLocker, HIVE, HelloKitty/FiveHands, and other ransomware groups. A few
subsidiaries already in operation include KaraKurt, BlackByte, and Black Basta. Just prior to the
announced shutdown, Conti performed a massive cyberattack against Costa Rican government
agencies, causing President Rodrigo Chaves to declare a national emergency.

The NJCCIC has observed recent attempts by Conti or its affiliates to compromise organizations.
According to AdvIntel , Conti is adopting a more horizontal and decentralized network
organizational structure and appears to be moving away from its Ransomware-as-a-Service
model, further transitioning from purely data encryption to data exfiltration. Analysts assess that
Conti will continue its efforts through its “coalition of equal subdivisions…united by internal loyalty
to each other and the Conti leadership.” According to the FBI, there were over 1,000 victims of
attacks associated with Conti ransomware as of January, “with victim payouts
exceeding $150,000,000 , making the Conti Ransomware variant the costliest strain of
ransomware ever documented.”

https://www.cisa.gov/tlp

The NJCCIC advises organizations to remain vigilant and establish a comprehensive data backup
plan that includes performing scheduled backups regularly, keeping an updated copy offline in a
separate and secure location, and testing regularly. Additionally, keep systems up to date and apply
patches as they become available, enable strong endpoint security, enforce cyber hygiene,
implement a defense-in-depth strategy, segment networks, apply the Principle of Least Privilege,
enable multi-factor authentication ( MFA) where available, and create and test continuity of
operations plans (COOPs) and incident response plans. Further guidance can be found in
the Ransomware: Risk Mitigation Strategies NJCCIC technical guide. Administrators are further
advised to analyze their networks using the indicators of compromise (IOCs) related to Conti and its
affiliates and review the technical information found in the revised Cybersecurity and Infrastructure
Security Agency (CISA) Alert AA21-265A. Users who discover signs of malicious cyber activity are
encouraged to contact the FBI via the ransomware complaint form and the NJCCIC via the Cyber
Incident Report form.

SECURITY NOW PODCAST

https://www.grc.com/securitynow.htm
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