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LOGISTICS REPORT LOGISTICSREPORT

Chip Shortage Curtails Heavy-Duty Truck Production Best Buy Bolsters Inventories Ahead of the Holidays

CHINA

Covid-19 Closure at China’s Ningho Port Is Latest Snarl in Global Supply
Chains

BUSINESS

Unfinished Tractors, Pickup Trucks Pile Up as Components Run Short

BUSINESS HEARD ON THE STREET
Vietnam’s Factory Shutdowns Tug at Apparel Industry’s Seams

Air Cargo Boom Has Car Tires Flying First Class

Covid-19 in Malaysia Threatens to Prolong Chip Shortage

Demand uncertainty and supply chain e
disruptions are making unprecedented headlines

TECH

Chip Shortage Has Spurred Demand for Little-Known Component

LOGISTICS REPORT

U.S. Ports See Shipping Logjams Likely Extending Far Into 2022

BUSINESS

Why Is the Supply Chain Still So Snarled? We Explain, With a Hot Tub

ASIAECONOMY
BUSINESS
TECH

Surging Covid-19 Cases Asian ies
Surging Covid-19 Cases Hammer Asian Factories Americans Are Stocking Up on Toilet Paper Again

HP, Dell See Swelling Backlogs Amid Hot Demand for Computers
HEARD ON THE STREET
Chewy’s Pandemic Run Comes to an End COMMODITIES

Aluminum Hits Decade High After Guinea Coup

© 2021 IBM Corporation *Supply Chain Headlines from WSJ in the last 3 months



Supply chain leaders are looking for actionable visibility and
control based on real -time analytics for digital transformation

85 %

of companies felt that
IS a

significant and growing
challenge for their operations

70%

of Consumers look at very
specific attributes and willing to
pay 37% premium for

© 2021 IBM Corporation

97%

of companies recognize the
importance of and are
prioritizing efforts to improve

33 %

of products from farmers goes
uneaten, accounting for $161B
USD in

50%

of manufacturers will use supply
chain orchestration tools for
and
by 2024

60 %

of consumers willing to change
shopping habits to reduce
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YouTube sued for using Al fo racially profile
content creators

BlackRock shelves unexplainable Al
liquidity models

Risk USA: Neural nets beat other models in tests, but results could nol Data science during COVID-19: Some reassembly
be explained -
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The Al opportunity

Al Is the largest economic opportunity of our lifetime,
estimated to contribute $16 trillion to global DP by 2030.

A Al and automation will A3in 4 business are
fuel the future of work. exploring or deploying Al.

U Enterprises spend over U CIOs cite Al as the

120 billion hours a year #1 game-changing
on low-value work. technology.

IDC

ANALYZE THE FUTURE

N MORNING CONSULT

AWinners will scale the
value of data with Al.

U 90% of data is either
Inaccessible, untrusted,
or unanalyzed.
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ANALYZE THE FUTURE







Cost of a Data Breach Report

537 breaches studied
3,500 interviews

17 countries/regions
17 industries

17" year

IBM Security / © 2019 IBM Corporation




Key findings

¢ Data breach costs reached a record high,

increasing to $4.24M USD.

The United States ($9.05M) was the costliest
country. Healthcare ($9.23M) was the
costliest industry.

The biggest cost savings was due to security
Al and automation. Breach costs at orgs with
fully deployed security Al/automation had an
average cost $3.81M less than orgs with no
security Al/automation deployed.

IBM Security / © IBM Corporation 2021

A zero-trust approach was effective at
mitigating costs. Breaches at orgs with
mature zero trust deployment were $1.76M
less than orgs without zero trust.

Cloud breaches were least costly in hybrid
cloud environments. Breaches in hybrid
clouds cost an average $1.19M less than
breaches in public clouds.

Remote working due to COVID-19 increased
cost. Breaches where remote work was a
factor averaged $1.07 million more than
breaches where remote work was not a
factor.



Global highlights

Top 3 cost 1. Compliance failures
amplifying 2. System complexity
factors . ;

3. Cloud migration
) & e 1. Al platforms
mitigating .
factors 2. Encryption

3. Analytics

Global average cost of a data breach

increase from 2020 Cost increase where remote Time to identify and contain
work was a factor in the breach

- . Global average: 287 days
$402 million  $3.81 million

Average total cost of a Cost savings due to security 212 daysio days to
t
breach of >50M records Al and automation identify 75 contain

$180 20%

Cost per record for Share of breaches caused by A ) ith incid
. compromised credentials Verage COSt SaV|ngS W|t INCI ent response teamS
compromised customer PlI

and IR testing vs. no IR teams or testing



9.23M

Average cost of a data breach in healthcare

Highest cost 118% difference from
of 17 industries studied $4.24 million global average

Global highlights

Top 3 initial attack vectors

Compromised credentials [ 20%
Phishing [ 1%
Cloud misconfiguration NN 5%

Percentage of all breaches

$401 million $180

Average total cost of a Cost per record for
breach of >50M records compromised customer PlI

Cost of a Data Breach Report 2021 | Healthcare industry

Key statistics Root causes of a data breach

$1.34M

Cost savings of 52%
2 5 % fully deployed
automation vs.
global average
cost of a breach

24%

24%

Healthcare organizations
with fully deployed
security automation

H Malicious attack = System glitch  ® Human factor

Time to identify and contain

Healthcare industry

Global average

$2.46 million

Average cost savings with incident response
teams and IR testing vs. no IR teams or testing

Source: Ponemon Institute (IBM sponsored) Cost of a Data Breach 2021 Report



Threat Hunting

/ b

Workflow

TC?;HIT preceded by Logon attempt using
explicit credentials preceded by WebVPN
user vpnuser has been...

unt Porson

Advanced Analytics

DETECT ENRICH ORCHESTRATE

Incident Response




