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Demand uncertainty and supply chain 
disruptions are making unprecedented headlines
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Supply chain leaders are looking for actionable visibility and 
control based on real-time analytics for digital transformation 

97%
of companies recognize the 

importance of and are 
prioritizing efforts to improve 

end-to end supply chain 
visibility

50%
of manufacturers will use supply 

chain orchestration tools for 
innovation delivery and 

disruption avoidance by 2024

85%
of companies felt that 

supply chain complexity is a 
significant and growing 

challenge for their operations

70%
of Consumers look at very 

specific attributes and willing to 

pay 37% premium for 

full transparency

33%
of products from farmers goes 

uneaten, accounting for $161B 

USD in food waste

60%
of consumers willing to change 

shopping habits to reduce 

environmental impact
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Rising 

concerns

over trust 

in AI



AI is the largest economic opportunity of our lifetime, 
estimated to contribute $16 trillion to global DP by 2030.

• AI and automation will 
fuel the future of work.

➢ Enterprises spend over 

120 billion hours a year 
on low-value work.

• Winners will scale the 
value of data with AI.

➢ 90% of data is either 
inaccessible, untrusted, 
or unanalyzed.

• 3 in 4 business are 
exploring or deploying AI.

➢ CIOs cite AI as the 
#1 game-changing 
technology.

The AI opportunity



1. Transparent: open to inspection

2. Explainable: easy to understand 

outcomes/decisions

3. Fair: impartial and bias mitigated

4. Robust: handles exceptional 

conditions effectively and 

minimizes security risk

5. Private: fueled by high integrity 

data and is business compliant

Trustworthy AI: 

Governed Data and AI



Cost of a Data Breach Report

537 breaches studied

3,500 interviews

17 countries/regions

17 industries

17th year
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Key findings

– Data breach costs reached a record high, 
increasing to $4.24M USD.

– The United States ($9.05M) was the costliest 
country. Healthcare ($9.23M) was the 
costliest industry.

– The biggest cost savings was due to security 
AI and automation. Breach costs at orgs with 
fully deployed security AI/automation had an 
average cost $3.81M less than orgs with no 
security AI/automation deployed.

– A zero-trust approach was effective at 
mitigating costs. Breaches at orgs with 
mature zero trust deployment were $1.76M 
less than orgs without zero trust. 

– Cloud breaches were least costly in hybrid 
cloud environments. Breaches in hybrid 
clouds cost an average $1.19M less than 
breaches in public clouds.

– Remote working due to COVID-19 increased 
cost. Breaches where remote work was a 
factor averaged $1.07 million more than 
breaches where remote work was not a 
factor.



Global highlights

$4.24M

Average total cost of a 
breach of >50M records

Cost per record for 
compromised customer PII

$402 million

$180

Time to identify and contain

Global average: 287 days

days to 
identify 75 days to 

contain

Average cost savings with incident response teams 
and IR testing vs. no IR teams or testing

$2.46 million

Global average cost of a data breach

10%
increase from 2020

Top 3 cost 
amplifying 
factors

212

1. Compliance failures
2. System complexity
3. Cloud migration

Top 3 cost 
mitigating 
factors

1. AI platforms
2. Encryption
3. Analytics

$1.07M
Cost increase where remote 
work was a factor in the breach 

$3.81 million
Cost savings due to security 
AI and automation

20%
Share of breaches caused by 
compromised credentials



52%

24%

24%

Malicious attack System glitch Human factor

212

241

75

94

Global highlights

Average total cost of a 
breach of >50M records

$401 million

Healthcare industry

Global average

days to identify

Healthcare organizations 
with fully deployed 
security automation

Average cost of a data breach in healthcare

118% difference from 
$4.24 million global average

25%

Highest cost 
of 17 industries studied

Top 3 initial attack vectors

days to contain

days to contain

Cost of a Data Breach Report 2021  | Healthcare industry

Cost savings of 
fully deployed 
automation vs. 
global average 
cost of a breach

$1.34M

Compromised credentials

Phishing

Cloud misconfiguration

17%

20%

15%

days to identify

Percentage of all breaches

Cost per record for 
compromised customer PII

$180

Time to identify and contain

Average cost savings with incident response 
teams and IR testing vs. no IR teams or testing

Key statistics Root causes of a data breach

$2.46 million

Source: Ponemon Institute (IBM sponsored) Cost of a Data Breach 2021 Report



Workflow

Advanced Analytics
Cognitive

Threat Hunting

DETECT ENRICH

INVESTIGATE

ORCHESTRATE

Incident Response



Artificial Intelligence



User Behavior Network Behavior

Step Up Authentication Auto Disablement/Containment

System and User Risk Scoring with Triggers



Local Analysis



AI Enriched Analysis



AI Deep Insight



Threat 
Hunting



XDR - Extended Detection and Response Threat 

Hunting

Incident

Management

CP4S 

Set Up
Investigation
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