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 Rapid Rise Of Machine Learning

Chat GPT have taken a
growing role in our lives
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e Issue with Algorithms \

(Lew et. al., 2006)
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Issue with Algorithms

> Algorithms are a black box

(Lew et. al., 2006)
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Issue with Algorithms

> Algorithms are a black box

Unclear if defined architecture is utilized as
expected

(Lew et. al.,, 2006)



Issue with Algorithms

Lack of diversity in data can unintentionally
lead to disenfranchisement

(Lew et. al., 2006)



Issue with Algorithms

Lack of diversity in data can unintentionally lead
to disenfranchisement

Important to input known data and observe
how model behaves

(Lew et. al., 2006)
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Reverse Image Search Algorithms
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Investigation of Algorithms

Companies not willing to explicitly disclose
utilized algorithms

Compiled general algorithms utilized by
investigating published articles and patents
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Convolutional Neural Networks

Figure 12
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Convolutional Neural Networks
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Convolutional Neural Networks

Series of

convolutional and
pooling layers
Y linked together

S —"U et. al., 2018)
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Latent Distribution

Sampled Distributions

(Rey et. al,, 2021)




Isolates and
compares only
vital information

e Variational Autoencoder
Latent Distribution f
O~/
q

Figure 8 (Rey et. al,, 2021)



e Variational Autoencoder \
Latent Distribution
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W is the

Given xV is a training input and

b,

a, tan

tensor of matrix multiplication weights

a(x) is an activation function:

RelL U etc.




Variational Autoencoder

Given xV is a training input and W, is the
tensor of matrix multiplication weights
a(x) is an activation function: o, tanb,
Rel U etc.

Basic auto encoder f: R — R%

fx)=a(... ala(x? - Wy) W, ) ... W_, )=



e Gradient-Based Optimization \

> Given fix?) = a( ... a(a(x? W) - W, ) ... W,,)=9
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e Gradient-Based Optimization \

> Given fix?)=a(... a(a(x) - Wp) W, )... . W,,)=79

)
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) C[f] is the cost f{x?) = § between j and x?
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Given fi(x?) = a( ... a(a(x® - Wp) W, )- .. .- W, )=5

C/f] is the cost f(x) =y

fi(x?) = y redefined as f, (W) = C[f]



e Gradient-Based Optimization \

> Given f, (W) = C[f]

)




Gradient-Based Optimization \

Given f, (W) = C[f]

rf . (w,)determines how to change W;to
maximize C[f]
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Gradient-Based Optimization \

Given f, (W) = C[f]

-rf (W, determines how to change W, to
minimize C/f]

w,-rf (W, optimizes f(x?)



e Variational Autoencoder \
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Frequency Domain Transform

Converts from wave to a
frequency domain

Fourier Transform, Discrete
Cosine Transform (DCT)

(Koul, et. al,, 2009)

Focuses on pattern of information so if image is
scaled or tone is changed, will not affect DCT
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Keypoint Algorithms

Generate a tensor of keypoints and descriptors
that describe image

Keypoints and descriptors are then referenced
from database to find similar clusters

Key points must be invariant to different
perspectives



e Scale Invariant Feature Transform

In order to ensure scale invariance first
transforms image to a scale space L(x,y,0)
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Original Image

e Scale Invariant Feature Transform

Difference of different layers within an
octave used to approximate difference of

Difference of Gaussians

<
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e Scale Invariant Feature Transform

Key points are defined as the local extrema

O
between scales




Scale Invariant Feature Transform

Extrema, which lie on an edge or do not
have sufficient contrast, are removed

Extrema locations are refined through
Taylor expansion of scale space

HOG around key points used to ensure
rotational invariance



e Current Top Algorithms

Yandex

Google

Bing

(Toler, 2018) /
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> Very few images used
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Issues with Toler Study

> Very few images used

> Only cluttered landscape images used
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e Performance of Algorithms \

Figure 13
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Conclusion

Identified Google as the most effective algorithm
followed by Bing and Yandex

Identified specific algorithms used by current state-of-
the-art models

Google and Bing perform well on landscape images
while Yandex performs well on face images

No engine able to identify fake images or flag them as
suspicions

Found variance between different users



Future Work

Continue with more images and a wider variety of
images

Investigate how image metadata effects algorithm
performance

Investigate if algorithm can identify edited or
generated images
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e Thank You For Watching!
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