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Overview

Introduction to Marist College
& the NY State Cloud Computing and Analytics Center

Motivation for SDN/NFV/Cloud security research
Goals of the NSF SecureCloud research program

Experimental test bed and results to date




23 credit minor in Cybercurit

Intro to Programming (4 credits) AppScan
Data Communication (4 credits) .
Internetworking (4 credits)  Phone 0 an>0I1D

Intro to Cybersecurity (4 credits — Virtual Lab)

.. Intro Cybersecurit
offered every fall — above 3 courses are prerequisites 4 :

Hacking & Penetration Testing (3 credits — Virtual Lab) Hacking & Penetration
offered every spring — Intro Cybersecurity is a prerequisites Testing
Mobile Security (4 credits — Virtual Lab) TS T

offered every spring — Intro Cybersecurity is a prerequisites Security

(%

=
The first 3 courses are required for all computer science students, Wifi
meaning they only need to complete the remaining 3 technical electives.
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ftrast/ €

noun

1. firm belief in the reliability, truth, ability, or strength of someone or something.
"relations have to be built on trust"
synonyms: confidence, belief, faith, certainty, assurance, conviction, credence;
reliance
"good relationships are built on trust”

2. AW
confidence placed in a person by making that person the nominal owner of
property to be held or used for the benefit of one or more others.
verb

1. believe in the reliability, truth, ability, or strength of.
"l should never have trusted her"
synonyms: rely on, depend on, bank on, count on, be sure of
"he can be trusted to carry out an impartial investigation"

2. archaic
allow credit to (a customer).
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Trust used to be expensivé

« Architecture of banks & government buildings evokes
tradition, solidity, and enduring history
— Stamp of approval, guaranteed reputation
— Projects an aura of excellence
— Comes with a built-in reputation and social status
— Building brands in the pre-digital era was expensive




Trust used to be expensive

« Architecture of banks & government buildings evokes
tradition, solidity, and enduring history
— Stamp of approval, guaranteed reputation
— Projects an aura of excellence
— Comes with a built-in reputation and social status
— Building brands in the pre-digital era was expensive

e Trust came from being purposely wasteful

—“You can trust us, look at how much we spend on our buildings!”
T



« A. Stan, “The_future IS the trust economy”, http://techcrunch.C(_)m/2016/04/24/the-
future-is-the-trust-economy/ (April 24, 2016)



http://techcrunch.com/2016/04/24/the-future-is-the-trust-economy/

“Trust” simply does not apply to packets.

ldentity at the network level is merely an assertion of certain
attributes that may be true or false, forged or real. However,
all we can truly know about network traffic is what is
contained in packets, and packets cannot tell us about the
veracity of the asserted identity, let alone the intentions or
Incentives of the entity generating the packets.”

» http://csrc.nist.gov/cyberframework/rfi comments/040813 forrester research.pdf
S



http://csrc.nist.gov/cyberframework/rfi_comments/040813_forrester_research.pdf

Zero Trust is...
_Fau

FORRESTER

Verify and Never Trust

« A new model of information security that identifies the fundamental
problem as a broken trust model where users and traffic inside the

network are trusted, and those external to the network are untrusted.

Aﬁril 2013 httﬁ://csrc.nist.ﬂov/cxberframework/rﬁ comments/040813 forrester research.ﬁd


http://csrc.nist.gov/cyberframework/rfi_comments/040813_forrester_research.pdf

Zero Trust

Eliminates the notion of a trusted vs untrusted network

Disruptive technologies like SDN, NFV enable zero trust




The need for visibility and aqility

>75% of compromises occurred in days

— 2015DATABREACH
VOTiZon INVESTIGATIONS REPORT

Yet only 25% of these
were discovered In a few days

Average time to discovery
= 205 days (6-7 months)

From Verizon data breach report

ttpc/ nentarprise.com;



Security processes are too manual!
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Source: Forrester Research, inc. Unauthorized reproduction or distribution prohibited




« Campus Cyberinfrastructure Data Networking Integration (2 years, $690 K)
— Casimer DeCusatis (PI), 4 students, other faculty/CIO co-PI
— Industry partners including IBM, Ciena, Brocade, BlackRidge, Cisco CCAC
« Autonomic security for cloud computing environments -
¢ - MARIST

— Develop & deploy novel end-to-end security policy for each application

— Dynamically monitor the network both within and between data centers (up to 100 km) and
change security configuration in response to attacks

— Develop & test new code, eventually deploy into production at Marist
 Goals

— Sense & response for denial of service attacks, IP spoofing, botnets, and malware
— Segregate traffic based on properties for improved visibility & quarantine threats
— Security analytics on big data sets collected from honeypots & cloaking key infrastructure




|dentity-Based Network Security for the Cloud

* Networks do not allow for user or device identity to be determined before

establishing network connections

* BlackRidge Transport Access Control (TAC) authenticates identity and
enforces security policy on the first packet, before a network session is

established

Caller-ID for the Internet

First Packet

Before caller-ID, you
needed to answer to
determine identity.

After caller-1D, you only =
answer authenticated and [lg
authorized callers.

_~

BlackRidge
TECHNOLOGY

Authentication™

First Packet Authentication
stops unauthorized access at
the earliest possible time.

Current security products
start after network sessions

are established.
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BlackRidge
TECHNOLOGY
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BlackRidge
TECHNOLOGY

- OPEN

h SDN Honeypot
(fake SDN controller)
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BlackRidge
TECHNOLOGY

Cloaked and Protected:
You Can’t Attack What You Can’t See

Without BlackRidge
Servers Being Scanned

BlackRidge Enforce Mode

Servers Not Found

- Zenmap

Scan Tools Profile Help

Target: | 192.168.4.66

Command: | nmap -T4 -4 -v

B Profile: | Intense scan

IZI Scan| | Cancel

192168 4.66

Hosts Services

05 4 Host 3
< 192168466

12 Open

Ports Found

Nmap Output | Ports / Hosts | Topologyl Host Detailsl Scans|

Details

Starting Nmap 6.47 ( http://nmap.org ) at 2015-03-83
95:43 Eastern Standard Time
NSE: Loaded 118 scripts for scanning
NSE: Script Pre-scanning
Initiating ARP Ping Scan at 85:43
Scanning 192.168.4.66 [1 port]
Completed ARP Ping Scan at @5:43, 0.81s elapsed (1 total
hosts)
Initiatd
ed Parallel DNS resolu
.88z elapsed
Initiating SYN Stealth Scan at 85:43
Scanning 192.168.4.66 [1888 ports]

ution of 1 host.
+ 1 host.

at 85:43
at 85:43,

Zenmap

Scan
Target:

Comm

Tools  Profile Help
192168.4.66

and:

-]

' Profile: | Intense scan Cancel

nmap T4 -A -v192.168.4 66

Hosts Services

05 4 Host o

192.168.4.66

N

Po

O Open
rts Found

Nmap Output | Ports / Hostsl Topologyl Host Detailsl Scans|

nmap -T4 -A -v 102.168.4.66

[-] £ [Details
total hosts) -

Initiating Parallel DNS resclution of 1 host. at @5:53
Completed Parallel DNS resolution of 1 host. at 85:53,
8.88s elapsed

Initiating S¥N Stealth Scan at 85:53

Scanning 192.168.4.66 [1888 ports]

Completed SYM Stealth Scan at @5:54, 22.89s elapsed

(1860 total ports)

Initiating Service scan at @5:54

Initiating OS5 detection (try #1) against 192.168.4.66 ‘
Retrying 05 detection (try #2) against 192.168.4.66

NSE: Script scanning 192.168.4.66.

Initiating NSE at @5:54

Com)

-
Scan report for 192.168.4.66
Host is up (@.88s latency).

Discovered open port 139/tcp on 192.168.4.
Discovered open port 445/tcp on 192.168.4.6
Discovered open port 49152/tcp on 192.168.4.
Discovered open port 49156/tcp on 192.168.4.6/
Discovered open port 88/tcp on 192.168.4.66
Discovered open port 135/tcp on 192.168.4.66
Discovered open port 8@88/tcp on 192.168.4.6
Discovered open port 49153/tcp on 192.168.4
Discovered open port 49157/tcp on 192.168._§f66
Discovered open port 49154/tcp on 192.1 .66
Discovered open port 49155/tcp on 19 .4.66

gzcovered open port 5357/tcp on ~168.4.66
Con SYN Stealth Scan 43, 1.78s elapsed (1088

Cloaked,
Protected

Isolated!

and

| MAC AOOress T oarar

411 1888 scanned ports on 192.168.4.66 are filtered
ST LTELVAD (VRWareJ
many fingerprints match this host to giwve

Network Distance: op

o

TRACEROUTE
HOP RTT ADDRESS
1 8.80 ms 192.168.4.66

NSE: Script Post-scanning.
Read data files from: C:\Program Files (x86)\Nmap
0S5 and Service detection performed. Please report any
incorrect results at http://nmap.org/submit/ .
-
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Live Research Results:
Blocking 100% of Unauthorized Traffic

http://longtail.it.ma

rist.edu/honey/statistic

Firewall IPS Protection

BlackRidge Protection

FI::’::E ]:}]i'ﬁg HSSH.I;I:'tt::npts ‘;::;;f; Std. Dev. | Hosts protected by BlackRidge Technologies
ettp So Far Today p NA NA blackridge Educational Site, Protected By a BlackRidge Technology Ecli
fertp This Month 8 6\ 700 10.21 Time Number Average Std. Dev
lertp Last Month 31 4,237 13668 |413.12 Frame Per Day B
oibp This Year 208 (0055 ) P64z 19 ) fblaekridge So Far Today AN v wa ]
lethp Since Logging Started 2os [20055 3642 [41036 _ _
ety Nomalized Since Logging Staried 500 .00 |b1a°kndge This Month HE ”D ”0-00 HO-OD |
erhp? EducNgual Site, Profeted By a Juniper SRX 3600 _| ||Plackricge Last Month B oo Jooo |
Time Total | Average ‘S,d oo || |[blackeidge This Year 2t o lege  Jooo |
Frame of Days attempts|| Per Day T - - -
T i =\ Fx [blackridge Since Logging Started 21 o leso  Jeoo |
ethp? This Month e e 10 6o [blackridge Normalized Since Logging Starteddy, [/ leco  Jooo |
erhp? Last Month EEE 106 [[1520 ) :
echp? This Year 176 4338 2465|8105 BlackRidge does not allow any unauthorized
[erhp? Since Logging Started 176 [4338 2465  |eros

lerip? Nommalized Since Logging Started N ! 0.00 Jo-00

Firewall/IPS allows large
number of TCP connection
attempts through and
information to leak.

connection attempts or scans (information

leakage) to occur.

MARIST


http://longtail.it.marist.edu/honey/statistics_all.shtml

LongTail Live Updates & Honeypots

e http://longtalil.it.marist.edu/honey/

. We have deployed 21

Current Top 20 Non Root Non Admin Passwords SSH honeypOtS across the
g0 | enorolimanstedu 20009 2001 Hudson Valley
112 Collected and analyzed
: ‘lm over 41 million data points
”ll”l“ ||||IlI|I|I UL over a 12 month period,
\a{ﬁﬁ AR e, and identified over 100
TEE N *v{‘ “ unique attack patterns

« |[EEE TryCybSi Project, LongTail Honeypot

http://try.cybersecurity.ieee.org/trycybsi/explore/honeypot
RSB



http://longtail.it.marist.edu/honey/
http://try.cybersecurity.ieee.org/trycybsi/explore/honeypot
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Conclusions
o Zero Trust is an emerging network security framework

— Trust nothing, verify everything

 NSF SecureCloud uses first packet authentication and transport
layer cloaking to implement the principles of zero trust

 NSF SecureCloud uses LongTail analytics to classify attack
patterns, and generate rapid, automated, proportional response
— SSH Honeypots available now, SDN honeyports coming soon



Recent Research Publications

C. DeCusatis, J. Ziskin, T. Bundy, “The rise of SDN optical networks; has automated provisioning arrived?", invited
presentation, Pacific Telecom Conference, Honolulu, Hawaii (January 2014)

C. DeCusatis, R. Cannistra, B. Carle, M. Johnson, J. Kapadia, Z. Meath, M. Miller, D. Young, T. Bundy , G. Zussman,
K. Bergman, A. Carranza, C. Sher-DeCusatis, A. Pletch, R. Ransom, “Dynamic orchestration test bed for SDN and
NFV at the New York State Center for Cloud Computing & Analytics”, OFC 2014 annual meeting, San Francisco, CA
(accepted & to be published, March 2014)

C. DeCusatis et.al., “Developing a software defined networking curriculum through industry partnership”, Proc. ASEE
Annual Meeting, Hartford, CT (April 3-5, 2014) ** named among top 10 conference papers ** http://asee-
ne.org/proceedings/2014/index.htm

Internet2 Global Summit, April 6-10, 2014, Denver, Colorado
http://meetings.internet2.edu/2014-global-summit/detail/10003109/

C. DeCusatis, “SDN, NFV, and the cloud disruption: the next generation open data center interoperable network
(ODIN)”, BrightTalk webinar, April 17, 2014 https://www.brighttalk.com/search?q=DeCusatis

C. DeCusatis, R. Cannistra, T. Bundy, “Software Defined Environments and Next Generation Networks: a tutorial”,

Proc. Keystone Initiative for Network Based Education and Research (KINBER) 2014 annual meeting (an Internet2
affiliate), Harrisburg, PA, April 23-25, 2014

C. DeCusatis and L. Miano, “Cloud computing and software defined environments”, Pace University college of
computer science and engineering seminar series, April 30, 2014

C. DeCusatis and R. Cannistra, “Dynamic management and provisioning of software defined cloud data centers”, Proc.
NSF Enterprise Computing Conference (ECC), paper SC3101, June 8-10, Marist College, Poughkeepsie, NY (2014)
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Follow @Dr_Casimer or http://www.ofcconference.org/en-us/home/about/ofc-blog/
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