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FOR THE LOVE OF THE GAME
• Video game consoles forbidden

• Made text adventure games instead

• Took Comp Sci classes for fun

• 25+ years as a mainframe developer
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MARIST ALUM, 
MARIST PROFESSOR
• Software Development Masters, 1999

• Adjunct for C++, Java, & Assembler

• Creator of 390 Assembler Curriculum

• Instructor for the IDCP 
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VULNERABILITY PATTERN #1:
BUFFER OVERFLOW

• Variable length fields dangerous
• Boundary checking critical
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YOUR 
SECURITY PRODUCT 
IS MIDDLEWARE

Applications

Middleware

Operating System

Firmware

You are here
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KEYS TO THE KINGDOM
Architectural authorization on z Systems: 

1) Key 0

2) Supervisor State

3) APF-authorized
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Initiator Space Product Subsystem

Batch (Key 8)

PC

THE CRITICAL BOUNDARY
ON THE PROGRAM CALL

Service (Key 0)
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R1

“Parameters”
(Key 0 Storage?!)

VULNERABILITY PATTERN #2:
UNTRUSTWORTHY PARAMETER LIST
• MVC Move Character
• MVCSK Move with Source Key
• MVCDK Move with Destination Key
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VULNERABILITY PATTERN #3:
ACCIDENTALLY UNAUTHORIZED PC
PC Definition:
• ETDEF service used to create a PC
• AKM denotes authorization key 
• Do you intend to allow Key 8?
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VULNERABILITY PATTERN #4:
UNTRUSTWORTHY, INDIRECTLY 
ANCHORED PARAMETERS
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VULNERABILITY PATTERN #5:
BAD LINKAGE ASSUMPTIONS
• PC entry is NOT standard linkage!
• R13 is NOT a savearea address
• R15 is NOT the entry address
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CALL TO SERVICE
• Teaching someone to read & write

• Coaching a soccer team

• Singing in a choir

• Teaching computer science to kids
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WOMEN IN TECHNOLOGY
• My daughter’s early experience

• Addressing STEM minorities

• Game genres, themes, & characters
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THE THINK EXHIBIT EVENT
• Hour-of-Code with Infinity on tablets

• Served over 600 students in 5 days

• Largest private event ever held there
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LOCAL LIBRARY TOY BOX CLUB
• Seasonal programs

• Elementary/Middle school students

• Open to the general public
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OUR P-TECH TOY BOX CLUB
• Older demographic, new expectations

• Collaboration 

• Creative problem-solving

• Entire club contributed to each project
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MARIST TOY BOX CLUB
• Computer Society volunteers

• Kickstarted at the Marist Splash!

• Fall Hackathon planned
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SOCIAL BUZZ
• Disney Infinity canceled?!

• Online petition to reboot the product

• Example videos at ibm.biz/toyboxclub
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EXPANDING THE TOY BOX CLUB
• Hoping for the Toy Box reboot

• Potential to serve millions

• The Computer Scientist pipeline begins…

…in elementary school
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An overview video can be found at https://youtu.be/XRAo_VWXvQQ

For Toy Box Club videos see http://www.ibm.biz/toyboxclub

The online petition can be found at http://www.savedisneyinfinity.com

Disney Infinity fan art is from goofyspaceranger.tumblr.com 
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