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Business Networks, Markets & Wealth

• Business Networks benefit from connectivity
– Connected customers, suppliers, banks, 

partners 

– Cross geography & regulatory boundary

• Wealth is generated by the flow of goods & 
services across business networks

• Markets are central to this process:

– Public (fruit market, car auction), or

– Private (supply chain financing, bonds)
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Transferring Assets, building Value

• Anything that is capable of being owned or 
controlled to produce value, is an asset 

• Two fundamental types of asset
– Tangible, e.g. a house

– Intangible e.g. a mortgage

• Intangible assets subdivide
– Financial, e.g. bond

– Intellectual e.g. patents

– Digital e.g. music

• Cash is also an asset
– Has property of anonymity 
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Participants, Transactions & Contracts

• Participants - members of a business network
– Customer, Supplier, Government, Regulator

– Usually resides in an organization

– Has specific identities and roles

• Transaction - an asset transfer
– John gives a car to Anthony (simple)

• Contract - conditions for transaction to occur
– If Anthony pays John money, then car passes from 

John to Anthony (simple)

– If car won't start, funds do not pass to John (as 
decided by third party arbitrator) (more complex)
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Ledgers are Important

• Ledger [1] is THE system of 
record for a business
– records asset transfer between 

participants.

• Business will have multiple 
ledgers for multiple business 
networks in which they 
participate.

[1] The principal book (or computer file) for recording and
totaling financial transactions by account type, with debits and
credits in separate columns and a beginning monetary
balance and ending monetary balance for each account.
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Problem - Difficult to monitor asset ownership and transfers in a trusted  
business network

Counter-party
records Bank records

Party C’s Records Auditor records

Party B Records

Party A’s Records

API-integrations

Incident

Inefficient, expensive, vulnerable

Ledger

Ledger

Ledger

Ledger

Ledger

Ledger

Networks of disjoint and loosely coupled ledgers
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Systems of Record – Shared Replicated Ledgers

Counter-party
records Bank records

Party C’s Records Auditor records

Party B Records

Party A’s Records

Blockchain – Shared, permissioned, private Ledger

Ledger

Ledger

Ledger

Ledger

Ledger

Ledger

Participants 
have multiple 
shared ledgers
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Use Case – Letter of Credit
What?

• Bank handling letters of credit (LOC) wants to offer them 
to a wider range of clients including startups 

• Currently constrained by costs & the time to execute

How?

• Blockchain provides common ledger for letters of credit

• Allows bank and counter-parties to have the same 
validated record of transaction and fulfillment

Benefits

• Increased trust

• Increase speed of execution (less than 1 day)

• Vastly reduced cost

Why?
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Use Case – Open, Trusted Supply Chain
What?
• Consumers demanding transparency on where and 

how their products are made. 
• EU requires more information about corporate 

supply chains, with penalties for non-compliance. 
How?
• Blockchain enable safe digital transfer of property 

across the end to end supply chain.
Benefits
1. verifiable, preventing any party from altering 
2. efficiencies through greater transparency
3. consumers can make informed purchases
4. governments get reliable information

Why?
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Other Potential Use Cases include . . 

• Securities
– Post-trade settlement
– Derivative contracts
– Securities issuance
– Collateral management

• Trade Finance
– Bill of Lading
– Cross-currency payment

• Syndicated Loans
• Intra-bank settlement

• Retail Banking
– Cross border remittances
– Mortgage verification
– Mortgage contracts (smart contract)

• Public Records
– Real estate records 
– Vehicle registrations
– Business license and ownership records

Why?
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Signed = ECC 
+ Hashing

Hash of global 
state used for 

consensus

Decrypt and 
sign verify 



Consensus Algorithm

Cryptographic Protocols

Smart Contracts

Shared Replicated Ledger

App 
1

App
2

App
3

…
….

API Layer

In Memory (10TB)
Hashing 

Integrate, Connect existing Business Processes -
CICS,  IMS,  TPF,  DB2,  VSAM 

Elliptical Curve Digital Signatures 

Crypto Accelerators 

Blockchain z acceleration

Optimized Network between Blockchain Nodes –
Up to 7X more throughput,  82% faster response time

Global Security Compliance  -
Enterprise PKCS11, FIPS 140-2



Z Secure, Encrypted, Signed, Tamper Proof, Protected Software

Firmware
Bootloader

signature check

decryption

Software
Bootloader

key
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Image & Data

Key

VMs

Encrypted
Data

check

decrypt

open

Key

SE

Protected Memory (LPAR, VM, Containers)

Encrypted 
Software
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Why run a Blockchain peer node on Linux on z Systems?

For the same reasons you run web apps there for over a decade:

 Blockchain peer to peer nodes Optimized communication on Z and 
with z/OS – up to 7x speedup

 Availability and scalability of z Systems as an environment for both 
blockchain dev/test and production.

 Hardware encryption for Blockchain hashing, signing and security

 Global Security Standards compliant 

 Tamper proof crypto keys in firmware/crypto cards
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Hyperledger Project
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 Linux Foundation - announced 17th December 2015 
 Current Situation: Blockchain systems are being built in a 

variety of industries
 The project members understand that an open source, 

collaborative development strategy supporting multiple 
players in multiple industries is required

Enable adoption of shared ledger technology at a pace and depth not 
achievable by any one company or industry

How?
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• Get a public Virtual Machine at the IBM LinuxONE 
Community Cloud

• https://developer.ibm.com/linuxone/

• Download and run Blockchain Z Docker Image 
• In your own datacenter or 
• On a publicly obtainable z Virtual Machine (above link)
• Link to get Z Blockchain docker image: 

https://hub.docker.com/r/brunswickheads/openchain-peer/

Get Started Now!

19

https://developer.ibm.com/linuxone/
https://hub.docker.com/r/brunswickheads/openchain-peer/

	Securing Blockchains with z Systems��
	Business Networks, Markets & Wealth
	Transferring Assets, building Value
	Participants, Transactions & Contracts
	Ledgers are Important
	Networks of disjoint and loosely coupled ledgers
	Slide Number 7
	Use Case – Letter of Credit
	Use Case – Open, Trusted Supply Chain
	Other Potential Use Cases include . . 
	Slide Number 11
	��          
	Z Secure, Encrypted, Signed, Tamper Proof, Protected Software
	Slide Number 14
	Slide Number 15
	Why run a Blockchain peer node on Linux on z Systems?
	Hyperledger Project
	Slide Number 18
	  

