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All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have achieved. Actual
environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.
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Notice Regarding Specialty Engines (e.g., zIIPs, zAAPs and IFLs): =

Any information contained in this document regarding Specialty Engines ("SEs") and SE
eligible workloads provides only general descriptions of the types and portions of workloads
that are eligible for execution on Specialty Engines (e.g., zIIPs, zAAPs, and IFLs). IBM
authorizes customers to use IBM SE only to execute the processing of Eligible Workloads of

specific Programs expressly authorized by IBM as specified in the “Authorized Use Table for
IBM Machines” provided at

(“AUT").
No other workload processing is authorized for execution on an SE.

IBM offers SEs at a lower price than General Processors/Central Processors because
customers are authorized to use SEs only to process certain types and/or amounts of
workloads as specified by IBM in the AUT.

© Copyright IBM Corporation 2015 3



Agenda

Why IBM zAware?
What is IBM zAware?

How does it identify and diagnose problems on your z/OS
and Linux for z systems

Using IBM zAware
Operating requirements
Integration with other management products

Customer deployment experiences
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IBM zAware
Wwhy IBM zAware?
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Human analysis of system logs across the enterprise is next to impossible
Sheer volume of messages is problem number one
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Can you spot the anomaly?
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IBM zAware
What is IBM zAware?



What is IBM zAware?

« IBM System z Advanced Workload Analysis Reporter (IBM
zAware) V1 was released with the zEC12 in September 2012

e [Features

Delivers cutting edge pattern recognition analytics applied
to z/0S OPERLOG messages with minimal impact to z/OS
workloads
Helps diagnose major problems while they are occurring in
near real time

Heightens awareness of small problems before they become
big problems

Reduces mean time to recovery
Reduces the time and skill required to diagnose a problem

A browser based view, which can show the entire z/OS
footprint in one window

© Copyright IBM Corporation 2015



IBM zAware Version 1 - Analyze z/OS System

ZzEC12/zBC12 IBM zAware host

IBM zAware
Web GUI to
monitor
results

z/OS z/OS
IBM
zAware
Host
Partition

s|ldentify unusual system behavior of zOS images
*Proactively surface anomalies in z/OS operlog

IBM zAware monitored client

© Copyright IBM Corporation 2015
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IBM zAware V2.0 - Analyze Linux on z Systems

New!

213 IBM zAware host : IBM zAware monitored cllent

z/0S Linux on Llnux on
IBM |
Aware
Host
lirtltlon

IBM zAware
Web GUI to
monitor
results

ldentify unusual system behavior of Linux on z Systems images
e Monitors syslog from guest or native image in real time

eImproved analytics for z/OS message logs

*Enhanced Ul with heat map views

© Copyright IBM Corporation 2015 12



Analyzing z/OS systems

A model of “what’s normal” is created for each system

IBM zAware monitors and scores messages including all z/OS console
messages, ISV and application generated messages

Reports on 10 minute intervals
Current score is updated every 2 minutes
Uses a sliding 10 minute window to generate the current score
Uses 90 days baseline log data to build model by default (configurable)

Detects anomalies monitoring systems miss:
Messages may be new, or in new patterns
Messages may be suppressed or rare
Messages may indicate a trend

Customer can specify message to be ignored — prevent flood of new messages from
masking real problems

XML Output is consumable through published API, can drive ISV products

© Copyright IBM Corporation 2015 13



Analyzing Linux on z Systems e

New!

L\/\/\/\\

A model of “what’s normal” is created for each system or group of
systems

IBM zAware monitors and scores messages all Linux on z syslog
messages, including ISV and application generated messages

Reports on 10 minute intervals
Current score is updated every 2 minutes
Uses a sliding 60 minute window to generate the score

Recommend 120 days baseline data to build model by default
(configurable)

Early models may be built with lesser data

XML Output is consumable through published API, can drive ISV
products

© Copyright IBM Corporation 2015

14



Analyzing Linux on z Systems - details __, ***

= s

For Linux on z Systems, multiple systems can be grouped into a
combined ‘model group’

This allows multiple systems with similar operational characteristics
to contribute to the generation of a single model

‘Model groups’ defined by the zAware admin using hostname wildcards
— Assumes well-defined Linux host naming conventions
— Can model systems running similar types of workload (e.g. webserver, app servers)
— By workload (e.g. one for all web servers, one for all databases, etc.)
— By ‘solution’ (e.g. one model for your Cloud)
— By VM host

Dynamic activation and deactivation of an image, common on Linux, is
automatically recognized

The Model Group support allows for analysis to be done for a system as soon
as it connects to zAware, since it can use its group model

© Copyright IBM Corporation 2015 15



IBM zAware
Using zAware
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zAware enhanced GUI — Heatmap SN
W

Analysis (?)

Date (UTC):
Analysis Sourca: | Cfiange Source
A 1_ p — iy

[ & | Apriis, 215 e 2 < PLEX1 SVPLEX4 .SVPLEX7 SVPLEX9 .UTCPLXCB

Interval Anomaly Scoras
la [ | iz = ] Actions - Zoom; 24 hrs = View: Heat Map Table Filtler v

No filter applied

System Group | Type 24 Hour Peak Anomaly Score Per Hour

EERE 1] 1 2 3 4 5 ] T 8 9 |10 |11 |12 (13 |14 |15 |16 |17 |18 |19 | 20 | 1 | 22 | 23

SWVPLEX4 Sysplkx

UTCPLXCB Sysplex

PLEXA Sysplkex
SVPLEX?T Sysplex
SVPLEXS Syspex

Monitor multiple
plexes Aggregated analysis score
for group with ability to drill

down

© Copyright IBM Corporation 2015 17



Heat Map — All systems in a group

Analysis (?)

Date (UTC):
o <& | Aprits, 2015 o=
Interval Anocmaly Scores
Bk @m| =~ @
No filter applied
System Group System 24 Hour
Peak
SVPLEX4 Cos
SVPLEX4 Coo
SVPLEX4 CoA
SVPLEX4 Cos
SVPLEX4 coD
SVPLEX4 cos
SVPLEX4 CoB
SVPLEX4 Co1
SVPLEX4 Coz
Total: 15

&> o

Actions -

Analysie Sourca:

All systems in SWVPLEX4

Zoom: 24 hrs =

New!
Change Sourcs E, Pravious Group Salection
View: Heat Map Table Fitter

Peak Anomaly Scom Per Hour
892 10 |11 (12 |13 | 14 | 15

+‘+

16 | 17 | 18 | 19 | 20 21 | &

. Drill down the heatmap into a particular sysplex
. SVPLEX4 with a high anomaly score by clicking - |.

1

drilled down and sorted by that column

on 101.0 in the 16 column. Now the view is

© Copyright IBM Corporation 2015
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Heat Map — All systems in a group w/drilldown

Analysis (2

Date (UTC): Analysis Source: Change Sourca [, Previous Group Selection
e ! i —_— =
= & | Apriis 215 L v = Allsystems in SVPLEX4
Intarval Anomaly Sooras
Bk [ | iz~ |m Actions = Zoom: 24 hrs = | View: Heat Map Table Fittar B
No filter applied
System Group System 24 Hour Peak Peak Anomaly Score Per Hour
0 1 2 3 4 5 6 7 8 9 10| 11 |12 |13 (14 (15 |16 | 17 (18 | 19 | 20 | | 22 | 23
SVPLEX4 cos B1.9 794 B16 723 °
e = o .-.- =
SVPLEX4 CoA 99.9 815 816 844 |511 B0.5 B33 ???.. IHJ} B34 ml 811 .'.fﬂ.a .ﬂ 3.8 ....,|9.1_ 773 813
e oo s 14 sat 4 oas [IF]10 (8] o0 504 sso eat s ] na 0
SVPLEX4 coD 99.8 68.5 72.0 .. 79.2 81.7 ﬂ 99.8 F9.0 80.3 .. 83.5 . TTE
e o | 5 O e 6 D 6 O D
I I R N N S S N R — — e e ) ) e i
'] 3
Total: 15

Details of hour 16 highlighted.

» Detaiks for System 5VPLEX4.Co8 Hover shows interval summary

View: | Graph

RS Time (UTE): 16:00 — 168:10 e
|
23

Timaline 1 | | | | | | | | | | | | | | | B | System Time (UTC -4): 12:00 — 1210
(uTC) 0 1 2 ] 4 5 6 7 g a 10 1 12 13 14 15 18 Urique Meg Idx: 00
Anomaly Score: 101.0
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Bar Score view with interval summaries

Analysis (?)

Date (UTEC):

e @

April12, 2015

Interval Anomaly Scores

Mo filter applied

System =
SVPLEX4.COB
(UTC -4)

SVPLEX4.Co9
(UTC -4)

SVPLEX 4. CoA
(UTC -4)

SVPLEX4.CoOB
(UTC -4)

SVPLEX4.CoD
(UTC-4)

Type

05

05

035

z0s

05

Anomaly Scomns

Timeline (UTC) g

[u]

Actions -

o

on .

o .

Zoom: 24 hrs =

-

Analysis Sourca:

Change Source

Allsystems in SVPLEX4

View: Analysis Graph

Height shows number of
i agelD

r_'.='.k, Pravious Group Selection

Fitter

Color shows
anomaly score

Clicking on a bar

drills down to Interval

© Copyright IBM Corporation 2015
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Interval View

Current Analysis = Interval View

Interval View for System SVPLEX4.C08 (2

Date (UTC):
| =R April 19, 2015 E SO H System date: (UTC -4) Analysis source: Analysis source typa: Mumber of unique r
April19, 2015 SVPLEX4.Cos o5 209
Time interval (UTC): System time interval (UTGC -4) Interval ancmaly score: Analysis interval (minutas): Analysis group:
e o 16:00 -- 1610 5 12:00 - 12:10 101.0 10 SVPLEX4-Cog
Messages Time Line shows

occurrences within interval

Actions = J Detaie Message ID is a link to Fitter e v
knowledge center
No filter applied
Anomahl * Interval2 ~ | Clusteri3 « Count Rules Time Line 4] Message Example
Scom Contribv Status Status
Scone
1.000  1001.00 unclusterad 1 Critical & X011 SYSPLEX PARTITIONING IN PROGRESS FOR C09 REQUESTED BY
k XCFAS. REASON: SFMSTARTED DUETO STATUS UPDATE
) MISSING
1.000 10,354 unclusterad =4 Inte resting IXLO41E CONNECTOR NAME: IXGLOGR_C08, JOBNAME: IXGLOGR, ASID:

i 001B HAS NOT RESPONDED TO THE DISCONNECTED/FAILED

CONNECTION EVENT FOR SUBJECT CONNECTION: IXGLOGH_C09.

1.000 10.354 unclustarad 21 Mong i IXLo4gl THE RESPONSE REQUIRED FROM CONNECTOR NAME:
IXGLOGR_CO8 TO STRUCTURE RRS_RESTART, JOBNAME:

IXGLOGR, ASID: 001B FOR THE DISCONNECTEDVFAILED

1.000 10.354 unclusterad 21 Inte resting
"

IXLo4sE HANG RESOLUTION ACTION FOR CONNECTOR NAME:
IXGLOGR_CO8 TO STRUCTURE LG2_DFH.JOE, JOBENAME: IXGLOGR,
ASID: 001 B: SYSTEM WILL TAKE ACTION AT 419205

1.000  8.568 unclustared cne i IEE4001 THESE MESSAGES CANCELLED - 6043.

A

z/OS specific rules affect
anomaly score Mark a z/OS message to

be ignored © Copyright IBM Corporation 2015 21




Interval View with details — Linux

Interval View for System zr6hel5 (?

Date (UTC):
[ <& | Maya, 2015 i S|
Time interval (UTC):
& ¢ 0B:10 -- 07:10 == |
Messages
Actions ~ S Details
No filter applied
Anomalyl * | Interval 2+  Clustering3 « Count
Score Contribution Status
Score
0.738  1.339 unclustered
0.277 0324 unclustered
0.226 0.256 unclustered
0.207 0.2H unclustered
0.000  0.000 in_context

System date: (UTC 4)

May 4, 2015

System time interval: (UTC 4)

02:10 -- 0210

Analysis source:

zréhels

Interval anomaly score:
91.9

Ids are generated

Time Line

anacron_194

anacron_195

anacron_193

anacron_1%92

CROND_186

Message Example

Normal exit (1 job run)

Will run job ‘cron.daily’ in 8 min.

Jobs will be executed sequentially

Anacron started on 2015-05-04

(root) CMD (run-parts
/etc/cron.hourly)

Analysis source type:
Linux

Analysis interval (minutes):

€0

Periodicity
Status

NOT_IN_SYNC

NOT_IN_SYNC

NOT_IN_SYNC

NOT_IN_SYMNC

Periodicity
Score

6.100

0.405

0.32

0.289

0.7

Mumber of unigue message |Ds:

15

Analysis group:
ZRBHEL WAVE SINGLE

Filter

Last Issued
(UTC)

May 4, 2015
06:01:00

May 3, 2015
07:01:00

May 4, 2015
06:01:00

May 4, 2015
06:01:00

May 4, 2015
06:01:00

© Copyright IBM Corporation 2015

Daily
Frequency

3.789

3.789

3.857

23435
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Inside IBM zAware Analytics -- Modeling EEE

OPERLOG (z/OS) or syslog (Linux for z) is processed

zAware recognizes any well-formed message IDs for z/OS

—recognizes similar message text and generates a message ID for Linux for z,
—including IBM and non-IBM products and customer applications

zAware summarizes the common message text and records the occurrences

zAware builds a model of normal behavior based on recent baseline data
— Called “Training”
— Automatically trains every 30 days (configurable)
— Training can be forced manually
— Training period is configurable
— Unusual days can be excluded from future models
— For z/0S,

— Each system has its own model
— Messages can be excluded from analysis scoring
— For Linux for z,

— Systems are grouped into a combined model

z/OS utility, or a Linux command, may be used to load historical logs into zAware

© Copyright IBM Corporation 2015 23



Inside IBM zAware Analytics -- Analysis

Real-time log data from each system is compared to the model

Assigns a message anomaly score to indicate deviation from the model

Rare messages

Out of context from normal patterns
High counts

Periodicity

Uses z/OS knowledge to influence the z/OS scores

Generates an interval anomaly score bar per 10 minute interval

z/OS based on last 10 minutes

Linux for z based on last 60 minutes

Current interval is updated every 2 minutes
GUI shows number of unigue message IDs (bar height)
GUI shows interval anomaly score (bar color)

Drill down on interval shows the message scores

© Copyright IBM Corporation 2015
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Sample Use cases

 Aclient compared it to an Airbag in the car — it
reacts when something is wrong

It learns as time progresses, situations happen and
identifies things we know would not have been
identified by normal monitoring products

- Allows to fix before it becomes a real problem

© Copyright IBM Corporation 2015



ldentify unusual behavior quickly

Crate: Analysis Source:

[+ < March 22, 2013 - | = =2 UTCPLXCB

Which z/OS image is

having unusual message Interval Anomaly Scores by System

patterns? System Anomaly Scores
Yellow and dark
blue on CB88 UTCPLXCB.CB28
e ot e e b B e e e e
When did the behavior
start? UTCPLXCB.CB&9
UTC) -4
Around2:30 o o e s I s e e e e s ) o
UTCPLXCB.CBS8A
UTC) -4 I R Bl
LUTCPLXCB.CBaB
(UTC) -4 R R em o B
UTCPLXCB.CBAC
uTC) -4 I . B
Timeline (UTC) 1 | | | | | | | | |
0 1 2 3 4 5 G ri 3 9

© Copyright IBM Corporation 2015 26



ldentify unusual behavior quickly — Configuration
Error

Interval View for System CB8&8

The Messages table provides detailed analysis information for each message that occurred during the indicated time interval. To view message details for other intervals use the date and time interval selectors. Click the Re

Date: Analysis Source:
[+ 4 |March 22, 2013 - | @ UTCPLXCB.CBEE
Time interval (UTC): Interval anomaly score:
I+ * 02:40 — 02:50 < =l 99.8
Messages

Actions -

el nE A rance Cluster

Anomaly  Contribution Message Context  Rules Status Cgﬁ Time Line Message ID Message Example Rarity Score  Component D
Score Score

0.989 196.275 unclustered MNaone 893 IRRC131N (<) RACF ENCOUNTERED AN 73 IRRC

R_PROXYSERV ERROR WHILE
ATTEMPTING TO CREATE AN

0.999 48115  unclustered Mone 932 - IRRC144] <) RACF ENCOUNTERED AN 85 IRRC

R_PROXYSERV ERROR: SAF
RETURN CODE=X'00000008",

What component is having the problem?

Drill down indicates 900 IRRC131l and IRRC144I messages per interval. A review of SYSLOG
showed that this was the result of work being performed in the LDAP address spaces. Further
analysis showed that the LDAP PC Callable Interface was not enabled. At 6:40, the function was
enabled, and the 1311 and 144l messages are no longer generated.

Impact

Unnecessary messages blocking ability to see anything else. Impacts ability to look at the console
When did the behavior start?

Around 2:30

© Copyright IBM Corporation 2015
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ldentify unusual behavior quickly

Date: Analysis Source: | Change Source

I& & Augustzs, 2012 EEE UTCPLXCB

Interval Anomaly Scores by System

System Anomaly Scores
rs
UTCFLXCB.CBBA
(UTG) & mewwm
UTCFLXCB.CBBB
(UTG) -5 ] e e 5 5 e e e e e e e e e 0 1 e 0 ild-:ﬁw
UTCPLXCB.CB8C
el H el el ot L] b el il o™
Timeline (UTC) 1 1 1 1 1 1 [ | | 1 1 1 [ | [ | 1 1 1 [ | [ | 1 1 1
0 1 2 3 4 3] B 7 8 9 10 11 12 13 14 15 ol 2 - 19 2

Which z/OS image is having unusual message patterns?
Recurring yellow and dark blue on CB8C

When did the behavior start?
After an IPL at 13:30

© Copyright IBM Corporation 2015 28



ldentify unusual behavior quickly — Configuration

Error

Interval View for System CEBC

The Messages table provides detailed analysis information for each message that occurred during the indicated time interval. To view message details for other intervals use the date and time interval selectors.
Return to Amalysis button to go back to the Analysis view.

Date:

I+ % |August2s, 2012 -

Tims-nieral (UTC):

[ 14:20 - 14:30

Messages
Actions »

vl Interval w2

Anomaly Contribution g::ts:f:
Score Score
0.999 14369 unclustered
0.999 12943  unclustered
0.999 9.41 unclustered
0.997 6.078 unclustered

2

2 2

Rules Status

MNone

MNone

MNone

MNone

Analysis Source:
UTCPLXCE.CBBC

Intzrval anomaly score:

99.6

Appearance

Count Time Line

Message ID

‘Il
2 I-. EZZ0621
1 -. IXGE01
'

Which subsystem or component is abnormal?

* Examine high-scoring messages

When did the behavior start?

* When did the messages start to occur?
Were similar messages issued previously?

» Easily examine prior intervals or dates

Message Example

TNPROC NON-CANCELABLE -
ISSUE FORCE ARM

AUTOLOG FORCING TNPROC,
REASON: TCP/IP HAS BEEN
RESTARTED

10.27.18 LOGGER DISPLAY
081 CONNECTION
INFORMATION BY

OPERATOR GTHOMPS NOW
INACTIVE, SYSTEM=CBESC,
LU=TCP8C003

Rarity Score

93

100

62

31

Component

IEE

EZZ

IXG

[EA

Moving left and right by interval shows
messages due to TNPROC being
cancelled by TCP/IP

© Copyright IBM Corporation 2015 29



IBM zAware
Customer Deployment Experiences



Lab Services zAware Starter Kit

Customer Demographics
o Multinational Banks
» Healthcare

» lnsurance

Typical Engagement Flow

. Customer purchases new technology features during a CPC upgrade.

May take an extended period of time before they can get these features working or implemented in
their environments.

Many times due to other high priority business reasons or availability of key personnel, some customer
will forgo implementing these new features until a later date.

o zZAware Starter Kit provides fixed price offering to assist customers in the
enablement of the new technology features immediately.

zAware Starter Kit was specifically developed to help our customers get the zAware appliance
implemented quickly and transfer usability skills to them..

Doing so IBM to more quickly deploy zAware technology in the field and provide necessary feedback
back to development.

© Copyright IBM Corporation 2015
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Customer Deployment Observations (General)

Ease of Setup

o Straight forward and fairly easy to setup the IBM zAware partition and configure z/OS
to send OPERLOG to the IBM zAware server

Time to Value
o Can bulk load data to start analytics quickly

Disk Space Usage

o  Disk space usage on the IBM zAware server can be monitored with the GUI. Thus far,
the space used has been less than anticipated.

GUI

o The color coded GUI displaying anomalies helps visually spot a problem. It is helpful
to see the information for all the systems in a sysplex.

Heat Maps

© Copyright IBM Corporation 2015 32



Customer Deployment Experiences

Without IBM zAware

Problem

»

Decide Business Application
:  whattodo Impact Steady State
ey i
Little Often'
advanced Multiple
warning Attempts to
Correct
- Problem
I restart
shutdown

gathering of
diagnostic
information

Time

Ineffective time spent in problem
determination and trial and error.
Incorrect problem identification may
result in the wrong fixes being applied.

With IBM zAware

Prgtzlem
€

Decide Business
i what to do Impact
Detect
changing
conditions

Application
Steady State

More
Precise
Corrective
Action

i

~g

shutdown restart

>

gathering of
diagnostic
information

Time

More precise and early diagnosis can
shorten impact time and help you to
avoid a similar problem. Detect trends
and problems as they are unfolding.
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Customer Deployment Experiences (Closing)

Use Cases

» Few external — customer consent
» Internal use cases.

Support idea that answers to problems can be found by analyzing message traffic — and how zAware can
be used to sift through mountains of message traffic in order to quickly identify problems — leading to
more rapid problem resolution.

Value Proposition

o When problems occur, systems administrators need to get a handle on the source of
the problem — and be positioned to fix that problem rapidly.

Some mainframe shops may not have the right skills in the right place to perform in-depth root cause
problem determination.

zAware provided value by saving time while helping to address skills shortage issues.

0 Tiplof the iceberg when it comes to machine-driven advance analytics management
tools.

© Copyright IBM Corporation 2015 34
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Summary
IBM zAware — Smarter Computing Needs Smart Monlt

IBM zAware is a self learning, integrated solution
that analyzes messages in near real time to provide
insight into the behavior of your system.

Benefits
Helps diagnose problems quickly and more
accurately to improve service recovery time

Reduces risk by identifying “what changed”

after maintenance.
Helpful when problems involve multiple teams

Easy-to-use graphical interface
Integrates with existing alerting environment

zAware’s capacity as a ‘watch dog’ can help
to detect unusual behavior in near real time

© Copyright IBM Corporation 2015 35
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General V2.0 Enhancements gmﬁff

l/—\/

Enhanced analytics
The new generation of technology provides improved analytics to provide
better results.
New scorers including periodicity.

* Broader scope of input data to be analyzed
The previous version required messages with z/OS message id format
zAware can process message streams that do not have message ids
This opens up new possibilities going forward

© Copyright IBM Corporation 2015 39



Enhanced zAware GUI

w

* Improved usability and GUI functional enhancements address many
customer requirements
enhanced filtering, visualization, better use of GUI real estate,
improved Ul navigation
display local time in addition to UTC time

 New improved GUIs are based on IBM One Ul guidelines

 Heat map display provides a high level consolidated view with ability to
drill down to detail views
z/OS grouped by sysplex, Linux grouped by model group
Scores presented at the hour level
Quickly get to all systems in a specific group
See the interval summaries per system with the Bar Score view
Detailed messages and scores in the Interval view

« Expanded browser support with Firefox ESR 24, 31 and IE 9,10,11
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Interval View with details

Current Analysis = Interval View
Interval View for System SVPLEX4.C08 (2.

Date (UTC):
|¢o <o | Aprit9, 2015 = S|
Time interval (UTC):
e & 16:00 -- 16:10 SR |
Messages
Actions = l Details
No filter applied
Anomall =  Interval 2 ¥ | Clusteringd «+  Count Rules Status
Scome Contribui Status
Score
1.000 1001.00 unclustared 1 Critical ]
1.000 10.354 unclustered 21 Interesting #®
1.000 10354 unclusterad 21 None ]
1.000 10354 unclustarad 21 Interesting ®

Enhance

Systemn date: (UTC -4) Analysis sourcs: Analysis source typa: MNumbar of unique message 1Ds:
April 19, 2015 SVPLEX4.Cos zi08 209
System time interval (LUTC -4) Interval anomaly score: Analysi interval (minutes): Analysis group:
1200 -- 1210 101.0 10 SWPLEX4-Cog
Filter
Time Line [¢] Message Example Periodicity Periodicity Last lssued
Status Scome (UTC)
1XC1o11 SYSPLEX PARTITIONING IN MOT_PERICDIC  0.000 April 19,
PROGRESS FOR C09 2015
REQUESTED BY XCFAS. 15:52:00
REASNN- RFM STARTEN NIIE
IXL041E CONNECTOR NAME: MOT_PERIODIC — 0.000 April 16,
IXGLOGR_CO8, JOENAME: 2015
IXGLOGR, ASID: 001 B HAS NOT 18:5545
RFESPANNFEN TOTHE
1XLo4sl THE RESPONSE REQUIRED MOT_PERIODIC — 0.000 April 16,
FROM CONNECTOR NAME: 2015
IXGLOGR_CO08 TO STRUCTURE 18:5740
RAS AFSTART .WRNAME-
1XLo49E HANG RESOLUTION ACTION MOT_PERIODIC — 0.000 April 16,
FOR CONNECTOR NAME: 2015
18:5545

IXGLOGR_CO08 TO STRUCTURE

d!

Daily

Frequency

0.225

0.035

0.035

0.035
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ldentify behavior after a change

Are unusual messages being issued after a change?

* New / updated workload (OS, middleware, apps) was introduced
» Detected as yellow bars

* Once messages confirmed as ok, can rebuild your system model, and workload now
understood as “normal.”

 Alternatively, specific messages can be “ignored”

Analysis

The System Anomaly Scores graph shows message analysis data for each system in tan minute intervals. For each interval. the bar height indicates

. el
messages occurring during that interval. Click on an interval bar to access detailkd message information. To view messaging analyses from other dz A neW mOdel InC|Uded =5
click the Change Source button.

several days of new

Date: Analysis Source: | Change Source Workload

4= 4= |July 11. 2012 - | = =1 SVPLEXa

Interval Anomaly Scores by System

System Anomaly Scoms

SWVPLEX4.Co9

Lk R Hu HENE [l III mE Sl ia HTH [ ]
SVPLEX4 . CoA

- 11 H | ] H T ), [

SWVPLEX4.CoB ’
(UTC) -5 [

SVFPLEX4.CoD

(UTC) -5
Timeline (UTC) 1§ [ ] | ] | | | | | | | [ ] | | | | | | | | | | [ ] [ ] [ ] | ]
[u] 1 2 2 4 =] (=] T 8 =] 10 11 12 132 14 15 15 17
Zoom level Interval anomaly score key:
[+ =] E 1 1 |
' ' ' i |
1 hr 4 hrs 8 hrs 12 hrs 16 hrs 20 hrs 24 hrs o 29.5 29.6 - 100 101
Mo Difference - -

=  Significantly Differant
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Operating Requirements — IBM zAware Server

Logical partition on a zEC12 or zBC12 or z13 server

* Runs on IFLs or general purpose CPs — may be dedicated or shared
* Runs its own self-contained firmware stack
« Recommended 2 partial engines

e Assuming IFLs - Per 10 monitored systems

Traffic rate

Initial priming & training
zEC12 or z13

Initial priming &
training zBC12

Analysis
zEC12,zBC12 or z13

500 msgs/sec

25% of IFL

30% of IFL

20% of IFL

1500 msgs/sec

80% of IFL

95% of IFL

40% of IFL

DASD storage

* 500 GB (ECKD) + 5GB per client
» Dependent on data retention settings (primarily the analytic results)
* Monitor and dynamically add or remove devices

Memory is dependent on the number of monitored clients, message traffic rate

e Minimum Memory is 4 GB for 6 clients with light message traffic (500 msgs/sec)
+ 256 MB per client required

For > 6 clients

Network resources

» HiperSockets or shareable OSA ports or IEDN

* |IP address for partition

Browsers

* Internet Explorer 9, 10, 11

* Firefox ESR 24, 31
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Operating Requirements — z/OS Monitored Clients

z Systems servers supported as IBM zAware monitored clients

z13

ZEC12

zBC12

IBM zEnterprise™ 196 (z196) or z114,

IBM System z10™ EC or BC

Prior generations that meet the OS and configuration requirements

Running z/OS 1.13 + PTFs or z/OS 2.1

APAR OA38747
APAR OA38613
APAR OA39256
APAR OA42095

System needs to be configured as a monoplex, system in a multisystem
sysplex, or a member of a parallel sysplex

Using operations log (OPERLOG) as the hardcopy medium
Sysplex name + system name must uniquely identify system

Requires an OSA or IEDN or HiperSocket
for IP network connection

z/OS zAware monitored client MIPs usage ~ 1%
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Operating Requirements — Linux Monitored Clients ==

z Systems servers supported as IBM zAware monitored clients

z13

ZEC12

zBC12

IBM zEnterprise™ 196 (z196) or z114,

IBM System z10™ EC or BC

Prior generations that meet the OS and configuration requirements

Running a supported level of Linux on z Systems
SLES 10 or later

RHEL 6 or later

Native or as z/VM guest (z/VM logs are not monitored)

Configuration of syslog daemon is required to send RFC 5424 format
rsyslog or syslog-ng
No Linux client / agent is needed
syslog is well-known, standardized, UNIX syslog data

(e.g. /var/log/messages)

Each Linux for z Systems system connects to IBM zAware, without a syslog
relay
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IBM zAware

Integration with other management
products



Integration with z/OSMF

Using the z/OSMF GUI

Configure a new external link
to access IBM zAware from z/OSMF

Administration > Links > Actions > New

Provide link name, SAF suffix, zAware GUI URL
Category — recommend Problem Determination
Define authority required to use the link



Integration with other System Management products

APIs
Provides XML equivalent to GUI

Analysis page
Interval View page

Requires HTTPS
From z/OS, use AT-TLS

HTTP GET/POST requests

Connect and authenticate to IBM zAware server
UserID known as a zAware user (e.g. LDAP)

Retrieve analysis for a monitored client

Analysis Analysis data generated
INTERVAL Message scores for a 10-minute interval
LPAR Interval scores for date (deprecated, replaced by analysis)

Note: API is compatible with existing callers (z/OS)
V2 required for Linux. Adds new attributes.
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Integration with other System Management products E=

IBM Tivoli NetView for z/OS
Use the APIs to pull the IBM zAware results
Sample programs are available from

Described in detail in the Redbook:
Extending z/OS System Management Functions with IBM zAware

The samples can be tailored to drive NetView message automation for high
anomaly scores:

Generate a message
Generate an event

CANZLOG - Browse consolidated logs for PD

Tivoli Integrated Service Management products use of IBM zAware results.
Omegamon XE on z/OS (including predefined situations)

Other products can exploit the XML format results
Rexx exec sample can be obtained from IBM
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Omegamon XE on z/OS

Chart of last hour

anomaly scores /’
most recent at lef

Client and server

status ——

Last hour in 10 minute increments. Anomaly and unique
messages
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