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 IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.
 All customer examples cited or described in this presentation are presented as illustrations of  the manner in which some customers have used IBM products and the results they may 

have achieved.  Actual environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.
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subject to change without notice.  Consult your local IBM business contact for information on the product or services available in your area.
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performance, compatibility, or any other claims related to non-IBM products.  Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.
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DS8000
ECKD
FICON*
GDPS*
GPFS
HiperSockets
IBM*
IBM (logo)*
InfiniBand*
Parallel Sysplex*

PR/SM
Redbooks*
System x*
System z*
System z9*
System z10*
Tivoli
WebSphere*

Z9*
z10
z10 Business Class
z10 EC
z/OS*
z/VM*
zEnterprise

 Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.
 Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the United States, other countries, or both and is used under license therefrom. 
 Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both. 
 Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.
 Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of 

Intel Corporation or its subsidiaries in the United States and other countries.
 UNIX is a registered trademark of The Open Group in the United States and other countries. 
 Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both. 
 ITIL is a registered trademark, and a registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark Office.
 IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency, which is now part of the Office of Government Commerce. 



© 2014 IBM Corporation3  

Notice Regarding Specialty Engines

Any information contained in this document regarding Specialty Engines ("SEs") and SE 
eligible workloads provides only general descriptions of the types and portions of workloads 
that are eligible for execution on Specialty Engines (e.g., zIIPs, zAAPs, and IFLs).  IBM 
authorizes customers to use IBM SE only to execute the processing of Eligible Workloads of 
specific Programs expressly authorized by IBM as specified in the Authorized Use Table for 
IBM Machines (AUT) provided at 
www.ibm.com/systems/support/machine_warranties/machine_code/aut.html.

No other workload processing is authorized for execution on an SE.  

IBM offers SEs at a lower price than General Processors/Central Processors because 
customers are authorized to use SEs only to process certain types and/or amounts of 
workloads as specified by IBM in the AUT.

IBM zAware: A smarter way to detect and diagnose system anomalies

http://www.ibm.com/systems/support/machine_warranties/machine_code/aut.html
http://www.ibm.com/systems/support/machine_warranties/machine_code/aut.html
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Agenda

 Describe challenge IT shops face when diagnosing and detecting 
problems

 Introduce IBM zAware
 Demonstrate how to use IBM zAware to detect and diagnose problems
 Summary
 Resources

IBM zAware: A smarter way to detect and diagnose system anomalies
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Background:  Complex computing environments (1 of 2)
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Background:  Complex computing environments (2 of 2)
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Problem:  Too much message traffic for employees to monitor

Houston, 
we have a 
problem!

A z/OS sysplex can generate 4GB of message traffic per day for its 
systems and components.
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Solution:  IBM zAware

IBM System z Advanced Workload Analysis Reporter (IBM zAware):

 Builds a model of normal z/OS system behavior

 Compares real-time OPERLOG data to the model

 Pinpoints deviations in normal system behavior

 Provides continuous monitoring of systems running z/OS V1R13 or later

 Improves problem diagnosis across a set of System z servers

 Helps improve time to recovery

IBM zAware: A smarter way to detect and diagnose system anomalies

An analytics solution that provides near real-time detection of 
unusual z/OS system behavior.
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IBM zAware monitored systems

zEC12 IBM zAware host Supported System z Server

IBM zAware 
GUI

  IBM zAware server

  z/OS system

  z/OS system

  z/OS system

  z/OS system

  z/OS system

  z/OS system

  z/OS system

  z/OS system

  z/OS system

  z/OS system

  z/OS system
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IBM zAware graphical user interface
IBM zAware: A smarter way to detect and diagnose system anomalies

• Which z/OS system, subsystem, or 
component is behaving abnormally

• When the system started misbehaving

• What message IDs are unusual

• How often the unusual messages were 
issued

• Whether the messages were issued in 
context within an expected pattern
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Analysis page: Quickly identify unusual behavior
IBM zAware: A smarter way to detect and diagnose system anomalies
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Interval view: Drill down to determine the cause of anomalies
IBM zAware: A smarter way to detect and diagnose system anomalies
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Demo
IBM zAware: A smarter way to detect and diagnose system anomalies
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IBM zAware: A smarter way to detect and diagnose system anomalies

Between 20:10 and 20:20 on June 1st, multiple systems in sysplex UTCPLXCB received high 
anomaly scores. Let's dig deeper.
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IBM zAware: A smarter way to detect and diagnose system anomalies

The red bar at 20:10 on CB88 
indicates a high anomaly score. 
Let's drill down to see why.

Light blue bars indicate low anomaly scores 
prior to 20:10
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IBM zAware: A smarter way to detect and diagnose system anomalies

Messages IOS002A & IOS2002I each appeared 97 times and are the highest contributors to the 
anomaly score. These messages reveal that system CB88 is not connected to storage device 
132A, which contains critical system data sets. IOS002A: The system selected a 

device for operation. The device 
did not respond on any online 
path. The system requires an I/O 
interrupt to retry I/O requests to 
the device.
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IBM zAware: A smarter way to detect and diagnose system anomalies

The yellow bar at 20:10 on CB89 
indicates a high anomaly score. 
Let's drill down to see why.
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Messages IOS002A & IOS2002I appeared 51 times and are the highest contributors to the 
anomaly score. These messages reveal that system CB89 is not connected to storage device 
1324, which contains critical system data sets.

Using IBM zAware, we see that multiple systems have lost connectivity to different storage 
devices. Investigation beyond IBM zAware was required to determine why connectivity was 
lost. The investigation concluded an update to the system configuration file removed the paths 
to the storage devices and that caused the loss of connectivity.

 Let's go back to the Analysis panel for one more observation. 

IBM zAware: A smarter way to detect and diagnose system anomalies
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The lack of analysis bars for systems CB86, CB89 and CB8A indicates that these systems are 
no longer connected  to IBM zAware. Further investigation uncovers that the systems were 
unable to recover from the loss of access to the critical system datasets and failed.

IBM zAware: A smarter way to detect and diagnose system anomalies
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IBM zAware - Smarter monitoring for smarter computing
IBM zAware: A smarter way to detect and diagnose system anomalies

IBM zAware:

 Helps diagnose problems quickly and more accurately to improve 
service recovery time.

 Reduces risk by identifying “what changed” after maintenance, 
upgrade, or new product installation.

 Provides an easy-to-use graphical interface that you can use to 
answer key problem determination questions.

IBM zAware is a self learning solution that analyzes messages in 
near real-time to provide insight into the behavior of z/OS systems.
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Resources
IBM zAware: A smarter way to detect and diagnose system anomalies

 Publications:
– IBM System z Advanced Workload Analysis Reporter (IBM zAware) Guide 
– Extending z/OS System Management Functions with IBM zAware

 Blogs:
– The Journey to IBM zAware
– zAware Installation and Startup
– Top 10 Most Frequently Asked Questions About IBM zAware

 Demo:
– IBM zAware GUI

http://www.ibm.com/support/docview.wss?uid=isg24f9114255d7d1f3285257a6a0077c2ca
http://www.ibm.com/support/docview.wss?uid=isg24f9114255d7d1f3285257a6a0077c2ca
http://www.redbooks.ibm.com/abstracts/sg248070.html?Open
http://www.ibm.com/connections/blogs/systemz/entry/zaware?lang=en_us
http://www.ibm.com/connections/blogs/systemz/entry/zaware_installation?lang=en_us
http://www.ibm.com/connections/blogs/systemz/entry/zawarefaq?lang=en_us
http://www.youtube.com/watch?v=aX66trljeI4#t=32
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Questions
IBM zAware: A smarter way to detect and diagnose system anomalies
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