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Notice Regarding Specialty Engines

Any information contained in this document regarding Specialty Engines ("SEs") and SE
eligible workloads provides only general descriptions of the types and portions of workloads
that are eligible for execution on Specialty Engines (e.g., zlIPs, zAAPs, and IFLs). IBM
authorizes customers to use IBM SE only to execute the processing of Eligible Workloads of
specific Programs expressly authorized by IBM as specified in the Authorized Use Table for
IBM Machines (AUT) provided at

No other workload processing is authorized for execution on an SE.

IBM offers SEs at a lower price than General Processors/Central Processors because
customers are authorized to use SEs only to process certain types and/or amounts of
workloads as specified by IBM in the AUT.
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Agenda

* Describe challenge IT shops face when diagnosing and detecting
problems

" Introduce IBM zAware
* Demonstrate how to use IBM zAware to detect and diagnose problems
= Summary

= Resources
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Background: Complex computing environments (1 of 2)

z/0OS system

z/0OS system
z/OS system
z/OS system
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'2/0s system
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Background: Complex computing environments (2 of 2)
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Problem: Too much message traffic for employees to monitor

A z/OS sysplex can generate 4GB of message traffic per day for its
Ssystems and components.

Houston,
we have a
problem!
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Solution: IBM zAware

An analytics solution that provides near real-time detection of
unusual z/OS system behavior.

IBM System z Advanced Workload Analysis Reporter (IBM zAware):
* Builds a model of normal z/OS system behavior

* Compares real-time OPERLOG data to the model

Pinpoints deviations in normal system behavior

Provides continuous monitoring of systems running z/OS V1R13 or later

Improves problem diagnosis across a set of System z servers

Helps improve time to recovery
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IBM zAware monitored systems

L zEC12 IBM zAware host

Supported System z Server

i r IBM zAware server

z/OS system

IBM zAware
GUI z/OS system
z/OS system
z/OS system

z/OS system

z/OS system
z/OS system
z/0S ystem
z/OS system
z/OS system

z/OS system
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IBM zAware graphical user interface

10

IBM zAware Welcome guest

The IBM System z Advanced Workload Analysis Reporter (IBM zAware) provides a smart solution
for detecting and diagnosing anomalies in z/OS systems. Its analysis of current events, compared to
models of normal system behavior, provides nearly real-time detection of anomalies. Through this
graphical user interface (GUI), you can view analytical data and use it to diagnose the cause of past or
current anomalies. \:’ ,

Analysis The Analysis page displays analytical data that prbVides a clear visual

Which z/OS system, subsystem, or

component is behaving abnormally

Notificati
otifications When the system started misbehaving

System Status What message IDs are unusual

How often the unusual messages were
issued

Whether the messages were issued in
context within an expected pattern

mechanisms, view the sysplex topology, and assign priming data to
build system behavior models.

Log in
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Analysis page: Quickly identify unusual behavior

IBM zAware Welcome admin

Analysis

Date (UTC): Analysis Source: | Change Source
|= % March 11, 2014 » =Pl All Monitored Systems

Interval Anomaly Scores by System

System Anomaly Scores

PLEX1.8Y05 Time: 01:10 -- 01:20
(UTC) -7 e T Unique Msg lds: 572 T =—— ~FbFrr o1 oo T b o1 oy
Anomaly Score: 99.0

SVPLEX1.NG64
(UTC) 4

Timeline (UTC)

Zoom level: Interval anomaly score key:

—] B 1
| | | | 1 | |
1hr 4hrs &hrs 12hrs  16hrs  20hrs 24 hrs 0 g99.5 99.6- 100 101
Mo Difference - # Significantly Different

2
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Interval view: Drill down to determine the cause of anomalies

Date (UTC): Analysis Source:
I % March 11, 2014 > SVPLEX1.N64

Time interval (UTC): Interval anomaly score:
¢ & 01:10 -- 01:20 > P 99.0

Messages

Actions -

¥1 Interval ¥2
Anomaly Contribution
Score Score

Message

D Message Example Component

21977 IXC5181 SYSTEM N64 NOT USING COUPLING FACILITY IXC
002097.1BM.02.000000057449 PARTITION: OE CPCID: 00 NAMED
SVTI1CF3 REASON: NOT CONNECTED TO SYSTEM. [...] REASON

10.662 | [EA3071 031E,40, /O ERROR READING VOLUME LABEL,00,0200,SENSE IEA
FOLLOWS.

8.562 | DSNROO7I -D1P0 RESTART...STATUS TABLE T CON-ID CORR-ID AUTHID PLAN | D5SNR
S URID DAY TIME - --- - - -- --- I
RRSAF QM64DB2SRV02 SETUP CSQ5U710C DDUFDABBS14{I 069

6.441 [IOEZ00044] Aggregate OMVSSPA.SVT.SYSPLEX.ZFS attached successfully.

6.317 ) BPXP024] BPXAS INITIATOR STARTED ON BEHALF OF JOB BPXOINIT
RUNNING IN ASID 0035

© 2014 IBM Corporation




IBM zAware: A smarter way to detect and diagnose system anomalies

Demo

13
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Between 20:10 and 20:20 on June 1%, multiple systems in sysplex UTCPLXCB received high
anomaly scores. Let's dig deeper.

Date (UTC): Analysis Source: Change Sou
[= % June 1, 2014 = UTCPLXCB

Interval Anomaly Scores by System

System Anomaly Scores

UTCPLXCB.CB86
(UTC) -4

UTCPLXCB.CBS88
(UTC) -4

Time: 20:10 -- 20:20
Unique Msg Ids: 32
UTCPLXCB.CB89% Anomaly Score: 99.7

(UTC) -4 ,
)

UTCPLXCB.CBB8A
(UTC) -4

Timeline (UTC)
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Date (UTC): Analysis Source: | Change Source

I= % June 1, 2014 » 5 UTCPLXCB

Interval Anomaly Scaores by System

System Anomaly Scores

Light blue bars indicate low anomaly scores

UTCFPLXCB.CB&6 prior to 20:10
(UTC) 4

Time: 20:10 -- 20:20

Unique Msg Ids: 82
UTCPLXCB.CB&3 Anomaly Score: 101.0
(UTC) 4 | E— .

)

The red bar at 20:10 on CB88
UTCPLXCB.CB89 indicates a high anomaly score.
(UTC) -4 ' . Let's drill down to see why.

UTCPLXCB.CB8A
(UTC) 4

UTCPLXCB.CB8B
(UTC) 4

Timeline (UTC)
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Messages IOS002A & 10520021 each appeared 97 times and are the highest contributors to the
anomaly score. These messages reveal that system CB88 is not connected to storage device
132A, which contains critical system data sets. |I0S002A: The system selected a

device for operation. The device
Messages did not respond on any online
Actions path. The system requires an |/O

Viinteval V2. interrupt to retry /O requests to
Anomaly  Contribution (¢ Cﬁﬂnt Time Line Message ID  Message Example the device.
Score  Score )

32.795 ‘ l‘l I ‘ 132A,NO PATHS AVAILABLE

10520021 132A NO PATHS AVAILABLE STATUS FOR PATH(S) 82,83,86,87 IN
PROCESS OF INITIALIZING PATH (B0) NO FURTHER INFORMATION
AVAILABLE OR UNKNOWN CONDITION (FF)

2 .W- 050701 1343,87 XCFAS, /0 TIMEOUT INTERVAL HAS BEEN EXCEEDED
8 XC256A  REMOVAL OF PRIMARY COUPLE DATA SET SYS1.COMBAT.SYSP.CDS01
FOR SYSPLEX CANNOT FINISH THE ACTION PHASE UNTIL THE
FOLLOWING SYSTEM(S) ACKNOWLEDGE THE REMOVAL: CBSD CBBA
7 XC2531  ALTERNATE COUPLE DATA SET SYS1.COMBAT.SFM.CDS02 FOR SFM
IS BEING REMOVED BECAUSE OF AN /0 ERROR DETECTED BY

SYSTEM CB88 ERROR CASE: PERMANENT ERROR

7 [XC2631  REMOVAL OF THE PRIMARY COUPLE DATA SET
SYS1.COMBAT.SYSP.CDS01 FOR SYSPLEX IS COMPLETE
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Date (UTC): Analysis Source: Change Sou
| % June 1, 2014 y & UTCPLXCB

Interval Anomaly Scores by System

System Anomaly Scores

UTCPLXCB.CB86
(UTC) -4

UTCPLXCB.CB88
(UTC) -4

Time: 20:10 -- 20:20
Unique Msg Ids: 32

UTCPLXCB.CB89 Anomaly Score: 99.7
(UTC) -4

l'J\b The yellow bar at 20:10 on CB89
indicates a high anomaly score.
Let's drill down to see why.

UTCPLXCB.CBBA
(UTC) -4

Timeline (UTC)
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Messages IOS002A & 10S2002] appeared 51 times and are the highest contributors to the

anomaly score. These messages reveal that system CB89 is not connected to storage device
1324, which contains critical system data sets.

= I F Appearance

({Coun

t
26.746 Cfnxl . IDS002A \ 1324,NO PATHS AVAILABLE 101 108

26.746 91 10520021 J 1324 NO PATHS AVAILABLE STATUS FOR PATH(S) 82,83,86,87 IN
PROCESS OF INITIALIZING PATH (B0) NO FURTHER INFORMATION

AVAILABLE OR UNKNOWN CONDITION (FF)

20 .‘HH- 10S0791  1343,87 XCFAS, /0 TIMEOUT INTERVAL HAS BEEN EXCEEDED

[XC253I PRIMARY COUPLE DATA SET $Y51.COMBAT.CFRM.CDS01 FOR CFRM IS
BEING REMOVED BECAUSE OF AN I/O ERROR DETECTED BY SYSTEM

CB89 ERROR CASE: PERMANENT ERROR

.‘- 10S000! 1343,83,8IM,,**02,,,CBSYS1,XCFAS

Using IBM zAware, we see that multiple systems have lost connectivity to different storage
devices. Investigation beyond IBM zAware was required to determine why connectivity was
lost. The investigation concluded an update to the system configuration file removed the paths
to the storage devices and that caused the loss of connectivity.

Let's go back to the Analysis panel for one more observation. © 2014 IBM Corporation

Time Line MessageID  Message Example Rarity Score Component

7
3




IBM zAware: A smarter way to detect and diagnose system anomalies

The lack of analysis bars for systems CB86, CB89 and CB8A indicates that these systems are
no longer connected to IBM zAware. Further investigation uncovers that the systems were
unable to recover from the loss of access to the critical system datasets and failed.

Interval Anomaly Scores by System

System Anomaly Scores

Time: 20:20 -- 20:30

Unique Msg Ids: 0
UTCPLXCHB{CBE6 Anomaly Score: 0.0
(UTC) 4 . ] i . : .

UTCPLXCB.CB&8
(UTC) 4

UTCPLXCHRCBS&Y
(UTC) -4
UTCPLXCHCBBA
(UTC) 4

UTCPLXCB.CB28B
(UTC) 4

Timeline (UTC)
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IBM zAware - Smarter monitoring for smarter computing

IBM zAware is a self learning solution that analyzes messages in
near real-time to provide insight into the behavior of Z/OS systems.

IBM zAware:

* Helps diagnose problems quickly and more accurately to improve
service recovery time.

* Reduces risk by identifying “what changed” after maintenance,
upgrade, or new product installation.

* Provides an easy-to-use graphical interface that you can use to
answer key problem determination questions.
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Resources

* Publications:
— IBM System z Advanced Workload Analysis Reporter (IBM zAware) Guide
— Extending z/OS System Management Functions with IBM zAware

* Blogs:
— The Journey to IBM zAware
— zAware Installation and Startup
— Top 10 Most Frequently Asked Questions About IBM zAware

" Demo:
— IBM zAware GUI

21 © 2014 IBM Corporation


http://www.ibm.com/support/docview.wss?uid=isg24f9114255d7d1f3285257a6a0077c2ca
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http://www.redbooks.ibm.com/abstracts/sg248070.html?Open
http://www.ibm.com/connections/blogs/systemz/entry/zaware?lang=en_us
http://www.ibm.com/connections/blogs/systemz/entry/zaware_installation?lang=en_us
http://www.ibm.com/connections/blogs/systemz/entry/zawarefaq?lang=en_us
http://www.youtube.com/watch?v=aX66trljeI4#t=32
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Questions

22
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