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Agenda

Dynamic Workloads in Cloud Data Centers
Open Standards

— OpenStack — what is it, how will it benefit us
— OpenDaylight
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What’s in store for the future of SDN?

A New Approach for Developing Technology
and Building Partnerships
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The IT Industry is in transition ~ Software Defined

- _ Environm
Traditional environments can no longer support
emerging business needs n
openstack”

Service Chains & Software Patterns
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®* Applications & Devices are independent =Efficient, Integrated Security
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Business needs are driving software defined
cloud data centers

Business needs... Enterprise Connectivity implications...

= Connectivity rationalization

— Changes in how IT systems are
interconnected

Energy Cost and environmental
considerations

Faster access to compute resources

| need to reduce my
facilities costs through a
more efficient use of
resources

Intelligent management of infrastructure
— Increased complexity of systems
Increased data traffic and analytics

— Compute and network scalability on
demand

| need to keep up with the
overwhelming volume,

variety and velocity of data

flooding the organization

» Network scalability (TB - ZB)

» |ncreased connectivity requirements
(Wireless & Mobile)

= Flexibility to adjust network
connectivity on demand

= New resilience requirements

| want to increase
collaboration to drive

productivity and innovation

across the value chain
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So what is a SDDC ?
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Workload-Aware Elastic Orchestration & Optimization
Best practices are captured as software and infrastructure patterns

/4[’1

« Patterns are used to describe both the
software and infrastructure components,
Q ﬁ relationships, policies and services levels
used to provision and manage resources
Policies  Events for a business service

« Automation and optimization is a
distributed and collaborative approach
that is performed with the context of the

workloads and business services
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Policies Events
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context of the resources being managed by
| each component in the system (software,
Resouree Abstractions

server, storage, network)
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Compute Network Storage
Software Defined Tnfrastructure

Policies Events

Converged Infrastructure
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OpenDaylight — A Software Defined Network Controller

Open Daylight is an open
source project under the
Linux Foundation
with the mutual goal of
furthering SDN adoption
and innovation
through the creation of a
common industry
supported framework
www.opendaylight.org

Eclipse Public License (EPL)

First Release announced
Sept. 2013
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VTN: Virtual Tenant Network

DOVE: Distributed Overlay Virtual Ethernet
DDoS: Distributed Denial Of Service

LISP: Locator/Identifier Separation Protocol
OVSDB: Open vSwitch DataBase protocol
BGP: Border Gateway Protocol

PCEP: Path Computation Element Communication Protocol

SNMP. Simple Network Management Protocol

DDoS Network Applications
Protection Orchestrations & Services

Base Network Service Functions

Topology Stats Switch Host
Manager Manager Manager Tracker
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(Virtual Switches, Physical
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http://www.linuxfoundation.org/
http://www.opendaylight.org/

Cloud
Solutions

Security &
Authentication

OVF Images
DB2 support

Nova

drivers

Pure
Systems
Solutions

Quantum

;Network

drivers

Technical
Computing
Solutions

OpenStack Meets OpenDaylight

OpenStack Solutions

—Enterprise Solutions

3 Party
Solutions

openstack

CLOUD SOFTWARE

Cinder
<>

drivers

I, PR
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Hypervisor Platforms Overlay Storage Virtualization
Apps and Platforms
RHEV-M 2L PRy i i i
Overlay Contrcﬁ?;enﬂo
(DOVE) | Plane
Servers Partner Network Storage
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v Application Aware
v Cloud Orchestration
v' Puppet, Chef

Deliver Optimization

Live upgrades

Security and authentication
Membership services

Globalization translation integration
QA enhancements

Support key middleware

AN NANA N

v' Automated service connectivity
v' Open Daylight based SDN

v' Server enablement

v Block storage enablement

v Cross platform test and assurance

J—Contribute Platform Support



OpenStack: Infrastructure as a Service

OpenStack is a global collaboration of developers & cloud computing technologists working
to produce an ubiquitous Infrastructure as a Service (laaS) open source cloud computing
openstack- platform for public & private clouds.

Your Applications Platlnum SpOﬂSOfS

@ nebula ‘ i
@ rackspace(:) v redhat " ‘I:'IS":‘; YAHO!'! DreHust
NoAD ey
OPENSTACK sise TETS QD at&t 'S . D
WPERATING SYSTEM 1 — &8 T Ubuntu % &muas sl

OpenStack Dashboarc

Compute Networking Storage

INI=8l Exponential growth In 1+ YR Hels:
OpenStack Shared Services 2012 1 50 1021 2013

Contributors | Contributors
2600 Individuals | 12,100+ Individuals

standard Hardware

Design Tenets...

scalability and elasticity are our main goals

*share nothing, distribute everything (asynchronous and horizontally scalable)
«any feature that limits our main goals must be optional

saccept eventual consistency and use it where appropriate

Code available under Apache 2.0 license. Design tenets — scale & elasticity, share nothing & distribute everything

OpenStack is becoming the defacto-standard API for laaS with a broad
ecosystem being established.....

MARIST http://sdn.marist.edu




OpenStack Global Collaboration

OpenStack is a global collaboration of developers & cloud computing technologists working
to produce an ubiquitous Infrastructure as a Service (laaS) open source cloud computing

openstack platform for public & private clouds.
p 3 OpenStack Dashboard (Horizon)
Dash B o Enables administrators and users to access & provision
L as oar ( OI’IZOI’]) J cloud-based resources through a self-service portal.
OpenStack API )

\ J OpenStack Image Service (Glance)
1 ] ] ) Catalog and manage massive libraries of server images
| Security (KeySt}nf:{ Scheduler ] [ Projects
4 ) =71 OpenStack Identity (Keystone)

Images (Glancg) [ Flavors ] [ Quotas { - Unified authentication across all OpenStack projects and
: integrates with existing authentication systems.
\ AMQP ] [ DBMS J

\=
ompute |
| "5 | Nova

[ drivers

)

Block

[

sorage | Cinder
drivers ]
it s
= 1=
s
L
Storage

OpenStack Networking (Neutron)
Manage network connectivity for virtual machines

NS
Neutro OpenStack Compute Storage (Cinder)
5

Managed persistent storage

] OpenStack Compute (Nova)
Provision and manage large networks of virtual
machines

[ drivers

2L OpenStack Object Store (Swift)
»& Create petabytes of secure, reliable storage using
standard HW

Network Code available under Apache 2.0 license. Design tenets — scale &

elasticity, share nothing & distribute everything
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Many Use Cases Benefit from SDN
Bandwidth calendaring m Cloud bursting & /‘/

VM Migration

Private
Datacenters

Workload balancing &

Secure multi-tenancy ?
High Availability

& DDos Prevention

Tenant 1

Load

http://sdn.marist.edu



First, let’s consider physical flow control

Let’s take a simple Ethernet Switch as an example...

Ethernet Switch

http://sdn.marist.edu



Control Path (Software)

Data Path (Hardware)




OpenFlow Controller

OpenFlow Protocol (SSL/TCP)¢

Control Path ||OpenFlow
Data Path (Hardware)




Open Flow Example Controller

Layer

software [OpenFIow Client

Flow Table
MAC |MAC [IP IP TCP  [TCP Action
rc dst Src Dst sport [dport
Hardware
* * * 5.6.7.8 * * port 1
Layer

http://sdn.marist.edu



OpenFlow Basics
Flow Table Entries

“Match” Rule | Action Stats

Packet + byte counters

Forward packet to zero or more ports
Encapsulate and forward to controller
Send to normal processing pipeline
Modify Fields

Any extensions you add!

S

Switch | vLAN | VLAN| MAC | mAC | Eth IP IP P [P L4 L4
Port |ID pcp | src dst type | Src [ Dst [ ToS [ Prot | sport | dport

+ mask what fields to match

http://sdn.marist.edu



Examples

Packet Switching (bandwidth calendaring)

Switch MAC [MAC [Eth LAN |IP IP IP TCP TCP Action

Port rc dst ype (D Src Dst Prot [sport [dport

* %k 001f * %k * %k %k %k %k port6
Flow Switching (service chains, VM migration)

Switch MAC |MAC [Eth LAN |IP IP IP TCP TCP Action

Port rc dst ype [ID Src Dst Prot [sport [dport

port3 00:20.. 00:1f.. 0800 vlanl 1.2.3.4 5.6.7.8 4 17264 80 port6
Firewall (virtual network security)

Switch MAC [MAC [Eth LAN |IP IP IP TCP TCP Action

Port rc dst ype [ID Src Dst Prot [sport [dport

* %k * * * k %k * 22 drop

MARIST
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Centralized vs Distributed Control

Both models are possible with OpenFlow

Centralized Control

Controller

2 OpenFlow
<. Switch

I

W OpenFlow | .
. Switch

2 OpenFlow
<. Switch

Distributed Control

Controller

A OpenFlow
< Switch

I

Controller

|

2 OpenFlow |-°°
. Switch

http://sdn.marist.edu
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We can add virtual flow control with an overlay

Postal service analogy
Internal Zip -
Service |

Postal Service & R

Look up target US Postal Service delivers
address through mail to target address
directory service

OnIY target receives mail,
scales to huge networks

---------------------
1111111111111111111111

Network Overlays (SDN VE, VXLAN, NSX)

A service analogous & B Webs
I phere | DB2.| DB2.,
o a DNS is maps Physical fabric delivers ‘
VM@ / Tenant” and packets to physical Network
Physical server or server address. = Hypervisor
Gateway ) SDN enabled
< e enable
SDN Controller ' \ switches
Cluster I‘l hvsi .' =
Physica
Fabric vSwitch

] switches cache
“VM@ / Tenant” to
“Physical server or Gateway”
T [T DCS mappings

http://sdn.marist.edu 22




NFV (Network Functions Virtualization)

A network architecture that virtualizes physical appliances into virtual functions that can be
chained together to create a service.

Traditional With NFV

el = '\r"-'\h

e o= -, P — T
F - . l / . ,
A Publictp € Prwa‘te P A PublicIP C Prwa‘telP\ )
C G, services )~ __ services

E{/ Service | [ / Service

Provider PR Openflowswitch  Provider

IEI Core Router B router in vM
) ~[EY] Control / Orchestration
Customer, Customer

N . b ..J
_senvices”

NID Site I o Site
Router .
R ACorporate )
/Corporate ) CNetwork
T Network -
s [)at3 Plane Control Plane s [)3ta Plane Control Plane

Image source: http://www.moorinsightsstrategy.com/wp-content/uploads/2013/08/traditional-NFV.png
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The relationship between NFV and SDN

Probe Firewal
virtualization to consolidate

raotitar q
Cwa a network equipment onto
cSN g W oo industry standard high

‘—_‘ Network ISV ’s
i"‘g - — T | NFV uses standard IT
| ool G e S
VAS PE e s i

e b olic . -
vessay L conrd) volume, availability, and

EPC

reliability servers, switches,
and storage
Saves energy, space, etc.

Traditional Carrier
Environment

SDN separates the control and data planes of a network to create a centrally
controlled, intelligent, agile, software network

SODN approach with separate control and data planes

Traditional Switches with combined ControlUData Planes

http://sdn.marist.edu
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Network Agility

e How do we achieve this?

— Create custom solutions to abstract the
complexity and allow multiple layers of the stack
be orchestrated

* How can we change today’s behavior? m
— Let the administrator and engineers work on more
meaningful tasks other then repetitive tasks

* Such as:
— Reconfiguring a specific switch port for a different vlan
— Modifying firewall rules an layers of firewalls

Image source: http://www.dog-obedience-training-review.com/dog-agility-training.html

http://sdn.marist.edu



|

Getting life back for the Network Administrator

Orchestration

Application

-
Open SDN Platform

Apps and Services
Connectivity = Path
Service Service

Security
Appliance sse

Open SDN Controller

Overlay Control Plane Data Plane
Layer (DOVE Layer (Native Layer (OF
Tenant 1 cloud Tenant

o WebSphere | DB2.

" WebSphere  DB2.
— .

Network Hypervisor

Link
Layer

2 cloud

-

|

Programmable by orchestration application

* Dynamically provisioned
e Scalable capacity
e Abstracted HW complexity

Virtualized programmable
Optical network (Bandwidth
on Demand)

http://sdn.marist.edu
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MARIST: SDN Innovation Lab - Dynamic Infrastructure Test Bed

C )

. OF Controller (VM)  \/\M Cluster OF Agent (VM) ;

——

single 10G .ll' 1!‘-

i ————————————
Datacenter A

\ v
a N Metro @ D
VM Cluster Fiber Network VM Cluster
_ dual 10G r-Tlual 106 _
Storage

Storage ~“farontar B
Datacenter b Datacenterc
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Avior - Overview

* Avior is an easy-to-use graphical application for
network monitoring and testing.

* Avior talks directly to the SDN controller via REST.

— Eliminates the need for programming or scripting in
order to monitor or manipulate the network.

* Features
v’ Monitor Openflow network statistics in real time
v’ View live network topology
v’ Configure static network flows
v’ Administer firewall rules and other policies
v’ Mobile friendly design runs in any Web browser

MARIST http://sdn.marist.edu




What Problem Does Avior Address?

{"00:12:34:40:b5:40:bB:00": [{"actions": [{"port":20, "maxLength™:-1, "length™:8, "type":"OUTPUT", "lengthU":8}],"priority":0, "cookie":9007199254740992, "idleTimeocut":5, "hardTimeout™:0, "match":

{"datalayerDestination":"fa:16:3e:7b:%:78", "datalayerSource":"00:50:56:a3:7f:5a", "datalayerType”: "0x0000", "datalayerVirtuallan":-1, "datalayerVirtuallanPriorityCodePoint": 0, "inputPort":17, "networkDestination”:"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol”:0, "networkSource™:"0.0.0.0", "network5SourceMaskLen”:0, "networkTypeCfService”:0, "transportDestination”:0, "transportSource”:0, "wildcards™:3145712}, "durationSeconds":121388, "durationNanoseconds": 0, "packetCou
nt":282709888102, "byteCount” : 99634011733783, "tableld":0}, {"actions": [{"port":17, "maxlength":—1, "length":8, "type": "OUTPUT", "lengthU":8} ], "priority™: 0, "cookie": 9007199254740992, "idleTimeout" : 5, "hardTimeout":0, "match":
{"datalayerDestination":"fa:16:3e:04:34:76", "datalayerSource”:"00:50:56:a3:7f:5a", "datalayerType”:"0x0000", "datalayerVirtuallan": -1, "datalayerVirtuallanPriorityCodePoint "0, "inputPorc": 20, "networkDestination”:"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol”:0, "networkSource”:"0.0.0.0", "networkSourceMaskLen":0, "networkTypeCfService”:0, "transportDestinatio . "transportSource”:0, "wildcards™:3145712}, "durationSeconds":37168, "durationNanoseconds": 0, "packetCoun
t":28339828897, "byteCount":10060639257015, "tableId": 0}, {"actiona™: [{"port™:21, "maxLength":-1, "length":&, "type”: "OUTPUL", "lengthU":8}], "priority":0, "cookie™:9007199254740992, "idleTimeout”: 5, "hardTimeout": 0, "match":
{"datalayerDestination":"e4:1£:13:25:3c:14", "datalayerSource”:"e4:1£:13:e5:3b:e4", "datalayexrType”: "0x0000", "datalayerVirtuallan™: -1, "datalayerVirtuallanPriorityCodePoint":0, "inputPort™: 22, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol ,"networkSource”:"0.0.0.0", "networkSourceMaskLe: 0, "networkTypeCfService":0, "transportDestinatio . "transportSource”:0, "wildcards™:3145712}, "durationSeconds":37168, "durationNanoseconds":0, "packetCoun
t":71664, "byteCount™: 14420548, "tableId":0}, {"actions": [{"port":17, "maxlength" -1, "length": &, "type": "OUTPUT", "lengthU": 8} ], "pricrity":0, "cookie": 9007189254740992, "idleTineout " 5, "hardTimeout " : 0, "match™:
{"datalayerDestination":"28:c0:da:3c:3c:80", "datalayerSource”:"e £:13:e5:3b:e4", "datalayerType”:"0x0000", "datalayerVirtuallan":-1, "datalayerVirtualLanPriorityCodePoint":0, "inputPort™:22, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol”:0, "networkSource":"0.0.0.0", "networkSourceMaskLe: 0, "networkTypeCfService":0, "transportDestinatio . "transportSource”:0, "wildcards":3145712 "durationSeconds":37132, "durationNanoseconds":0, "packetCoun
£M:87288, "byteCount" 14248359, "tableId": 0}, {"actions™: [{"port":22, "maxlength":—1, "length": &, "type" : "OUTBUT", "lengthlU":2}], "priority™:0, "cookie": 3007199254740892, "idleTineout : 5, "hardTimeout": 0, "match:
{"datalayerDestination":"e4:1f:13:e5:3b:e4", "datalayerSource”:"28:c0:da:3c:3c:80", "datalayerType”: "0x0000", "datalayerVirtuallan™:-1, "datalayerVirtualLanPriorityCodePoint":0, "inputPort™:17, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol”:0, "networkSource":"0.0.0.0", "networkSourceMaskLe! 0, "networkTypeOfService":0, "transportDestinatio ,"transportSource”:0, "wildcards™:3145712}, "durationSeconds":37132, "durationNanoseconds":0, "packetCoun
t":37259, "byteCount™:4246703, "tableId": 0}, {"actiona™: [{"poxrt":22, "maxlength":-1, "length": &, "type" : "CUIPUI", "lengthU":8}], "priority":0, "cookie™:9007199254740992, "idleTimeout™: 5, "hardTimeout":0, "match":
{"datalayerDestination":"00:50:56:a47:32:a3", "datalayerSource”:"00:50:56:a3:7f:5a", "datalayerType”:"0x0000", "datalayerVirtuallan™:-1, "datalayerVirtuallLanPriorityCodePoint":0, "inputPor 20, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol ,"networkSource™:"0.0.0.0", "networkSourceMaskLe! » "networkTypeCfService”:0, "transportDestinatio ,"transportSource":0, "wildcards":3145712}, "durationSeconds 0, "durationNanoseconds":0, "packetCount™:
2,"byteCount™; 144, "tableId”: 0}, {"actions": [{"port":20, "maxLength":-1,"length":8, "type": "OUTPUT", "lengthU":8}], "priority”:0, "cookie™:9007199254740992, "idleTimeout™: 5, "hardTimeout":0, "match":
{"datalayerDestination":"00:50:56:a3:7f:5a", "datalayerSource":"00:50:56:a7:32:a3", "datalayerType”:"0x0000", "datalayerVirtuallan":-1,"datalayerVirtualLanPriorityCodePoint":0, "inputPort":22, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol”:0, "networkSource":"0.0.0.0", "networkSourceMaskLe! » "networkTypeCfService”:0, "transportDestinatio ¢ "transportSource”:0, "wildcards™:3145712}, "durationSeconds":10, "durationNanoseconds":0, "packetCount":
2, "byteCount":176,"tableId":0}, {"actions": [{"port":22, "maxlength":-1,"length":§, "type": "OUTPUT", "lengthU": 8} ], "priority":0, "cockie™:9007199254740992, "idleTimeout": 5, "hardTimeout": 0, "match
{"datalayerDestination":"00:50:56:27:32:a3", "datalayerSource":"00:50:56:a27:48:fd", "dataLayerType™:"0x0000", "datalayerVirtuallan":-1, "datalayerVirtualLanPriorityCodePoint":0, "inputPort":21, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen™:0, "networkProtocol™:0, "networkSource™:"0.0.0.0", "networkSourceMaskLe: 0, "networkTypeCfService":0, "transportDestinatio 0, "transportSource™:0, "wildcards™:3145712}, "durationSeconds": 4, "durationNanoseconda™: 0, "packetCount™”
, "byteCount”:80, "tableId":0}, {"actions": [{"port":21, "maxLength”:-1, "length®: 8, "type”: "OUTPUT", "lengthU":8}], "priority™:0, "cookie”:3007199254740992, "idleTimeout™: 5, "hardTimeout " : 0, "match”:

{"datalayerDestination":"00:50:56:27:48:fd", "datalayerSource":"00:50:56:a7:32:a3", "datalayerType™:"0x0000", "datalayerVirtuallan":-1, "datalayerVirtuallanPriorityCodePoint":0, "inputPort™:22, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol™:0, "networkSource™:"0.0.0.0", "networkSourceMaskLen":0, "networkTypeCfService”:0, "transportDestination”:0, "transportSource”:0, "wildcards":3145712}, "durationSeconds”: 4, "durationNanoseconds": 0, "packetCount™:1
, "byteCount®:112, "tableTd":0}],"00:12:34:40:b5:35:19:00": [{"actions™: [{"port™:20, "maxlength™: -1, "length": 8, "type": "OUTEUT", "lengthll

}]1,"priority™:0, "cookie":9007199254740992, "idleTimeout"”: 5, "hardTimeout" "match”:
{"datalayerDestination":"fa:16:3e:7b:%e:78", "datalayerSource":"00:50:56:a3:7f:5a", "datalayexrType™:"0x0000", "datalayerVirtuallan":-1, "datalayerVirtuallanPriorityCodePoint":0, "inputPort":17, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen™:0, "networkProtocol™: 0, "networkSource™:"0.0.0.0", "networkSourceMaskLen": 0, "networkTypeCfService”:0, "transportDestination”:0, "transportSource”:0, "wildcards":3145712}, "durationSeconds”:121390, "durationNanoseconds": 0, "packetCou
nt":283709888218, "byteCount” : 99634011824787, "tableld":0}, {"actions": [{"port":17, "maxlength":-1, "length":8, "cyps" : "OUTPUT", "lengthU":8}], "priority™: 0, "cookie": 9007198254740892, "idleTimeout" : 5, "hardTimeout":0, "match":
{"datalayerDestination":"fa:16:3e:04:34:76", "datalayerSource”:"00:50:56:a3:7f:5a", "datalayerType”:"0x0000", "datalayerVirtuallan":-1, "datalayerVirtuallanPriorityCodePoint": 0, "inputPort": 20, "networkDestination”:"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol”:0, "networkSource”:"0.0.0.0", "networkSourceMaskLen":0, "networkTypeCfService”:0, "transportDestination”:0, "transportSource”:0, "wildcards™:3145712}, "durationSeconds":37169, "durationNanoseconds » "packetCoun
t":28339829061, "byteCount™:10060639315235, "tableId": {"actionsa": [{"port":20, "maxLength":-1, "length":8, "type": "OUTPUT", "lengthU" ,"priority":0, "cookie":9007199254740932, "idleTimeout"”:5, "hardTimeout":0, "match":
{"datalayerDeatination™:"00:50:56:a27:07:£f", "datalayerSource™:"e4:1f:13:25:3b:90", "datalayerType™:"0x0000", "datalayerVirtuallan™:-1, "datalayerVirtuallLanPriorityCodePoint":0, "inputPort":17, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol ,"networkSource™:"0.0.0.0", "networkSourceMaskLen":0, "networkTypeCfService”:0, "transportDestination”:0, "transportSource”:0, "wildcards™:3145712}, "durationSeconds": 4, "durationNanoseconds™: 0, "packetCount":
,"byteCount":612, "tableId":0}, {"actions": [{"port™:20, "maxlength": -1, "lengt , "type":"OUTPUT", "lengthl 1, "priority":0, "cookie":9007199254740982, "idleTimeout": 5, "hardTineout”

{"datalayerDestination™:"00:50:56:a27:07:£f", "datalayerSource”:"e4:1f:13:e5:3e:c4", "datalayerType”:"0x0000", "datalayerVirtuallan™: -1, "datalayerVirtuallLanPriorityCodePoint":0, "inputPort™:17, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol ,"networkSource”:"0.0.0.0", "networkSourceMaskLer » "networkTypeCfService”:0, "transportDestination™:0, "transportSource™:0, "wildcards™:3145712}, "durationSeconds »"durationNanoseconds":0, "packetCount"
, "byteCount": 628, "tableId":0}, {"actions": [{"port™:17, "maxlength": -1, "lengt , "type":"OUTPUT", "lengthl 1, "priority":0, "cookie":9007199254740982, "idleTimeout": 5, "hardTineout”

{"datalayerDestination":"e4:1f:13:25:3b:90", "datalayerSource”:"00:50:56:a7:07:ff", "datalayerType”:"0x0000", "datalayerVirtuallan™:-1, "datalayerVirtualLanPriorityCodePoint":0, "inputPort™: 20, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol ,"networkSource":"0.0.0.0", "networkSourceMaskLen":0, "networkTypeOfService":0, "transportDestination”:0, "transportSource”:0, "wildcards™:3145712}, "durationSeconds":1, "durationNanoseconds™:0, "packetCount™:3
, "oyteCount":344, "tableId":0}, {Mactions": [{"port":17, "maxlength:-1, "length": &, "type®: "OUTEUTY, "lengthU":81], "priczity":0, "cockis™: 9007199254740992, "idleTimeout": 5, "hardTineout": 0, "match™:

{"datalayerDestination":"e4:1f:13:e5:3e:c4", "datalayerSource”:"00:50:56:a7:07:£f", "datalayerType”:"0x0000", "datalayerVirtuallan™:-1, "datalayerVirtualLanPriorityCodePoint":0, "inputPort™: 20, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol":0, "networkSource™:"0.0.0.0", "network5ourceMaskLen" , "networkTypeC®fService":0, "transportDestination”:0, "transportSource":0, "wildcards":3145712}, "durationSeconds":1, "durationNanoseconds":0, "packetCount™:1
, "byteCount": 64, "tableId":0}],"00:12:34:40:b5:40:52:00": [{"actions" 7, "maxlength":-1, "length™:8, "type” : "OUTEUT™, "lengthU" 8} ], "priority™: 0, "cookie":9007198254740892, "idleTimeout™: 5, "hardTimeout ™ 0, "match™:
{"datalayerDestination":"fa:16:3e:7b:8e:78", "datalayerSource”:"00:50:56:a3:7f:5a", "datalayerType”:"0x0000", "datalayerVirtuallan™:-1, "datalayerVirtuallLanPriorityCodePoint":0, "inputPort™: 20, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol":0, "networkSource™:"0.0.0.0", "network5ourceMaskLen" » "networkTypeCfService”:0, "transportDestination ¢ "transportSource”:0, "wildcards™:3145712}, "durationSeconds":121389, "durationNanoseconds": 0, "packetCou
ot 82708888101, "byreCount":92634011783543, "vableld": 0}, {"actions": 0, "maxLength":-1,"length": 8, "type" :"OUTPUT", "lengthU":8}], "priority”:0, "cookie":9007193254740992, "idleTimeout y "hardTimecout”:0, "match":
{"datalayerDestination":"fa:16:3e:04:34:76", "datalayerSource":"00:50:56:a3:7f:5a", "datalayerType”:"0x0000", "datalayerVirtuallan":-1,"datalayerVirtualLanPriorityCodePoint":0, "inputPort":17, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen":0, "networkProtocol”: 0, "networkSource™:"0.0.0.0", "networkSourceMaskLe; 0, "networkTypeC®fService":0, "transportDestinatio . "transportSource”:0, "wildcards":3145712}, "durationSeconds": 37168, "durationNanoseconds":0, "packetCoun
T":28339829184, "byteCount": 10060639358900, "rableTd": 0}, {"actions™: [{"parc": 20, "maxlength": -1, "length": 8, "type": "OUTEUT", "lengrhl":8}], "prioricy™:0, "cookia®: 9007199254740992, "idleTineous": 5, "nardTinesut 0, "nacch™:
{"datalayerDestination":"00:50:56:27:32:a3", "datalayerSource":"0 0:56:a83:7f:5a", "dataLlayerType™:"0x0000", "datalayerVirtuallan":-1,"datalayerVirtualLanPriorityCodePoint":0, "inputPort":22, "networkDestination":"0.0.0.0", "networkDestinat
ionMaskLen™:0 etworkProtocol ,"networkSource™:"0.0.0.0", "netWworkSourceMaskLe! 0, "networkTypeCfService":0, "transportDestinatio 0,"transportSource":0, "wildcards™:3145712}, "durationSeconds":10, "durationNanoseconds": 0, "packetCount™:
2,"byteCount™: 144, "tableld":0}, {"actions": [{"port":22, "maxlength”:-1, "length”: 8, "cype": "OUTEUT", "lengthU": 8} ], "priority":0, "cookie" 1 9007199254740892, "idleTimeout": 5, "hardTimeout":0, "match™:

{"datalayerDestination":"00:50:56:a3:7f:5a", "datalayerSource”:"0 0:56:27:32:a3", "datalayerType™:"0x0000", "datalayerVirtuallan":-1, "datalayerVirtuallanPriorityCodePoint":0, "inputPort™: 20, "networkDestination":"0.0.0.0", "networkDestinat

0, "match":

0, "match":
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Avior — Overview of all switches
O

Switches (5) & LogOut Cavior= ¢ )

oy il P
@ swiches

¢> 00:00:00:00:00:00:00:0a P —
© 00:00:00:00:00:00:00:01
© 00:01:34:40:b5:3¢:18:00 Desaiptn
C; 00 . 0 1 : 3‘ . ‘0 ' b 5 8 40 . ba 0 00 Manufacturer: Nicira, Inc.
I I I I Hardware: Open vSwitch
Software: 1.9.0
€ 00:12:34:40:b56:3¢:19:00 Serial Num: None 0
Connected Since: Thu 08 May 2014 03:10:37 PM EDT '
€2 00:12:34:40:b5:40:560:00
Ports (3) o
Link Name | Number RX ™ Rx TX Dropped | Errors
Status Packets | Packets | Byles | Bytes
UP stethl | 1 5 29 378 1938 0 0
> UpP steth2 | 2 0 10 0 756 0 0
DOWN s1 65534 |5 29 378 1938 0 0
Flows (0)
No Flows

http://sdn.marist.edu



Avior — Hosts on the Network

[ Avier x E‘ﬂ‘gj

€« C [ avior.cs.marist.edu:8080/avior/index.htm / [ Avior x

&« Q@ [} avior.cs.marist.edu:8080/avior/index.himi#hosts

Hosts on the network (15)

Hosts on the network (15)

€ Refresh

¢ Refresh

€ (noIP address found) e ound)
no IP address foun
& (noIP address found) © (no1P address found]
no IP address foun

€ (noIP address found) © (nolP address found]
€ (no IP address found) & (no P address found)
€ (noIP address found) © (nolP address found)
O 1011181 > | © 1041184
© 10.11.18.50
© 10.11.18.61 IP Address: 10.11.18.1

Mac Address: 28:c0:da:3c:3c:80
€ 10.11.18.62

Attached to switch-  00:01:34:40'b5:3c:18:00 , on port 20
& 10.11.18.63

Last Seen: 9/11/2013 11:09:05 AM
@ 10.11.18.101
€ 10.11.18.102 & 10.11.18.50
& 10.11.18.103 @ 10.11.18.61
© 10.11.18.104 © 10.11.18.62
 10.11.18.106 & 10.11.18.63

avigrcs.marist.edu:8080/avior/indexhtmi#

—_—




Avior — Topology View

[ =N
[ Avior x
(_

C | [} avior.cs.marist.edu:8080/avior/index.html#topology

=
n

‘Q\A vior=y
. baate
Network Topology

Show Labels  Local View

m

http://sdn.marist.edu



Avior — Static Flow Editor

AFTER

Static Flow Manager Network Topology

Select DPID:

Show Labels

N

Push Flow Delete AllF... Clear A Flow Delete Flow ﬁ
B E F O R E Advanced Flow Editor

Match: Actions:

MINGW32:~/Dropbox/Funzies/cc

GH

—d '{"switch": "O0B:B0:060:8 A:88:81", "name":"flow-mod-1"", "cookie
Y"priority" V32768, "ingress rt': JMactive' "ty "actions'":"output
sstrip_vlan"}’ http://<controller_ip>:8888-un/staticf lowventrypusher/json




Avior — Firewall

* Enforces behavior with flows against proactive
Firewall rules
— Allow - Normal forwarding
— Deny - Drop Flow (No action)

BEFORE

MINGW32:~/Dropbox/Funzies/cc - 0O

£ rl —H POST d { —ip': 13 B B 4 32 "d i ": i@, B B 18-32", “nu—prot
.‘- UDP 5813 Yacti YDENE™ 3 ht /localhost :8B2E. un/f 11111 Wa

ule n
rl: (?) couldn’t connect to host

5 cuprl —B POST —d *{“spc-ip": “168.0.8.10-32", "dst—ip": i@, B 8.4/ 32 "nu—prot
0" :"UDP", "tp-dst":"5018",. “action":"DENY" >’ http://localhost:808B/un/fi all

http://sdn.marist.edu
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A Dynamic Provisioning
Application
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Marist SDN Innovation Lab: Application and Ul

@ User (or automated tool) decides to
modify network

l : @ Call ADVAlanche through Avior

— >
AVIOR ADVAlanche User or automated trigger modifies

@ transport network through

1 l 1 @ ADVAlanche

OpenFlow Controller
(ie: Floodlight or OpenDaylight Controller) @ @ Lambda provisioned

@ Complete application aware action

. . }

OF Switch OF Switch OF Switch

APPLICATION

OpenFI(%:w Agent @ @ @ \ SOFTWAR
%)

Top Image source: http://www.boomerangtv.co.uk/sites/www.boomerangtv.co.uk/files/imagecache/character_image/characters/flintstones-fred1.gif

Bottom Image source: http://www.ab.com/linked/drives/drvappsw/images/AppSoftrgb_WhiteCrop.jpg

http://sdn.marist.edu



Marist: SDN Innovation Lab - = AD\/A 1 AncLE

& W ke Y B N By

e (Qverview

— Graphical user interface to observe and provision
optical links on the WAN

— Web application design allows access from tablets,
phones, and personal computers

— User can interact with the optical network by drawing
links between nodes

— Current topology can be provisioned with one click

http://sdn.marist.edu



Orchestration in Action

« ¢

© ~ANV/Aanruce

N nmwy we RkNIYNE Ay

00:35 00: 40
B User Now: 99.18 Min: O.4% Avg 28008 Max: 9. 6
L0 Nice_Now. 0.0 _Man. 00N Ava. 0.0h  Maxi 0.0%

T D S T

Ubuntu Server gmondNode 1E 18.65
Ubuntu Git Lab Server 17,55

Updated info for host: 10.11.18.102
Updated info for host: 10.11,18.103
Updated info for host: 10.11.18.104
RS Retrieved current VMs

L Gl N P o Updated VM data

JIRetrieving triggers...

Checking triggers...

Reprovisioning optical network to 'Double j
onnection' topology...

http://sdn.marist.edu



Orchestration in Action - Completed

10.11.18.66 CPU last custom

00:35

B User  Now Min: 0.4 Avg 36.1N
[ Nice  Now: Min: 0.08 Avg: 0.0%

Ml no™ Aass

http://sdn.marist.edu



Pieces to the Puzzle

e Software

— Avior — Opensource Openflow Management Application

— ADVAlanche — Dynamic Optical Provisioning Application

— Ganglia — Opensource Network Monitoring Application

— VMware — Server Virtualization Hypervisor & Management

e Hardware

— ADVA FSP 3000 — Agile Optical Networking Hardware (ROADM)
— NEC & IBM OF Switches — Openflow Capable Switches
— Physical x86 Servers

— Storage Area Network

http://sdn.marist.edu
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NYS Cloud Computing Center - SDN Innovation Lab

What’s in store for the future of
SDN?
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What does the Future hold for SDN?

* Predictive Analytics

BUSINESS SOLUTION BUILDING DATASET PROCESSING AND ANALYTICS AUTOMATEDSOLUTION MEASUREDANALYSIS
AND DATASET SELECTION IMPLEMENTATION IMPLEMENTATION ANDOPTIMIZATION

OpenFlow

BUSINESS  oava ger DATA ANALTYICAL DATAMART ANALYTICALENGINE CUSTOM BUILT CONTINUOUS
SOLUTION oo ation | EXTRACTION BUILDING jpmmmmm=mmmm==-=ny|| PRESENTATION PROCESS
BUILDING AND | Multiple : LAYER IMPROVEMENT
% p RESTRUCTRING ! ) Statistical { = AND MEASURED
é 5::" : _Techniques { ANALYSES
8, —— A\ Whatit/ i
:g : i | Whatto || § “
R \ Ay } Scenarios !
§ o e — Dashboard
2 ! 0 Optimization |{
i Techniques :

n ". I".‘
&~ e

\ofh ™

3 = LA ot P B 4 Model
0
s > | L 4 .
%9 -
3 [} 1 tin, Insight
g o ARG » Reports or

' 0Cess
z 2
@ . Updates
F
2 S Business user System
g . / Transforming inputs and settings Updates
4 g configuration
3 2
J3
EX ]
Z s
v
[

[ | Ad-hoc

AUTO LEARNING AND DATA SOURCE \ ,\ Reports
Entity dariviog || syNCHRONISATION MANAGER M
7/

N

&
<

v

> > L > 4
L4 L 7 N
BUSINESS DATA SET DATA PROCESSING ANALYTICS EXECUTION SOLUTION ONGOING
SOLUTION  SELECTION IMPLEMENTATION PROGRAM

BUILDING

Left Image source: http://www.simafore.com/Portals/64283/images/predictive-analytics-for-production-planning-in-SMBs-resized-600. png

Middle Image source: http://www.satvikanalytics.com/images/predictive-2.jpg
Right Image source: http://www.networkcomputing.com/networking/sdn-is-business-openflow-is-technology/a/d-id/1233978?
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NYS Cloud Computing Center - SDN Innovation Lab

A New Approach for Developing
Technology and Building Partnerships

SDN Innovation Lab
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MARIST

<7 l,'f' R | - RS
NYS Cloud Computing Center - SDN Innovation Lab o - ‘

New Technologies Require a New Approach:
The Marist SDN/NFV Innovation Lab

Corporate Partners

T = e ~ADNVA
——— =g N Ec ‘
PLEXXI
2K big switch :
cleha 0\
lightower
lenovo

and others... that prefer to not be listed

http://sdn.marist.edu



MARIST

NYS Cloud Computing Center - SDN Innovation Lab

Marist SDN Innovation Lab Academlc Partners

O
Caltech e

~/_ "
c U UmeverI?i/t

"5 New Paltz NY Fi
STATE UNIVERSITY OF NEW YORK A U

NEW YORK UNIVERSITY
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What’s Next for Network Engineers?

The student story along with the Marist Philosophy

http://sdn.marist.edu



MARIST

NYS Cloud Computing Center - SDN Innovation Lab

Thank you!!!

openflow@marist.edu

http://sdn.marist.edu
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MARIST

NYS Cloud Computing Center - SDN Innovation Lab

Dynamic Management and Provisioning
of Software Defined Cloud
Data Centers

Robert M. Cannistra Casimer DeCusatis, Ph.D.
robert.cannistra@marist.edu decusat@us.ibm.com

http://sdn.marist.edu



