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Abstract

* The modern IBM mainframe (zEnterprise) is the centerpiece of
many payments systems used in billions of transactions
processed daily worldwide. These payments systems networks
have traditionally been based on hardware. Software Defined
Networking (SDN) represents a new paradigm in networking that
has the potential to significantly improve payments systems. This
presentation will introduce this topic and discuss the research
the author and Brocade Communications are doing in this area.
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What Does Brocade Believe In?
These Are 5 Things We Know To Be True And That We Passionately Believe In!

1. Itis bestto do ONE thing really, really well!

= We Do networking! In a B2B model.

2. If We Focus on customer results - all else will follow! g=a

= Partnering is in our DNA so that we can bring complete solutions to customers

3. Being Great is just not good enough!
= We have a maniacal focus on innovation so that we can achieve
“order-of-magnitude” improvements for each new generation of products

4. Lives literally depend on the availability of our networks!
= Qur technology is “Non-Stop Networking” By Design and builds on our many
years of “5-nines” experience

5. That Standards-based architectures always win! By -
= Because it enables customer value through choice and fosters excellence ]
through competition

© 2014 Brocade Communications Systems, Inc. 2/19/2016 6




Modern Electronic Payments Systems
E-Payment Systems
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I What is an E-Payment System?

* An integral part of e-commerce.

e Can either be a:

e Simple electronic version of existing payment systems such as
cheques and credit cards

* Or, based on the digital currency technology

© 2014 Brocade Communications Systems, Inc. 8 B



I Credit Cards

* This payment system has been widely accepted by consumers and
merchants throughout the world

* This form of payment system has several advantages:
* Privacy
* Integrity
* Compatibility
* Good transaction efficiency

i 09710 creditCard
CARDHOLDER NAME

* Acceptability

* Convenience
* Mobility
* Low financial risk

* Anonymity

© 2014 Brocade Communications Systems, Inc.



Debit Cards

* A small plastic card, resembling a credit card in appearance.

* Used to make cash withdrawals from a bank account, or to pay for goods and
services.

* A 'prepaid' Debit Card is not linked to a bank account, but is 'loaded’ with
funds by over-the-counter payment or electronic transfer before use, and can
be 'recharged’ when necessary.

DEBIT CARD

3485 8314 9832 8304

wio 0q/07 %% 09/12
FIRST NAME LAST NAME s
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Debit Card Process

» Card owners are usually issued with a Personal Identification Number used to
verify their identity and authority to use the card.

* This PIN (generally a four digit number) should be kept secret, and typed into
a terminal or ATM or entered on to an Internet form to verify your identity
when using the card.

* Some Debit Card purchases can be confirmed with a signature.

* Both methods provide good security, though it is important for card owners to
keep their card somewhere safe and inaccessible to others, and to report any

loss at once.

© 2014 Brocade Communications Systems, Inc. 11 B



Present Debit card information

Cardholder ----------------------- Merchant
A : A
: Check Debit card information : : Approved
¥ :
: Card Brand
Issue Debit Card
Amounttransfer at the same time Capture
Payme

Issuer Bank

Req

Money flow in a Debit Card transaction
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VisaNet

Example of a large, modern electronic network based payments system

e 2013 worldwide

= 2 Billion customers/cards worldwide
= 36 million merchants

= 90 Billion transactions

= $7 trillion in payment volume

» 47K transactions per second
* 150 million transactions daily in 175 currencies
» Secure: fraud of less than 6 cents per $100 transacted

e http://usa.visa.com/download/corporate/ media/visanet-technology/visa-net-booklet.pdf
* https://www.youtube.com/watch?v=kOEU9zEWBMA

© 2014 Brocade Communications Systems, Inc. 2/19/2016
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ACIl Worldwide

» Software that powers electronic payments and banking for more than 5000
financial institutions, retailers, billers and processors worldwide.

» ACI software annually processes $13 trillion in payments and securities
transactions for more than 250 of the leading global retailers and 21 of the
world’s largest 25 banks.

* BASE24-eps: flagship software
= Acquires, authenticates, switches, and authorizes financial transactions.
= |[BM System z strategic alliance

®
© 2014 Brocade Communications Systems, Inc. 2/19/2016 14 B



Software Defined Networking (SDN) and Network
Function Virtualization (NFV)
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Software Defined Networking (SDN)

* A “new” approach to networking that allows network operators more
control of their infrastructure, allowing customization and optimization
that enables invention and delivery of new types of network services.

* These network services have the potential to drive new business models,
products/services, technologies, and/or reduce capital/operational
costs.

© 2014 Brocade Communications Systems, Inc. 2/19/2016



What is SDN?

13

(or more precisely, network elements
that can be configured through a reasonable and documented
API)...”

- Ivan Pepelnjak, ipSpace.net

“Software Defined Networking (SDN) is an emerging network
architecture where

”

- Open Networking Foundation

OPEN NETWORKING
FOUNDATION

®
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So, SDN is all about...

* Network Programmability
= API| interaction with network elements

e Separation of Control Plane and Forwarding Plane
* Forwarding Plane can be Software or Hardware
= Control Plane - agnostic to the underlying hardware

* Integration with higher-order Orchestration platforms
= OpenStack, CloudStack, vCloud Director

* Network topology and orchestration derived from the application

/ tenant. This is how SDN is different from switched networks.
* Vendor Independence - Open Source

®
© 2014 Brocade Communications Systems, Inc. 2/19/2016 18 B



Traditional Network
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SDN Model
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What is the Difference between SDN and NFV?

Complimentary, but independent technologies

NFV

© Purpose-built (. )

e Industry-standard
dedicated s
SCIVCI

Software Software | Software
} Hypervisor

\. J/ . J

Consolidate diverse network equipment types (firewall, : Separate control plane from the data plane in network
switching, routing, ADC, BRAS, EPC, etc. ) onto industry- devices (physical and virtual) with intelligence and
standard x86 servers using virtualization. programmability centralized in a controller.

Benefits: Reduced cost and increased agility Benefits: Increased agility via automation and

increased innovation via programmability

© 2014 Brocade Communications Systems, Inc.
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SDN-A fresh approach

* Not just another protocol

* New approach for building networks
= Layers of abstraction
= Open, programmatic interfaces

e Customers and non-vendors can customize and innovate
* Moves away from “one-size-fits-all” products
 Cloud computing

© 2014 Brocade Communications Systems, Inc. 2/19/2016



zEnterprise, Payments Systems, and SDN/NFV

\ 3 \ /
- l:"‘
{ Ry
) \
l J
!
¢
! \ :
| i ! | Y ! h
S AN k o3
- ” " T = A
N 71 = ) \
g o o / ! =
Ea==H=Res T ’ [
- 18R i s 2 /
P - — = ),
e, $ gt N

/
s : : \
{Ecien] o < e e e
. e =
= Spea——aE % e
5 2 — ST = =

© 2014 Brocade Communications Systems, Inc.

2/19/2016




Why System z for E-Payment Systems?

* High availability

* Centralized data storage

* Recovery

* Workload management

* Performance management
 Scalability

e Security

* Encryption



Why System z for E-Payment Systems?
When used with AClI BASE24-eps

* Expanded strategic alliance since 2007
 BASE24-eps is highly fault tolerant
* ACI products enhanced to work with:

= Websphere

= Tivoli software products (Enterprise Console, monitoring)
= DB2

= Crypto Express



Visa

* “It has to go through and it has to work every time ... while that's
core to who we are at Visa it clearly is a direct testament to the
platforms we run, they've got to be up, they got to run, they’'ve got
to be secure and they got to be trustworthy and all of that comes

with the IBM mainframe.”
—Jim McCarthy, Global Head of Product Innovation, Visa

= For past 20 years, average 47,000 transactions per second with zero

downtime during holiday shopping season.
= http://www.livestream.com/ibmsystemz/video?clipld=flv_98bafaf6-740a-4890-804 8-
fd475¢30a623

®
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Citi

Anthony DiSanto, Managing Director, Global Head of Core Infrastructure
Services

* 150,000 transactions/second on mainframes globally

* US ATM transactions: 40 million processed daily

* Global CICS transactions: 500 million processed daily

* Citi Transaction Processing System (TPS): ATMs

= 4591 days of uninterrupted 24x7 service to customers as of March
31, 2014

 http://www.livestream.com/ibmsystemz/video?clipld=flv_2e78c
5¢8-113e-474a-b8fb-10248564 7 7fb

®
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Is SDN old hat?

From a System z perspective

* The modern mainframe and cloud computing
» 7z/0S Communications Server
* NFV

© 2014 Brocade Communications Systems, Inc. 2/19/2016



SDN, NFV and e-payment systems

Compelling events driving changes in networks used

* ATM machines operating system upgrades and architecture of ATMs
= O5% of ATMs worldwide run on Windows XP
= Windows XP end of support driving change
* U.S.: move to adopt EMV (PIN-Chip) technology on cards
= Liability shift dates from card issuer to ATM owner/merchant POS owner 2015-2017.
= Estimated hardware cost of $6.8 billion in the US .
* Target data breach 2013. .,

(1) “EMV Adoption in U.S. Faces Significant Hurdles”. Bank Systems and Technology. May 6,
2014

(2) “Breaking Down the Impact of the Target Breach”. Bank Systems and Technology. February
14,2014

®
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Closing thoughts and conclusions

* Electronic payment systems are mainstream, but changing
constantly-for example: mobile banking technology

» Software-Defined Networking and Network Function Virtualization
provide the flexibility, scalability, and security required for modern
electronic payment systems

* IBM System z is the gold standard for these systems.

* The time for moving to SDN/NFV is here now.



Further reading

1. Software-Defined Networking: The New Norm for Networks. Open Networking
Foundation (ONF). April 13, 2012

2. Using Software-Defined Networking to Enable a Software-Defined Environment
Across the Enterprise. IDC. January 2014,

3. The Road to SDN: An Intellectual History of Programmable Networks. ACMQueue
December 30, 2013.

4. OpenFlow and SDN: Optimizing the Network for Greater Performance and User
Control. Clabby Analytics. March 2012.

5. A Guide to the ACI Worldwide BASE24-eps on z/0S. |1BM Redbooks.

®
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All of Us

At Brocade
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Innovating @ IBM in the
New Sandbox

Molly Bigness, IBM
Kevin Buchan, IBM
Iris Rivera, IBM
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Trademarks

The following are trademarks of the International Business Machines Corporation in the
United States and/or other countries.

IBM*
Sametime*
z/OS*

* Registered trademarks of IBM Corporation

The following are trademarks or registered trademarks of other companies.

All other products may be trademarks or registered trademarks of their respective companies.
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Agenda
O

e Foundation for training, education, and professional growth

o |IBM's traditional industry driven education vs. new education and
sharing model

e Our Innovation Exchange
e Goals and Format

e Using Social Technology
o What Worked

e Lessons Learned

e A Few Project Examples

e What's Next

© 2014 IBM Corporation



All | Really Need To Know | Learned Iin
Kindergarten

From Robert Fulghum's book: “All | Really Need to Know | Learned in
Kindergarten: Uncommon Thoughts on Common Things”

e We learned it all in kindergarten
o We “live it” and share our experiences every day

A simple foundation for training, education, and professional growth:

e Share and play fair, don't hit

o Put things back and clean up after your own mess
o Don't take things that are not yours

e Be creative every day

e  Strive for balance, and stick together

© 2014 IBM Corporation



History of Traditional Industry Driven Education:
An IBM Perspective

o
It was not that long ago:
o Classroom training and workshops
. Discipline-driven with limited cross training

. Money, time, and travel for face-to-face sessions

Slowly, with advances in technology, change took place.
o Virtual training to increase participation
. Blended offerings with diverse skill sets

o Customer-driven to meet key market trends

© 2014 IBM Corporation



Today, We Focus on the User Experience:
Putting the Customer First

“Design must reflect the practical and aesthetic in business but
above all... good design must primarily serve people.”

Thomas J Watson, Chairman and CEO of IBM Business, 1914-1956

“The biggest driver of sustained growth is the Client Experience.”
Ginni Rometty, current CEO of IBM

“At IBM we've become great at speaking about the enterprise
value proposition..... now we will deliver the personal value
proposition.”

Phil Gilbert, VP IBM Design

© 2014 IBM Corporation



Encouraging Professional Growth: The “Four P’s”

o Patents, or Intellectual Property, teach us to be innovative and
approach difficult issues with a keen eye for change.

o Papers and presentations are an effective way to develop new ideas,
and easily share our experiences.

e Participating in projects and workgroups teach us how to work "outside
of our comfort area" to collaborate, share, and grow ideas that benefit
the larger community.

e Leverage social technology to create, tailor, and deliver an education
experience that meets our needs and expectations.

o Foundation which is based on collaboration, sharing of skills and

7 experience, and guided by the user’s experience. _
© 2014 IBM Corporation



Looking For a New Education and Sharing Model
The new “sandbox”

e Incorporate IBM's goal to put the customer first

e Engage the team in a collaborative environment

e Leverage familiar training concepts as a foundation

e Rejuvenate business environment, using IBM social communication tools
e Engage the team in a collaborative environment

o Generate new ideas, and accept a few “throwaway” concepts

o Simplify the process for everyone and maximize ROI

o Make it fun, focus on diversity, and integrate skills and experiences

8 e Transform our learning model © 2014 IBM Corporation



How The Innovation Exchange Came to Life:
Ground Rules

e Shared project work and ideas

e Engaged in discussions to eliminate blockers or help close
technical and resource gaps

e Generated new ideas to help improve process efficiency,
transform the business, and meet customer needs

e Made sure the event was fun, fast-paced, and collaborative

e Made it easy for global team members to participate

© 2014 IBM Corporation
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How The Innovation Exchange Came to Life:
Event Format

Created tracks around a set of business themes
Provided conference-like format with session registration
Hosted an executive kick off for each event

Provided a keynote speaker to cover one or more conference
themes

Started each session with a single overview chart, followed by
discussion and exchange

Used optional scribes and moderators — helped presenter to focus
on topic and audience exchange

Provided face to face, virtual and pre-recorded sessions to support
global teams

© 2014 IBM Corporation



How The Innovation Exchange Came to Life:
Social Technology

e Promoted and advertised event using blogs
e Shared files and templates using IBM Connections
e Used wikis and activity functions to monitor all logistics

e Created forums to engage in pre and post session (topic)
discussion - created a global presence for each topic

e Recorded sessions and hosted them in IBM Connections
community

11
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How The Innovation Exchange Came to Life:
What Worked Well

o Outstanding active participation

e Interactive, collaborative venue

e Enthusiasm for many new ideas

e Unique and “fun” model for education

e An easy forum for remote and global teams

o Traditional format using new social technology

12
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How The Innovation Exchange Came to Life:
Lessons Learned

o Clearly define goals and objectives that sessions are for
brainstorming and exchanging ideas

o Provide flexible attendance guidelines

— It's OK to leave a session to attend another if a session isn’'t what you
expected

o Encourage attendees to make use of all the social
communications tools

— Use the IBM Sametime chat in web conference to capture ideas and
foster more discussion

o Make better use of the virtual and pre-recorded sessions to
promote more diverse participation
13
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How The Innovation Exchange Came to Life:
Topic and Project Examples

« Using your workstation effectively and safely at IBM
o Establish workstation community to exchange/address problems

o Powering the Internet with zZLAMP

e Promote the zZLAMP business based on ideas generated in the
discussion

o Customer Profiling: Data Mining for Pearls of Client Information

e Discussed how to leverage profiling data with key stakeholder
feedback opportunities and line item decisions

e z/OS Service using RTC' instead of SPA?
e Presented interactive tutorial and discussion on moving to RTC

1 Rational Team Concert
14 2 |IBM Support Portal Adviser

© 2014 IBM Corporation



How The Innovation Exchange Came to Life:
What's Next...

o Created an outline of the event that can serve as a model for
other departments and organizations

o Met with other departments interested in this idea

e Provided tips and lessons learned

e Shared access to community with the recorded sessions,
forums, and activities

e Using communities and activities for continued education
e Investigating an offshoot idea for a new “wild ducks” event with
the goal of fostering innovative and out of the box thinking

15
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Conclusion

e As Robert Fulgham showed us, our ability to “live and experience”
helps us grow.

e Today, our education and training depends heavily on many of our
“early sand box” experiences.

e Technology and practices that guide our ability to collaborate and
grow professionally are constantly changing.

e Innovation Exchange is a new education and sharing model
o Makes use of social technology

e Encourages professional growth and allows participants to
engage in the “4 P's”

e Fosters innovation at IBM in the new, global sandbox

16
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Thank You
o
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