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• Last year, I talked to this conference about the 

Computer Engineering Technology 

Department at New York City College of 

Technology, and my plans to introduce SDN to 

the curriculum 

• This a progress report 



Contributing to a diverse  

engineering work force 

 

Enrollment & Background 

     16,208 students, 65% full time 

     58% female 

     38.1% born outside of US 

     61% report language other than English spoken at home 

     67% are the first in their families to attend college 

 

Financial Need 

     61% report household income less than $30,000 

     80% incoming freshmen receive need-based aid 

     19% work more than 20 hours per week 

 

 
• As an ABET accredited, open access institution, City Tech’s historic mission has been to offer 

opportunities for educational advancement to students regardless of financial circumstances 

or prior academic achievement.  

• The NSF ranks City Tech 3rd nationally in the number of associate-level science and 

engineering degrees awarded to black students 

• City Tech is a federally designated Hispanic Serving Institute (HSI) 

31.5% Black 

33.8% Hispanic 

20% Asia/Pacific 

11.3% White 

3.4% Other 



SDN goals last year 

Our plan is to add a class on Software Defined 

Networking using NetFPGA 

• Understanding how to configure and manage 

SDN networks 

• Understanding how to design SDN routers 

• Understanding how to program FPGAs to become 

other OpenFlow devices, such as firewalls 

• Connect to the Cloud Computing Center at Marist 



What is NetFPGA? 
• A line-rate, flexible, and open platform for research & education  

• The platform consists of:  

•  a PCI board with a Xilinx Virtex-II pro FPGA 

•  4 x 10G Ethernet fiber optic or copper interfaces (1G is also 
available)  

•  a downloadable code repository containing an IP library and open 
source design repository (including Ethernet SDN OpenFlow switches) 

• Sample projects available at http://netfpga.org/project_table.html   

• Costs about $1000 per 1G board and $3000 per 10Gig board 

• Access to a global development community 

•  Thousands of NetFPGAs deployed at 150 institutions in 40 
countries 

• Students program their own applications with Xilinx ISE Design 
Suite 
 

http://netfpga.org/project_table.html


Our Progress 

• NetFPGA 

• GENI 



NetFPGA progress 

• We have had 7 10GB NetFPGA cards donated 

to our program from Stanford University.   

• We have had 10 Xilinx Software site licenses 

donated to program the FPGAs with 

• We have one 1 GB NetFPGA computer on loan 

from Columbia University to use as a 

controller. 

• We have installed the equipment in our 

student laboratory, and have assigned the 

students project work with them. 



The Project Work 

• I attended the NSF workshop on GENI in 

Education, and 18th GENI Engineering 

Conference that was conveniently located 

across the street at from Citytech at NYU Poly 

this OĐtoďer… 



Overview of the GENI current generation “Spiral 3” 
nationwide network, which will support SDN using 

the OpenFlow protocols  

 

 J. Griffioen, F. Zongming, H. Nasir, W. Xiongqi, J. Reed, 

and C. Carpenter, 

 “GENI enabled programming experiments for 
networking classes”,  
Proc. Second IEEE GENI Research and Educational 

Experiments Workshop,  

Salt Lake City, UT, p. 111-118 (March 2013); see also 

GENI official website and wikis,   

http://www.geni.net/ ; 

http://groups.geni.net/geni/wiki/GENIExperimenter/Tu

torials/OpenFlowOVS ;   

http://groups.geni.net/geni/wiki/GENIEducation/Samp

leAssignments/OpenFlowFirewallAssignment ;   

http://groups.geni.net/geni/wiki/GENIEducation/Samp

leAssignments/OpenFlowLoadBalancerAssignment  

The GENI Network 

 

 
 

GENI (Global Environment for Network 

Innovations) provides a virtual laboratory for 

networking and distributed systems research and 

education. It is well suited for exploring networks 

at scale, thereby promoting innovations in 

network science, security, services and 

applications. GENI allows experimenters to:  

 

•Obtain compute resources from locations 

around the United States;  

•Connect compute resources using Layer 2 

networks in topologies best suited to their 

experiments;  

•Install custom software or even custom 

operating systems on these compute resources;  

Control how network switches in their experiment 

handle traffic flows;  

•Run their own Layer 3 and above protocols by 

installing protocol software in their compute 

resources and by providing flow controllers for 

their switches.  

 

We have installed virtual machines with GENI 

software in the Citytech Student laboratory, and 

given the students accounts and instructions on 

how to install it on their home computers. 

http://www.geni.net/
http://groups.geni.net/geni/wiki/GENIExperimenter/Tutorials/OpenFlowOVS
http://groups.geni.net/geni/wiki/GENIExperimenter/Tutorials/OpenFlowOVS
http://groups.geni.net/geni/wiki/GENIEducation/SampleAssignments/OpenFlowFirewallAssignment
http://groups.geni.net/geni/wiki/GENIEducation/SampleAssignments/OpenFlowFirewallAssignment
http://groups.geni.net/geni/wiki/GENIEducation/SampleAssignments/OpenFlowLoadBalancerAssignment
http://groups.geni.net/geni/wiki/GENIEducation/SampleAssignments/OpenFlowLoadBalancerAssignment


Student SDN Project Spring 2014 

• Each group of 3 to 4 students completed the following 

assignments: 

• - Complete the GENI OpenFlow Tutorial 

• - Select a project theme: load balancing (ADC) , firewall, or 

failover 

• - Complete related tutorials in GENI 

• - Implement an example of the chosen theme using NetFPGA 

cards as programmable SDN switches 

 

 

• Through the nationwide GENI network, City Tech is also able 

to collaborate 

 with other corporate partŶers aŶd acadeŵic iŶstitutioŶs…  

 



Server Redundancy and the Need 

for Load Balancing 





Firewall over OVS and NetFPGA 





NetFPGA 



NetFPGA 
By Paul Julien, Keven Deng and Ian 

Professor  Carolyn Sher DeCusatis CET4964 HD95   

What is FPGA? 

 
Known as Field Programmable Gate 

Array is a silicon chip with circuitry 

that is digitally programmable. The 

configurable logic blocks number into 

the  thousands. The configurable 

wiring circuitry, between these blocks 

is only configurable digitally.  The 

NetFPGA Xilinx Virtex-5 

XC5VTX240TFFG1759 -2 is a 

microcontroller that is programed or 

configures in this way. 
What is a NetFPGA? 

 
NetFPGA is an open source hardware 

and software platform, used for 

research and teaching. There are two 

types of NetFPGA cards available the 

NetFPGA 1G card and the NetFPGA 10G 

card. These cards provide the 

opportunity for students, researchers 

and anyone interested, to experiment 

with the building of high-speed network 

systems, using the hardware platform 

(FPGA). The NetFPGA allows users to 

build a network that includes switches, 

routers, and/or security devices. The 

Integrated Development Environment 

(IDE) makes this possible. 

Characteristics of a NetFPGA 
 

Characteristics of NetFPGA includes a 

line rate platform that allows for 

processing of back to back packets; 

meaning that it doesn’t drop packets and 

its four gigabyte Ethernet links run at 

optimal speed. It can used to test on 

packets headers which include switches, 

routing, and processing of firewalls. It 

can also process the information within a 

packet which is the data contained or 

prevent intrusion . 

http://yuba.stanford.edu/~jnaous/papers/NetFPGA_Stanford.pdf 

http://netfpga.org/videos.html 

http://www.xilinx.com/training/fpga/fpga-field-programmable-gate-array.htm 

References 

NetFPGA Block 

Diagram 

  

Discussion 
 
Our project involved building a server To 

accommodate the NetFPGA 

Microcontroller. The operating system 

That was used  was Ubuntu. Ubuntu is a 

Linux base Operating System (OS). After 

the installation of the card; the Drivers for 

the card  were then installed. This was 

followed by the installation of the ISE 

Design Suite and license. The next step 

was to attempt configuring/programming 

the card.  
Conclusion 

 
Software Defined Networking (SDN) is a 

new approach to designing, building and 

managing networks. The basic concept is 

that SDN separates the network’s control 

(brains) and forwarding (muscle) planes 

to make it easier to optimize each. Some 

benefits of SDN are the reduced need to 

purchase purpose-built, ASIC-based 

networking hardware and supporting pay-

as-you-grow models to eliminate wasteful 

overprovisioning; enabling algorithm 

control of the network, through network 

elements that are increasingly 

programmable; and helping organizations 

rapidly deploy new applications, services 

and infrastructure to quickly meet their 

changing business goals and objectives, 

among others. 



Firewall OpenFlow 





Firewall 



OpenFlow Load Balancer 



Summary & Next Steps 

• Education plans will leverage  GENI and NetFPGA for classwork 
that helps students understand Ethernet switch Technology & 
OpenFlow 

– Produce a tutorial on Failover/High Availability 

– Program some FPGA examples related to low latency 
environments, such as stock market transactions 

• Research agenda in collaboration with the New York State 
Center for Cloud Computing & Analytics 

– CUNY labs have WAN equipment compatible with Marist College 
SDN lab (Adva Optical Networking WDM platform) –we want to 
encorporate it into this research. 
 



Websites of Interest 

• http://netfpga.org/videos.html 

• http://netfpga.org/project_table.html 

 

• http://groups.geni.net/geni/wiki/GeniNewco

mers 

 

 

http://netfpga.org/project_table.html
http://netfpga.org/project_table.html
http://netfpga.org/project_table.html
http://groups.geni.net/geni/wiki/GeniNewcomers
http://groups.geni.net/geni/wiki/GeniNewcomers

