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Tough reality:
Life is not fair

…for Networking 
Professionals
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Life for the Server Administrator

§ Dynamically provisioned

§ Scalable capacity

§ Abstracted HW complexity

§ Highly utilized servers

Virtualization layer (Hypervisor)
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Programmable by orchestration applicationOrchestration
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Example Impact of Automated, 
Programmable Service Orchestration

§ Financial services client
– Analyzed 30 workload variables

§ Policy based automation
– Analytics modeled current & 

future server workload demand

§ Quadrupled utilization
– Reduced servers by 90% and 

operating costs by 45%
– Total $4M in 1st year savings

Source: 2012 IBM Data Center Study:   http://www.ibm.com/data-center/study  

http://www.ibm.com/data-center/study
http://www.ibm.com/data-center/study
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Life for the Storage Administrator

§ Dynamically provisioned

§ Scalable capacity

§ Abstracted HW complexity

§ Highly utilized storage

Virtualization layer (NAS, SCSI LUNs, SVC, ….)

Virtual System NVirtual System 1

LUN 2
LUN

1
NAS

LUN 2

LUN 1
NAS

Programmable by orchestration applicationOrchestration
Application
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Examples of the Impact of Automated, 
Programmable Intelligent Data Placement

§ Policy based 
storage automation

– Uses analytics and 
  policy-driven automation 
    to balance storage 
      performance and cost 
        over data life cycle.

– Reduced storage 
management time 
from 235 hours to 6

§ Sprint network used storage virtualization to:
– Increase storage utilization 100%
– Reduce maintenance costs 57%

Source: 2012 IBM Data Center Study:   http://www.ibm.com/data-center/study  

http://www.ibm.com/data-center/study
http://www.ibm.com/data-center/study
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Automated, Programmable NetworkLack of

Use network 
virtualization

?
Use storage 
virtualization

93%

Percent of 
servers 

virtualized

60+%

§ Today: VM on-boarding 
is measured in minutes

Source: 2012 IBM Data Center Study:   http://www.ibm.com/data-center/study  

But… today: 
multi-tier virtual-system 
connectivity is 
measured in days.

John Manville, Cisco IT; The 
Power of a Programmable 
Cloud, OFC 2013 (OM2D.2):  
“It takes about 5 days from 
an end-end point of view to 
provision something like that 
(a multi-tier system).” Goal is 
to “get at least to sub-one 
day.”

Networks are: Statically provisioned, 
under utilized, & require special skills

http://www.ibm.com/data-center/study
http://www.ibm.com/data-center/study
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Smarter Commerce Example

 ServiceBuySellMarket

Superbowl
ad

e Big Data Analytics
detect social
media spike

Supply chain
updated

Target
marketing

Web
transactions

Update for
brick & mortar

In-store
transactions

Client
follow-up

Channel
follow-up

45% of customer seek advice from others, before a purchase.
53% of folks on twitter recommend companies and products.50% of customer value is in the hands of suppliers.

90% of marketers say web data is important for analytics & decisions.
85% of clients expect seamless experience across channels.

86% of clients stop doing business with a company 
    due to bad experience.
60% of clients are willing to pay more for a better experience
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Smarter Commerce Example

 ServiceBuySellMarket

Superbowl
add

e
Big Data 
Analytics
detect social
media spike

Supply chain
updated

Target
marketing

Web
transactions

Update for
brick & mortar

In-store transactions

Client
follow-up

Channel
follow-up

Physical
Fabric

Network
Hypervisor

Intrusion
Prevention

Firewall

Web Servers Application 
Server

Firewall
Load

Balancer

Database
Cluster

Clients require a fast way to 
respond to their market demand
• For this example to be possible,
5 days needs to be minutes.
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Cloud  needs  elasticity and multi-tenancy

Big Data & Analytics needs Application controlled, optimized fabrics

Mobility needs guaranteed end-to-end SLA

DC Virtualization needs agility of a fully virtualized environment

Why is the Network usually a boat anchor in today’s data center?

Today’s Data Center Network 
often gets in the way of client trends

Today’s protocols make multi-tenancy complex.
Box-level services & discrete physical infrastructure prevent true elasticity.

Network virtualization is lagging other parts of DC Infrastructure.
Complexities of physical network (box-type, SW version; 

capabilities; vendor inconsistencies) drag agility.

Box-by-box protocols and behavior prevent anything end-to-end
and results in error-prone security and QoS

Closed networks cannot be programmed via business applications,
resulting in under-utilized networks.

But…. 

But…. 

But…. 

But…. 
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Clients seek to shine a light on a part of the Data 
Center that has been in the dark to Application 

developers for too long – the Network

Clients seek smarter 
System Networking
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What is Software-Defined 
Networking (SDN)?



© 2013 IBM Corporation13

What is Software-Defined Networking ? 
§ “I …discovered no one really knows what SDN is” – Bob Metcalfe, inventor of Ethernet, January 2013 (

http://www.eetimes.com//electronics-news/4406173/Metcalfe-seeks-peace-between-warring-comms-camps?cid=NL_EETimesDaily )
– Everyone seems to have their own opinion (enterprises, telcos, supercomputers, cloud service providers…)

ONF

SDN is A Disruptive Force in the networking industry
An innovation that helps create a new market & value chain, and eventually displaces an existing 
technology
Chemical vs digital photography, cell phones vs land lines 

Network Virtualization is The Next Big Thing for data center design

SDN should be based on Open industry Standards & an Open Development Community

http://www.eetimes.com/electronics-news/4406173/Metcalfe-seeks-peace-between-warring-comms-camps?cid=NL_EETimesDaily
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Separation of Control, Management, & Data Planes 

Each network element 
has its own control and 
management plane 

OS
Mgt Plane

Telnet, SSH, SNMP, 
NTP,  SYSLOG, 
HTTP, FTP/TFTP

Control Plane
Network topology, ACLs,
Forwarding & Routing, 
QoS, Link Management

Data Plane
Link, Switching, 

Forwarding, Routing

Transceivers

CPU

Flash

Memory

Switching ASIC
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OS
Mgt Plane

Telnet, SSH, SNMP, 
NTP,  SYSLOG, 
HTTP, FTP/TFTP

SDN Network

Mgt Plane
Telnet, SSH, SNMP, 

NTP,  SYSLOG, 
HTTP, FTP/TFTP

Control Plane
Network topology, ACLs,
Forwarding & Routing, 
QoS, Link Management

Data Plane
Link, Switching, 

Forwarding, Routing

Control plane is extracted 
from the network

Transceivers

CPU

Flash

Memory

Switching ASIC

Software Defined
Network Stack

Control Plane
Network topology, ACLs,
Forwarding & Routing, 
QoS, Link Management

Apps
Multipath,
Security,

FCF,…

Mgt Plane
Telnet, SSH, SNMP, 

NTP,  SYSLOG, 
HTTP, FTP/TFTP

Services run as Apps



© 2013 IBM Corporation16

SDN: Distributed or Centralized

16

• Ethernet topologies were built 
distributed

Scalable but hard to monitor

• Openflow topologies (today) are 
centralized

Control-data separation forces this model

Strengths of one approach are weaknesses of the other
Centralized is better suited to modern cloud applications
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What is Software Defined Networking?
Postal Service analogy:  OpenFlow 

Tenant
1

Network
Hypervisor

Physical
Fabric

SDN Controller
Cluster

Mgt Plane

Control Plane

Industry Apps

SDN OS

Internal Zip
Service

Postal Service

Quality of Service

Post Office

OpenFlow 
for Fabric

Quality of Service

SDN enabled
switches

HW Switch

SDN Protocols
Data Plane

SDN enabled
switches

vSwitch

SDN Protocols
Data Plane

Postal client selects 
Quality of service

OpenFlow switches 
deliver packets at QoS 

level and thru paths set 
by Open SDN Platform.

Open SDN Platform controls 
path packets take thru 

network & QoS of those 
paths.
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Software Defined Networking
Software Defined view of NetworkTraditional networking (w/o SDN)

SDN Controller programs switches:
1. Network OS runs on server cluster
2. Apps control network QoS thru SDN APIs
3. Network re-configures to match App 

requirements & global resource conditions
4. High network utilization
5. Responds to changes quickly and globally
6. Enables innovation in SDN Controller & 

Network Apps
7. Configure once physical fabric
8. Network connectivity pattern service

Independent network switches:
1. Network OS runs on the switch
2. Switches oblivious to App requirements 
3. “One size fits all” configurations & 

network policies
4. Poor utilization of available resources
5. Slow response to changes (load, failures…)
6. Vendor-proprietary extensions  clients

locked into static, closed market
7. Configure often (per VM) physical fabric
8. Manually intensive, box level configuration

Switches:
• Run full protocol suite 

(complex, hard to upgrade)

Switches:
• Implements policies from 

controller & SDN APIs

SDN SDN Controller
Cluster

Mgt Plane

Control Plane

Network 
Ctrl Apps

SDN OS

Industry App
Ecosystem

Closed
Eco-system

Network OS

Data 
Plane HW

Mgt Plane

Control Plane

Cloud
stack

SDN-enabled
switches

vSwitch
HW Switch

SDN Protocols
Data Plane
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Pods of IT Resources
Embedded Blade, Virtual Switches

Overlays Virtualize L2/3 functionsWAN

SAN

Pools of 
Virtual Appliances

stacked switches
lossless Ethernet
FCoE, TRILL, & more

Virtualized &  
SDN Enabled

FCoE 
Gateway

FCoE Storage

SDN controller

ODIN – The Open Datacenter Interoperable Network
An industry standard point of view on SDN & network virtualization

http://www-03.ibm.com/systems/networking/solutions/odin.html 

http://www-03.ibm.com/systems/networking/solutions/odin.html
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Project Open Daylight
Open Daylight is an open source project under the Linux Foundation 

with the mutual goal of furthering SDN adoption and innovation
through the creation of a common industry supported framework

www.opendaylight.org 

Platinum

Gold

Silver

Members as of April 8, 2013 and growing
Eclipse Public License (EPL)

http://www.linuxfoundation.org/
http://www.opendaylight.org/
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What can we do 
with SDN today?
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System Networking

IBM SDN Products

Jan 2009

802.1Qbg

Oct  2011

IBM SDN: Shipping products and technology investments

VMready OpenFlow
 Switches

Edge 
Virtual 

Bridging

Distributed 
Virtual 
Switch

IBM SDN 
VE 

(DOVE)

Virtual Switches

OpenFlow enabled switches & controllers

Overlay Networks (DOVE)

22  

OpenFlow 
Controller

Additional 
OpenFlow

 Switches and 
features

Jan 2012 Feb  2012 Nov 2012 Investment Investment

SDN 
Platform

Mid 2013

IBM or Partner Apps and 
Services

Global Virtual & Physical 
State ManagementOverla

y (SDN 
VE)

OpenF
low
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Is SDN Ready for Primetime ? 
IBM SDN Client Examples

EvaluatingEvaluatingClients Evaluating
World-wide Enterprise & Service Provider Data Centers

IBM SDN Deployments in 
Enterprise Client Test & Development

IBM SDN OpenFlow clients

Provider of ultra-low latency
real-time financial information

SDN Value: “Policy driven content distribution
& automated network configuration”

For Global Network Services 
network between data centers

SDN Value: “Better network visibility & control”

SDN Value: “Predictable network 
performance & rapid convergence”

Provider of distributed data fabric 
for global trading & risk analysis

SDN Value: 
• “Programmable hosting network”
• “Global visibility and control”

2 service providers

Google also uses OpenFlow
For traffic grooming on their backbone
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§ Distributed Virtual Switch for VMware
– Clusters virtual switches across multiple VMware ESX Hypervisor instances
– Seamless integration for vSphere 5.0, Advanced Layer 2 Features

§ VMs become the new switch entity within your server pods 
– Allows physical access switches to be Virtual Machine aware

(e.g. configure network state before VM starts-up,
         migrate network state before VM migration).

– Optimizes East-West traffic between VMs in a single server
and within a rack

– Based on IEEE 802.1Qbg standard specification (KVM, PowerVM support)
24 IBM Confidential

IBM Distributed Virtual Switch 5000VAutomated
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System Networking

IBM SDN technology overview

Applications Network ServicesCloud/Data Center Provisioning 
Platforms

Existing IP Network

Virtual Network 

OpenFlow Network

OpenFlow Network 

IBM SDN Platform
• Global Virtual & Physical State Management
• Connectivity service
• Network Optimization
• Northbound API

OpenFlowIBM SDN VE

Unified Northbound API

Virtual Network 

The IBM SDN Platform
§ SDN Controller — Automates connectivity service, optimizes network
§ IBM Software Defined Environment for Virtual Environments — A network hypervisor 
§ Optimized Fabric — Converged Ethernet and OpenFlow 

25  
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DOVE Technology
VXLAN based Encapsulation Example

Original Packet

Encapsulation Protocol (EP) Header (e.g. VXLAN based)

EP HeaderOuter IP

Encapsulation

UDPOuter
MAC

Version I R R R Reserved

Domain ID Reserved

Automated

PayloadInner IPInner
MAC

PayloadInner IPInner
MAC
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What is Software Defined Networking?
Postal service analogy:  Overlays

US Postal Service delivers mail 
to business building address. Internal Zip

Service

Postal Service Business’s internal mail 
service sorts & delivers mail 

to internal address.

Network
Hypervisor

Physical
Fabric

SDN Controller
Cluster

Mgt Plane

Control Plane

Industry Apps

SDN OS

SDN enabled
switches

vSwitch

SDN Protocols
Data Plane

Physical fabric delivers packets 
to physical server address.

DOVE switch delivers 
packets to VM address.

Postal service 
controls paths 

taken

Open SDN 
Platform controls 

mapping of 
physical server to 

VM address.

Post Office
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What is Software Defined Networking?
Postal service analogy:  Multicast

US Postal Service delivers 
junk mail to all potential

target addresses

Internal Zip
Service

Postal Service Flood of junk
to all “potential”
target addresses

“Multi-cast” potential 
target addresses

Post Office

Multicast 

Network
Hypervisor

Physical
Fabric

SDN Controller
Cluster

Mgt Plane

Control Plane

Industry Apps

SDN OS

SDN enabled
switches

Multicast vSwitch

SDN Protocols
Data Plane

Physical fabric delivers packets 
to all servers, because clients 

want to be able to let any 
server host any tenant.

Multicast based vSwitch 
learns new VM address.

Multi-cast 
advertisement of 

VM address
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What is Software Defined Networking?
Postal service analogy:  Distributed Connectivity 
Service

US Postal Service delivers 
mail to target address

Internal Zip
Service

Postal Service Only target receives mail

Look up target 
address through
directory service

Post Office

Distributed Connectivity Service

Network
Hypervisor

Physical
Fabric

SDN Controller
Cluster

Mgt Plane

Control Plane

Industry Apps

SDN OS

SDN enabled
switches

vSwitch

SDN Protocols
Data Plane

Physical fabric delivers 
packets to physical 

server address.

DOVE switches cache 
“VM@ / Tenant” to 

“Phyiscal server or Gateway”
DCS mappings

A service analogous 
to a DNS is maps

“VM@ / Tenant” and 
“Phyiscal server or 

Gateway”
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What is Software Defined Networking?
Postal service analogy:  Connectivity Service Security

Tenant
1

Internal
Mail

Postal Service

Post Office

Pentagon’s internal mail service 
assures mail flows through security 

checks (e.g., poison check).

Network
Hypervisor

Physical
Fabric

SDN Controller
Cluster

Mgt Plane

Control Plane

Industry Apps

SDN OS

SDN enabled
switches

vSwitch

SDN Protocols
Data Plane

DOVE switch delivers 
packets through 
connected paths.

Open SDN Platform 
controls how 

services 
(Apps/Appliances) 

are connected.
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IBM SmartCloud Foundations & OpenStack
Supporting both Vertically Integrated and Horizontal solutions

§ Simple 3 tier structure, with increased Client Value at each tier
§ Using open, common, standards based architecture 

providing choice, flexibility, interoperability, portability
§ Clean upgrade paths with progression to 

fully integrated and factory optimized 
PureApplication System

§ Significant customer benefits above and 
beyond base OpenStack

Related Standards & Organizations

SmartCloud Orchestration
Orchestrate Services across multiple environments and domains

CIMI &
OVF

TOSCA

CCRA

OSLC

SmartCloud Provisioning
Automate Optimized 

Workloads

SmartCloud Entry
Automate IT Delivery

SmartCloud Provisioning
Automate Optimized 

Workloads

SmartCloud Entry
Automate IT Delivery

Customer 
integrated hardware

PureFlex System

PureApplication
System

Automate Optimized 
Workloads

K
e

y Common
Cloud Stack

Factory
Integrated

Bundle
Option

Integrated
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Application Aware Network Orchestration

Daytime Config: 
Workload balanced across sites Nighttime Config: 

Backup jobs between selected sites

Disaster Alert !  
Emergency Recovery between sites

C. DeCusatis, T. Bundy, R. Cannistra, “Dynamic software-defined networking (SDN) testbed”, 

Proc. 2013 Internet2 Annual Meeting, Arlington, VA (April 2013) 



© 2013 IBM Corporation34

IBM G8264 switches

Avior, an open source FloodLight 
administrative control panel  

- Eliminates need to write Python 
script, reducing management 
complexity
    provisions QoS and routing of Layer 
2 & 3 VLANs
    manipulation of firewall ACLs  

First OpenFlow demo 
using System Z

Successfully loaded a 
FloodLight controller 
on a blade in Z Hybrid

Port Down Reconciliation
Released to FloodLight distro

SDN lab partnership

Sold-out 90 minute tutorial, 
TIP 2013

IBM TechConnect Award Winner

N.Y. State Center for Cloud Computing & Analytics
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System Z

ADVA FSP 
3000

Site A

Site C Site B
StorageStorage

IBM V7000 
Storage

dual 10G

dual 10G dual 10G

VM ClusterADVA  OF Agent (VM)

IBM G8264 OF Switch

System Z

OF Controller on SystemZ 
OpenDayLight ControllerFloodlight Controller

ADVA FSP 
3000

ADVA FSP 
3000

Metro

Fiber 
Network

IBM G8264 OF Switch

N.Y. State Center for Cloud Computing & Analytics – Dynamic 
Infrastructure Test Bed with IBM System Z

IBM Controller

dual 10G
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Questions ?
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System Networking

The information contained in this publication is provided for informational purposes only. While efforts were made to verify the completeness and accuracy of the information contained in 
this publication, it is provided AS IS without warranty of any kind, express or implied. In addition, this information is based on IBM’s current product plans and strategy, which are subject to 
change by IBM without notice. IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, this publication or any other materials. Nothing contained in 
this publication is intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the 
applicable license agreement governing the use of IBM software.

References in this presentation to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and/or 
capabilities referenced in this presentation may change at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment to 
future product or feature availability in any way.  Nothing contained in these materials is intended to, nor shall have the effect of, stating or implying that any activities undertaken by you 
will result in any specific sales, revenue growth or other results. 

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment.  The actual throughput or performance that any user will experience 
will vary depending upon many factors, including considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the 
workload processed.  Therefore, no assurance can be given that an individual user will achieve results similar to those stated here.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved.  Actual environmental costs and 
performance characteristics may vary by customer.

IBM, the IBM logo, ibm.com, BladeCenter, RackSwitch, System x, IBM Flex System, PureFlex, Power Systems, VMready, are trademarks of IBM. 

Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries, or both.

Intel, Intel Centrino, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States and 
other countries.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both. Other company, product, or service names may be trademarks or service marks of others.

© IBM Corporation 2013. All Rights Reserved.

Trademarks of International Business Machines Corporation in the United States, other countries, or both can be found on the World Wide Web at 
http://www.ibm.com/legal/copytrade.shtml.

Trademarks and disclaimers
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