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Abstract

ABlockchain, AKA distributed ledger technology, is one of the hottest top
of mind topics in our industry. There are several industry consortia,
projects, and startups focused on this technology. To date, most of the
discussions are about the software and applications used to make it
happer;(. One essential element is ofteft out of the discussions: the
network.

Aln this session our speakeill present a high level overview of
blockchairdistributed ledger technology and then present ideas for the
network that will be used. The speaker will discuss an idea for blockchain
networks, using an open daylight software defined networking (SDN)
controller in conjunction with a z Systems bastperledgemblockchain
Implementation.
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Blockchain vs Bitcoin

Blockchain=distributed ledger

A

Decentralized currency

Valueexchange transactions A Bitcoin is an electronic

(bitcoin, other token) are
sequentially grouped into
blocks.

Each block chained to the
previous block, immutably
recorded on peeto-peer
network, cryptographic trust

cryptocurrency that uses
Blockchain as the underlying
technology to operate and
enforce trust through

cryptography.

Blockchain is not Bitcoin

Therg would bp no Bitcoirl
pAUuK2dzi .t 2017

A There can be Blockchain
without Bitcoin

-



Centralized Ledgers v Decentralized Ledgers

Great potential to:
A Enhance security

;
— 1 1 1 EiE| 0 Eg A Speed up transactions
E8

A Accelerate settlements
A Improve transparency

A Traditional systems A Participants validate A Reduce costs
rely on central changes collectively, and
authority to generate changes are updated across
trust and transfer the network almost
value Immediately
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Two Blockchain Systems

APermissiodess
APublic Blockchain system open for participation to anyone (Bitcoin)
ADistributed consensus mechanism, miners/cryptocurrency

APermissioned
AA private Blockchain system available only to a closed group of participants.

ADistributed Permissioned: Blockchain system for closed communities with
similar but competing interests

APrivate Permissioned: Blockchain system for one or more organizations that
share common interests.



ockchain Across Ind

Figure 1. Blockchain Use Cases Across Multiple Industries

Academia: Holberton
School, the Leonardo da
Vinci Engingering School

Internet of Things: [BM,
Microsoft, Samsung,
Filament

Identity: ShoCard,
UniquiD

Government: Vermont,
U.K. Government Digital
Service, Estonia,
Honduras, Isie of Man,
Central Bank of the
Philippines

ustries

Stock trading: Nasdag,
TeraExchange, Mirror,
DXMarkets, MUNA
Symbiont

Banking: Bank of
America, Kraken,
Barclays, JPMergan
Chase, RBS, Deutsche
Bank, DBS, Standard
Chartered Bank, R3CEV

Securities settiement:
UBS, Clearmatics

Trade finance: IDA, UBS,
Clearmatics

Media and Healthcare: Royal Philips,
entertainment: ilibrium, HealthNautica, Stanford
ascribe, Augur, Gnosis University

Music: Ujo,

Bittunes Ride sharing: La'Zcoz

Remittances/payments
and money transfer:
Visa Europe

Smart contracts:
J Empowsred Law, Deloitte

Supply chain/logistics:
Skuchain, Wave

Fraud and
anticounterfeit
measures: Everledger,
Blockverify, Edgelogic,
Deutsche Bank

Utilities: Bankymcon,
EMS Invirotel Energy
Management

Pharmaceuticals:
Blockverify

E-commerce:
Purse, Alipay

Prediction: Gnosis, Augur

Source: Gartner (March 2016)

GARTNER: BLOCKCHAIN MARKET ASSESSMENT MARCH 2016



Blockchain in the Investment Bank

Secure Transaction Ledger Database -----------vcvenue -_"

Secure transaction ledger database which is shared
by all parties in an established, distributed network.

“Trusted® Third Party Elimination - - - - - == ==« - - . o

to their owners' identities rather than
institutional custodians; exchange of

Bssets are held “in the cloud” and are tied (ﬁ) ‘

information without third-party validation. -, -

Virtual markets are democratic and can
circumvent the traditional financial hierarchy.

AULOMALION - - - - - rm s :

Execution is open to the Internet and settlement is
automatic; can run without any human interference and
under the control of an incorruptible set of business rules.

SOURCECCENTURE

RETRRETEPS Smart Controls

Computer protocols facilitate, verify, or enforce
the negotiation or performance of a contract
and obviate the need for contractual clause.

$ CEEEEEEE Cost Reduction
\ . Reduction of infrastructure as well

as transaction costs associated
with contracting.

------- Eliminates Error Handling

Eliminates error handling and reconciliation;
provides a real time track and trace audit trail.



Blockchain antbT

ABlockchain potentiallgombined with Internet of Things.

Alnternet connected refrigerator equipped with sensors uses Blockchain
to:

AManage automated interactions with the external
A Order/paying for food
AArrange for its own software upgrades /warranty tracking



http://www-935.ibm.com/services/us/gbs/thoughtleadership/internetofthings/
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Gartner

Gartner is convinced that adoption of
the programmable economy in the
longer term (by 2035) is highly
probable, we advise C-level executives
and technology leaders and

policymakers to exercise extreme
caution in the shorter term
(through 2021)

Gartner: Hype Cycle for Blockchain technologies July 27, 2016

Bl ockchail n
technology

Gartner

The confusion in the C-Suite, and the
lack of definitional understanding of
many technologies and their
implications for business, is creating

adangerous and volatile
market.

/
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Blockchain: Years to Adoption

Ab9YONE2YAOE
A5-10yrsA mainstream adoptiol
AEmergent early stage

AMany players in market
ANo clear winners

Gartner: Hype Cycle for Blockchain technologies July 27, 2016 G00308190

Cryptocurrency Wallets
Sharing Economy
IP Money
,\ Internet of Things

expectations
‘l Blockchain N\
Distributed Ledgers —
Biochips
| loT Platform Wearable Banking Apps
Cryptocurrency Hardware Wallet Wearables
Quantified Self “.
Platforms \
Business Ecosystems \
' API| Economy )ﬁ
Virtual Personal Assistants
Sidechains

Platform Business Models ﬁ
Open-Source Banking Systems

%\Digital Commodity Exchanges

i n —
’Cryptocurrencues e
Digital Personal Financial Advisor 3 ‘/(E,;:'
Digital Currency/Blockchain Regulation -
Consensus Mechanisms_/aA X -~ Complemartay Cumincy
Metacoin Platforms — £ \ Green Money ~~ L Gaming Tokens

Things as Customers
Infonomics
Digital Payment Advisor
Smart Contracts (|
Smart Assets
The Programmable Economy —A'

Ricardian Coﬁtracts

\ Digital Wallets( P
: g
-

Apps
» Cryptocurrency Exchange
Erowdfunding

Bitcoin

/— Quantum Money

Distributed Autonomous Behavioral Economics
Organizations Bandwidth/Airtime as Currency As of July 2016
Peak of
Innovation Trough of : Plateau of
Trigger Inflatefi Disillusionment Slope of Enlightenment Productivity
Expectations
time w
Years to mainstream adoption: obsolete

Olessthan2years O2toS5years @ 5to10years A morethan 10 years & before plateau



Blockchain: 80 Years to Adoption

Distributed Ledgers to reshape pderpeer commercial economy

ATechnologyenabled transformation T T -
Ad¢KS t NRPINJIYYloOf ™ e
ALarger than the Internet S|
ADiverse new valuexchange L

scenarios S
ARemoval of intermediaries =
ADecentralization and e S

disintermediation e

GARTNER: HYPE CYCLE FOR BLOCKCHAIN TECHNDPORES As:of July 2016



Potential Blockchain Use Cases

Distributed ledgers can streamline financie

Selected Potential Blockchain Use Cases

Financial Institutions Corporates Covernments Cross-industry payment meChan ismS

International payments Supply chain management Record management Financial management & accounting .
, A International payment transfers
Capital markets Healthcare Identity management Shareholders’ voting
Trade finance Real estate Voting Record management req u I re Chal nS Of fl nanCIaI
Regulatory compliance & audit Media Taxes Cybersecurity i nStitutionS to tran Sfer money from
Anti-money laundering Government & non-profit

Energy

8 v you costame oporency one to anotherg e.qg. five or six just

Legislation, compliance & regulatory Data storag
ata storage

ovesih to send money from Nigeria to

Peer-to-peer transactions Internet of Things

e Singapore

Insurance

“We estimate that about $300 trillion of transactions flow through international
correspondent banking networks each year, generating $150 billion to $200 billion in revenues
for banks.”

- Bain & Company

{2 e e ey e e e e



Industry Viewpolints

“Our positive view of blockchain’s ability to meet the needs of a large
financial ecosystem is tempered by the time aspect. We take a 5-10 year
view on true network wide adoption but from what we have seen there
will definitely be commercial use cases in a 12-24 month period.”

- Edward Budd, Managing Director of Global Transaction Banking at Deutsche
Rank

BAIN & COMPANY ()

“Ultimately, the credit card and automated clearing house industries risk annihilation.”

- Bain & Company

"There is significant enthusiasm for the potential of the technology, but there is still a limited
track record of large-scale blockchain implementation in a regulated environment, and many

hurdles lie ahead before we see widespread applications.” MOODY)S

- Robard Williams, Moody's Senior Vice President



Blockchain Captures the Imagination and Wallets

Financial Services Ecosystem

24+ countries currently
investing in DLT

Global
interest

Bank

Research
experimentation

. Z

80% of banks predicted to

2,500+ patents filed over
’ Y
initiate DLT projects by 2017

the last 3 years

Venture

Consortium
DLT activity ; - )
90+ corporations have joined eff.crts capital over USS 1.4 billion in
blockchain consortia {) 6 investments over the past 3 years
[ ] Central
banks

90+ central banks engaged
in DLT discussions worldwide

Awareness of DLT has grown rapidly, but significant hurdles remain to large-scale implementation

An uncertain and unharmonized my Nascent collective = An absence of formal legal
& . 8 ala .
regulatory environment &= standardization efforts frameworks

SOURCE: WORLD ECONOMIC FORUM AUGUST 2016




R3CEV

A Financial innovation firm founded in 2014.

A Leading a consortium partnership started 15 Sept 2015 with 9 companies. Now consists of
over 50 of the worl dos | eading financi al

A Original membersBarclays, BBVA, CBA, Credit Suisse, Goldman Sachs, JPMC, RBS, UBS,
State Street

A BoA BNY Mellon, Citi, Commerzbank, Deutsche Bank, HSBC, Mitsubishi UFJ, Morgan
Stanley National Australia BanlkBC, SEB5ocieteGenerale TD Bank, Mizuho, Nordea,
Unicredit, BNP Paribas, Danske Bank, Int8aaPaolpNatixis,Nomura, Northern Trust,
OP FinancialBanco Santander, Scotiabank, Sumitomo, US Bancorp, Westpadid&ank
Hana FinanciglSBI Holdings] oyota Financial


https://r3cev.com/

Hyperledger Project

AdbCol | aborative effort created to adyv:
and addressing important features for a crimgRistry open standard for
distributed ledgers that can transform the way business transactions are
conducted gl obally. o

A Significantly invested in by IBM

ANotable members: Accenture, IBM, JPMC, R3CEV, Hit&ikco,Vmware
SWIFT

AComplete list of 81 members



https://www.hyperledger.org/
https://www.hyperledger.org/about/members
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IBMand Blockchain

A Hyperledger Project founding member, significant investment, contributed 44,000 lines of
code.

A 35 developers and >100 technical architects
AhNBFYAT SR AlGa o6f2010KIAY GSFY Ayidz2 | . ! O ¢t
Kralingen

A 5 VPs focused on Blockchain technologies

A Industry managing directors for banking and insurance, client managing directors, and all financial
services solutions teams.

A Combining WatsoioTand Blockchain
AbSg . ! Aa&d YSEG LKIAS Ay L.aQa o0f2010KIAY Lidz
Hyperledger project.


http://www.ibm.com/blockchain/

Z Systems and Blockchain

ABlockchaifDLT requires:

A a secure environment
A very fast, efficient cryptographic processing.

AThe IBM mainframe security technologies on the z13landxONEamily are
the gold standard with respect to these two requirements.

AThe cryptographic solutions on z13 driduxONMBave received the highest
standardized security certifications

AFIPS 142 Level 4 and EAL5+

A Federal Information Processing Standard (FIPS)Z]&@curlty Requirements for Cryptographic Modules. This
OSNIAFTAOIGAZ2Y A& OdNNByilifée SEOtdzaA@S G2 L.aQa YIAYyTFTN



Secure Service Containers (SSC)

AProvides a highly secure LPAR that enables new Blockchain solutions to
be easily packaged as a full runtime environment including all
components: OS, SW, APIs, etc.

ASolutions built using SSCs are encrypted and can only be executed within
this tamperproof LPAR

ADetection and response to unauthorized access attempts
ANo root access to the OS (protection from host admins)
ATamper resistant storage of the crypto keys



CPACF, Crypto ExpresstiperSockets

ACentral Processor Assist for Cryptographic Function (CPACF)
AEnhances crypto performance, especially with SSL and IPSEC

ACrypto Express5S
ALatestPClébased, tamper resistant crypto coprocessor
A Accelerates secure key functions (hashing, signing, authentication)

AHipersockets

A Secure memory to memory communication across LPARs without need for I/0
adapters (no external traffic)



Z13 and_LinuxONPerformance, scalabllity

A5.0 GHz processors

A Single Instruction Multiple Data (SIMD)

A Significant performance advantage for the complex mathematics embodied in
Blockchain

AUp to 141 configurable cores

AUp to 85 LPARS

AUp to 10TB main memory

AHigh scale 1/0 operations

Al yNAGEE SR NBEAFOGATAGE dc haé



Blockchain, mainframes, and cloud

Az Systems facilitates Blockchain applications that can access existing transactional
systems (CICS, IMS, DB2) that are on z Systems via APIs to support the new
business processes.

A Leverages decades of investment in these systems

A Blockchain will not replace these, as these focus on driving efficiency within an
organization

A BlockchaifDLT is focused on driving efficiency between organizations

AMost likely model will be a hybrid cloud model with blockchain securely feeding
Into or out of the front end of a mainframe to work with the data in the CICS,
IMS, DB2 databases.



Recent IBM announcements

AIBM Blockchain High Security Business Network
ABasically dinuxONBased test/dev cloud environment for clients

AIBM Garage

AIBM Global Finance Project

Alnternal focused supply chain project
ADrinking theirkool aid

AWatson andoT
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Software Defined Networking (SDN)

Al aySgé LIWINBFOK (02 yYSUg2NJIAYy3I GKI
control of their infrastructure, allowingustomization and optimizatiorihat
enablesnvention and deliveryof new types of network services.

AThese network services have the potential to drive new business models,
products/services, technologies, and/or reduce capital/operational costs.



What is SDN?

a X \etworkgor more precisely, network elements that can be
OZ2Y+TAddzNBR UKNRdAzAK | NbBFaz2zylotsS |yl
¢ lvanPepelnjakipSpace.net

G{2F06FNBE 5STFAYSR bSUg2N]JAy3 6{5b0

¢ Open Networking Foundation

OPEN NETWORKING
FOUMNDATION



Software Defined Networking (SDN)

Applications and Orchestration Frameworks

REST APIs

Control Plane

Basic Network Services:
TopologyMgr, SwitchMgr, Host Tracker, Statsigr

Network protocols like OpenFlow

------

<= = C
= | | Data Plane

I

I
|
|

|
|

Advantages

A Logically centralized view of the
overall network

A Improved interoperability and
manageability

A Enable users to develop and
deploy unique capabilities for their
network needs



Traditional Network
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SDN Model
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The Strategic Value of SDN Controllers

A Controllers provide visibility

A Connects all switches and routers
Al 2y iUNREfSNE IFNBE U0KS C

platform

A New services software

A New switch / router integration

A Advanced networking applications
AControllers are a strategic decision

A Customers will likely select a controller only once
per domain, and stick with it




What a Controller Does

A controller is a platform that:

Allows software developers to
Innovate applications that obtain
information from and control the

network

CONTROLLER
PLATFORM

Allows network equipment
suppliers to create plug-ins and
information models that improve
manageability and reduce costs

Applications and Services

Vendor-Developed Neutron
Applications Plugin

Customer-Developed
Applications

Standardized REST API

Common Services Service Abstraction Layer

Standard Interfaces and Plugins

OpenFlow BNMP BVSoE NETCONF  BGP-LS Vendor-Specific

BRDY 1.3 WENG PCE-P Plugins

Network T Switches and Routers



A New Network Architecture

Northbound API

Open Source
SDN Industry Standard

Control Protocols

Controller
/ Standard
= N =

Modeling
Language

Vendor A Vendor B Vendor C
A EMS, NMS, CLI and APis specific to the switch or A Logically centralized open control plane, non-
router vendor vendor specific
A Proprietary control plane per device A Normalized programming interface
A Communication protocols standardized for A Standard control protocols and modeling

interoperability language



Why SoftwareDefined Networking (SDN)

ANeed for logical centralization

A Discrete, vertically integrated staaksio endto-end policy
A Performance or featuras must choose
A Multivendor infrastructure multiplying points of management

ANeed for feature velocity
A Software approach enables sskrvice innovation

ANetwork does not participate easily in dynamic infrastructure
A Network = fixed platforms- difficult to program
A Multiple proprietary interfaces of varying capabilities
A Need to manage virtualized network services



The SDN Market: What Users Want

Strong Desire for Open Source and Open Systems

A Customers need reliability, scalability,
manageability...

A 95% look at open source as a positive
attribute of any SDN or NFV solution

A 58% say open source is a key factor or
absolute requirement for final SDN/NFV
selection

[ | [T | | o [ | [T | [ | [l | [ | [ — |

Source:GigagOmResear ch, O0SDN, NFV and open source: the operatordés viewo, 3/19/ 14



What Users Expect From Op8aurce SDN

Address
Current
S

Simple OnRamp to SDN
Low Risk
Investment Protection

Smooth Installation &
Maintenance

Why Open Source?

ustomized
Services
Agility

Self-Service Innovation

Complete App Portability

Bridge to Community

Advocate for User Requirements

Developer Support

Source:GigaOmResearch



OpenDaylighProject Operated by the Linux Foundation

Applications

Physical Switches
and Routers

|

'NETCONF VBGP—LS

Virtual Switch
and Routers

OSS /BSS
Orchestration

Neutron
Plugin

Network Policy

A The leading opessource SDN controller

A More than 200 developers from 41 member
companies AND individuals from user organization:

A 1.7+ million lines of code

A Open industry forum: most networking provide
many SDN ecosystem firms

A Addresses service provider & enterprise needs

A PlatformA Y RSLISY RSY (i 1ay | NN
standardization point that allows for optimizatio
and innovation above and below



Open Daylight Project

Open Daylight is an open source project under ltheux Foundation
with the mutual goal of furthering SDN adoption and innovation
through the creation of a common industry supported framework

www.opendaylight.org

Xbigswitch
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BROCADEB .Clls.clo.
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http://www.linuxfoundation.org/
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