
Blockchain, z Systems, LinuxONEand 
Software Defined Networking

Stephen Guendert, Ph.D.

z Systems Technology CTO

Brocade Communications

Stephen.Guendert@brocade.com 

@DrSteveGuendert



Abstract

ÅBlockchain, AKA distributed ledger technology, is one of the hottest top 
of mind topics in our industry. There are several industry consortia, 
projects, and startups focused on this technology. To date, most of the 
discussions are about the software and applications used to make it 
happen. One essential element is oftenleft out of the discussions: the 
network.

ÅIn this session our speakerwill present a high level overview of 
blockchain/distributed ledger technology and then present ideas for the 
network that will be used. The speaker will discuss an idea for blockchain 
networks, using an open daylight software defined networking (SDN) 
controller in conjunction with a z Systems based Hyperledgerblockchain 
implementation.

http://www.share.org/Evaluation
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Blockchain vs Bitcoin

Blockchain Bitcoin

Decentralized currency
Å Bitcoin is an electronic 

cryptocurrency that uses 
Blockchain as the underlying 
technology to operate and 
enforce trust through 
cryptography.

Blockchain=distributed ledger 
Å Value-exchange transactions 

(bitcoin, other token) are 
sequentially grouped into 
blocks.

Å Each block chained to the 
previous block, immutably 
recorded on peer-to-peer 
network, cryptographic trust

There would be no Bitcoin 
ǿƛǘƘƻǳǘ .ƭƻŎƪŎƘŀƛƴΧ
Å There can be Blockchain 

without Bitcoin

Blockchain is not Bitcoin



Centralized Ledgers v Decentralized Ledgers

{ƻǳǊŎŜǎΥ ά5ƛǎǘǊƛōǳǘŜŘ [ŜŘƎŜǊ ¢ŜŎƘƴƻƭƻƎȅΥ .ŜȅƻƴŘ .ƭƻŎƪ /ƘŀƛƴΣέ ¦Y ƎƻǾŜǊƴƳŜƴǘ ŎƘƛŜŦ ǎŎƛŜƴǘƛŦƛŎ ŀŘǾƛǎŜǊΣ нлмсΤ .ŀƛƴ ϧ /ƻƳǇŀƴȅ

¢ƻŘŀȅΩǎ [ŜŘƎŜǊǎDecentralized Ledgers

ÅTraditional systems 
rely on central 
authority to generate 
trust and transfer 
value

ÅParticipants validate 
changes collectively, and 
changes are updated across 
the network almost 
immediately

Great potential to:
Å Enhance security 
Å Speed up transactions
Å Accelerate settlements
Å Improve transparency
Å Reduce costs



Two Blockchain Systems

ÅPermission-less  
ÅPublic Blockchain system open for participation to anyone (Bitcoin) 

ÅDistributed consensus mechanism, miners/cryptocurrency  

ÅPermissioned
ÅA private Blockchain system available only to a closed group of participants.

ÅDistributed Permissioned: Blockchain system for closed communities with 
similar but competing interests

ÅPrivate Permissioned: Blockchain system for one or more organizations that 
share common interests.



Blockchain Across Industries

GARTNER: BLOCKCHAIN  MARKET ASSESSMENT MARCH 2016



Blockchain in the Investment Bank

SOURCE: ACCENTURE



Blockchain and IoT
Consider new business scenarios

ÅBlockchain potentially combined with Internet of Things.

ÅInternet connected refrigerator equipped with sensors uses Blockchain 
to: 
ÅManage automated interactions with the external ______

ÅOrder/paying for food 

ÅArrange for its own software upgrades /warranty tracking  

http://www-935.ibm.com/services/us/gbs/thoughtleadership/internetofthings/
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Gartner: Hype Cycle for Blockchain technologies July 27, 2016

The confusion in the C-Suite, and the 

lack of definitional understanding of 

many technologies and their 

implications for business, is creating 

a dangerous and volatile 

market.  

Gartner is convinced that adoption of 

the programmable economy in the 

longer term (by 2035) is highly 

probable, we advise C-level executives 

and technology leaders and 

policymakers to exercise extreme 

caution in the shorter term 
(through 2021)

Blockchain is an òembryonicó
technology



Blockchain: Years to Adoption
Long view of market

Åά9ƳōǊȅƻƴƛŎέ

Å5-10 yrsĄmainstream adoption

ÅEmergent- early stage

ÅMany players in market

ÅNo clear winners 

Gartner: Hype Cycle for Blockchain technologies July 27, 2016 G00308190



Blockchain: 5-10 Years to Adoption
Distributed Ledgers to reshape peer-to-peer commercial economy

ÅTechnology-enabled transformation

Åά¢ƘŜ tǊƻƎǊŀƳƳŀōƭŜ 9ŎƻƴƻƳȅέ

ÅLarger than the Internet

ÅDiverse new value-exchange 
scenarios

ÅRemoval of intermediaries

ÅDecentralization and 
disintermediation

GARTNER: HYPE CYCLE FOR BLOCKCHAIN TECHNOLOGIES JULY27, 2016



Potential Blockchain Use Cases

{ƻǳǊŎŜΥ aƻƻŘȅΩǎ ƛƴǾŜǎǘƻǊ ǎŜǊǾƛŎŜǎ

Distributed ledgers can streamline financial 
payment mechanisms

ÅInternational payment transfers 
require chains of financial 
institutions to transfer money from 
one to another ςe.g. five or six just 
to send money from Nigeria to 
Singapore



Industry Viewpoints



Blockchain Captures the Imagination and Wallets

SOURCE: WORLD ECONOMIC FORUM AUGUST 2016

Financial Services Ecosystem



R3CEV

ÅFinancial innovation firm founded in 2014. 

ÅLeading a consortium partnership started 15 Sept 2015 with 9 companies. Now consists of 
over 50 of the worldõs leading financial institutions

ÅOriginal members: Barclays, BBVA, CBA, Credit Suisse, Goldman Sachs, JPMC, RBS, UBS, 
State Street.

ÅBoA, BNY Mellon, Citi, Commerzbank, Deutsche Bank, HSBC, Mitsubishi UFJ, Morgan 
Stanley, National Australia Bank, RBC, SEB, SocieteGenerale, TD Bank, Mizuho, Nordea, 
Unicredit, BNP Paribas, Danske Bank, Intesa SanPaolo, Natixis, Nomura, Northern Trust,
OP Financial, Banco Santander, Scotiabank, Sumitomo, US Bancorp, Westpac, Bank Itau, 
Hana Financial, SBI Holdings, Toyota Financial.

https://r3cev.com/


Hyperledger Project
Project within the Linux Foundation

ÅòCollaborative effort created to advance blockchain technology by identifying 
and addressing important features for a cross-industry open standard for 
distributed ledgers that can transform the way business transactions are 
conducted globally.ó

ÅSignificantly invested in by IBM

ÅNotable members: Accenture, IBM, JPMC, R3CEV, Hitachi, Cisco,Vmware, 
SWIFT

ÅComplete list of 81 members

https://www.hyperledger.org/
https://www.hyperledger.org/about/members
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IBMand Blockchain
IBM is making a significant commitment

ÅHyperledger Project founding member, significant investment, contributed 44,000 lines of 
code.
Å35 developers and >100 technical architects 

ÅhǊƎŀƴƛȊŜŘ ƛǘǎ ōƭƻŎƪŎƘŀƛƴ ǘŜŀƳ ƛƴǘƻ ŀ .¦ ŎŀƭƭŜŘ άLƴŘǳǎǘǊȅ tƭŀǘŦƻǊƳǎέ ƭŜŘ ōȅ {±t .ǊƛŘƎŜǘ Ǿŀƴ 
Kralingen.
Å5 VPs focused on Blockchain technologies

ÅIndustry managing directors for banking and insurance, client managing directors, and all financial 
services solutions teams.

ÅCombining Watson IoTand Blockchain

ÅbŜǿ .¦ ƛǎ ƴŜȄǘ ǇƘŀǎŜ ƛƴ L.aΩǎ ōƭƻŎƪŎƘŀƛƴ ǇǳǎƘ ŦƻƭƭƻǿƛƴƎ ǘƘŜ ƭŀǊƎŜ ƛƴǾŜǎǘƳŜƴǘǎ ƛƴ ǘƘŜ 
Hyperledger project.

http://www.ibm.com/blockchain/


Z Systems and Blockchain
Z13 and/or LinuxONEis an ideal platform

ÅBlockchain/DLT requires:
Åa secure environment 

Åvery fast, efficient cryptographic processing. 

ÅThe IBM mainframe security technologies on the z13 and LinuxONEfamily are 
the gold standard with respect to these two requirements.

ÅThe cryptographic solutions on z13 and LinuxONEhave received the highest 
standardized security certifications
ÅFIPS 140-2 Level 4 and EAL5+

ÅFederal Information Processing Standard (FIPS) 140-2 Security Requirements for Cryptographic Modules. This 
ŎŜǊǘƛŦƛŎŀǘƛƻƴ ƛǎ ŎǳǊǊŜƴǘƭȅ ŜȄŎƭǳǎƛǾŜ ǘƻ L.aΩǎ ƳŀƛƴŦǊŀƳŜǎΦ 



Secure Service Containers (SSC)
Exclusive to z13 and LinuxONE

ÅProvides a highly secure LPAR that enables new Blockchain solutions to 
be easily packaged as a full runtime environment including all 
components: OS, SW, APIs, etc.

ÅSolutions built using SSCs are encrypted and can only be executed within 
this tamper-proof LPAR

ÅDetection and response to unauthorized access attempts

ÅNo root access to the OS (protection from host admins)

ÅTamper resistant storage of the crypto keys



CPACF, Crypto Express5s, HiperSockets

ÅCentral Processor Assist for Cryptographic Function (CPACF)
ÅEnhances crypto performance, especially with SSL and IPSEC

ÅCrypto Express5S
ÅLatest PCIebased, tamper resistant crypto coprocessor

ÅAccelerates secure key functions (hashing, signing, authentication)

ÅHipersockets
ÅSecure memory to memory communication across LPARs without need for I/O 

adapters (no external traffic)



Z13 and LinuxONEPerformance, scalability

Å5.0 GHz processors

ÅSingle Instruction Multiple Data (SIMD)
ÅSignificant performance advantage for the complex mathematics embodied in 

Blockchain

ÅUp to 141 configurable cores

ÅUp to 85 LPARs

ÅUp to 10TB main memory

ÅHigh scale I/O operations

Å¦ƴǊƛǾŀƭŜŘ ǊŜƭƛŀōƛƭƛǘȅ άс фǎέ



Blockchain, mainframes, and cloud
Likely path in financials is hybrid cloud

Åz Systems facilitates Blockchain applications that can access existing transactional 
systems (CICS, IMS, DB2) that are on z Systems via APIs to support the new 
business processes.  
ÅLeverages decades of investment in these systems

ÅBlockchain will not replace these, as these focus on driving efficiency within an 
organization

ÅBlockchain/DLT is focused on driving efficiency between organizations

ÅMost likely model will be a hybrid cloud model with blockchain securely feeding 
into or out of the front end of a mainframe to work with the data in the CICS, 
IMS, DB2 databases.



Recent IBM announcements

ÅIBM Blockchain High Security Business Network
ÅBasically a LinuxONEbased test/dev cloud environment for clients

ÅIBM Garage

ÅIBM Global Finance Project
ÅInternal focused supply chain project

ÅDrinking their koolaid

ÅWatson and IoT
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Software Defined Networking (SDN)

Å! άƴŜǿέ ŀǇǇǊƻŀŎƘ ǘƻ ƴŜǘǿƻǊƪƛƴƎ ǘƘŀǘ ŀƭƭƻǿǎ ƴŜǘǿƻǊƪ ƻǇŜǊŀǘƻǊǎ ƳƻǊŜ 
control of their infrastructure, allowing customization and optimization that 
enables invention and deliveryof new types of network services.

ÅThese network services have the potential to drive new business models, 
products/services, technologies, and/or reduce capital/operational costs.



What is SDN?

άΧprogrammable networks(or more precisely, network elements that can be 
ŎƻƴŦƛƎǳǊŜŘ ǘƘǊƻǳƎƘ ŀ ǊŜŀǎƻƴŀōƭŜ ŀƴŘ ŘƻŎǳƳŜƴǘŜŘ !tLύΧέ

ςIvan Pepelnjak, ipSpace.net

ά{ƻŦǘǿŀǊŜ 5ŜŦƛƴŜŘ bŜǘǿƻǊƪƛƴƎ ό{5bύ ƛǎ ŀƴ ŜƳŜǊƎƛƴƎ ƴŜǘǿƻǊƪ ŀǊŎƘƛǘŜŎǘǳǊŜ ǿƘŜǊŜ 
network control is decoupled from forwarding and is directly programmableΧέ

ςOpen Networking Foundation



Software Defined Networking (SDN)
A Programmable NetworkðDesign, Build, Manage

Data Plane

Control Plane

Basic Network Services: 
Topology Mgr, Switch Mgr, Host Tracker, Stats Mgr

Advantages
ÅLogically centralized view of the 

overall network

ÅImproved interoperability and 
manageability

ÅEnable users to develop and 
deploy unique capabilities for their 
network needs

REST APIs

Network protocols like OpenFlow

Applications and Orchestration Frameworks



Traditional Network

Control

Forwarding

Control

Forwarding

Control

Forwarding

Control

Forwarding

Control

Forwarding

Control

Forwarding



SDN Model
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Control
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Forwarding

Forwarding
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The Strategic Value of SDN Controllers
SDN controllers are at the top of the network pyramid

ÅControllers provide visibility
ÅConnects all switches and routers

Å/ƻƴǘǊƻƭƭŜǊǎ ŀǊŜ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŘŜǾŜƭƻǇƳŜƴǘ 

platform
ÅNew services software

ÅNew switch / router integration

ÅAdvanced networking applications

ÅControllers are a strategic decision
ÅCustomers will likely select a controller only once 

per domain, and stick with it



What a Controller Does
A controller is a platform that:

CONTROLLER

PLATFORM

Applications and Services
Allows software developers to 

innovate applications that obtain 

information from and control the 

network

Network ïSwitches and Routers

Allows network equipment 

suppliers to create plug-ins and 

information models that improve 

manageability and reduce costs

Service Abstraction LayerCommon Services

Standardized REST API

Standard Interfaces and Plugins

BGP-LS

PCE-P

Customer-Developed 

Applications

Vendor-Developed 

Applications

NETCONF

YANG
OVSDBSNMP

OpenFlow

1.0 / 1.3

Neutron

Plugin

Vendor-Specific 
Plugins



A New Network Architecture

ÅEMS, NMS, CLI and APIs specific to the switch or 
router vendor

ÅProprietary control plane per device

ÅCommunication protocols standardized for 
interoperability

Vendor A Vendor B Vendor C

Open Source

SDN

Controller

Northbound API

Industry Standard

Control Protocols

Standard

Modeling

Language

ÅLogically centralized open control plane, non-
vendor specific

ÅNormalized programming interface

ÅStandard control protocols and modeling 
language

CLI/API

EMS/NMS

Vendor A

CLI/API

EMS/NMS

Vendor B
Vendor

Specific

Management

Captive

Control

Plane

Industry

Standard

Protocols

Vendor C

CLI/API

EMS/NMS

SDN logically centralizes the control plane 



Why Software-Defined Networking (SDN)

ÅNeed for logical centralization
ÅDiscrete, vertically integrated stacksτno end-to-end policy

ÅPerformance or featuresτmust choose

ÅMultivendor infrastructureτmultiplying points of management

ÅNeed for feature velocity
ÅSoftware approach enables self-service innovation

ÅNetwork does not participate easily in dynamic infrastructure
ÅNetwork = fixed platforms -- difficult to program

ÅMultiple proprietary interfaces of varying capabilities 

ÅNeed to manage virtualized network services

Compute, storage driven by application needsτNetwork lags



Å Customers need reliability, scalability, 
manageability...

Å 95% look at open source as a positive 
attribute of any SDN or NFV solution

Å 58% say open source is a key factor or 
absolute requirement for final SDN/NFV 
selection

The SDN Market: What Users Want
Strong Desire for Open Source and Open Systems

Use standardized components to 

snap together unique systems

Source: GigaOmResearch, òSDN, NFV and open source: the operatorõs viewó, 3/19/14



What Users Expect From Open-Source SDN

Source: GigaOmResearch

Why Open Source?

Address 

Current

Pains

Customized

Services

Agility

Simple On-Ramp to SDN

Low Risk

Investment Protection

Smooth Installation & 
Maintenance

Self-Service Innovation

Complete App Portability

Bridge to Community

Advocate for User Requirements

Developer Support



OpenDaylightProjectτOperated by the Linux Foundation

ÅThe leading open-source SDN controller
ÅMore than 200 developers from 41 member 

companies AND individuals from user organizations

Å1.7+ million lines of code 

ÅOpen industry forum: most networking providers, 
many SDN ecosystem firms 

ÅAddresses service provider & enterprise needs

ÅPlatform-ƛƴŘŜǇŜƴŘŜƴǘ άƴŀǊǊƻǿ ǿŀƛǎǘέτ
standardization point that allows for optimization 
and innovation above and below

Service Abstraction LayerCommon Services

Standardized REST API

Standard Interfaces and Plugins

BGP-LS

PCE-P

Customer Developed 

Applications

Vendor Developed 

Applications

NETCONF

YANG
OVSDBSNMP

OpenFlow

1.0 / 1.3

Neutron

Plugin

Vendor-Specific 
Plugins

Applications Services
OSS / BSS 

Orchestration

Physical Switches 

and Routers

Virtual Switch 

and Routers
Network Policy



Open Daylight Project 
Open Daylight is an open source project under theLinux Foundation

with the mutual goal of furthering SDN adoption and innovation
through the creation of a common industry supported framework

www.opendaylight.org

Platinum

Gold

Silver

Eclipse Public License (EPL)

http://www.linuxfoundation.org/
http://www.opendaylight.org/

